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ABSTRACT The use of drones or UAVs (unmanned aerial vehicles) for commercial or leisure purposes
is increasingly common in our society. However, UAVs can also be used for other purposes that may
compromise the privacy and safety of the population. For this reason, it has become necessary to enable the
monitoring and identification of UAVs through a radio system with a license to avoid unwanted interferences.
This article proposes the AIS (Automatic Identification System) as an alternative to monitor drone activities
in near-real time. To do this, a prototype has been designed and integrated in an amateur UAV unit, enabling
the transmission of UAV parameters through this system. AIS density testing has been carried out in selected
zones of Gran Canaria (Spain), demonstrating the compatibility between the canonical usage of the AIS for
vessels and its new proposed purpose for amateur UAVs.
INDEX TERMS Prototype, remote monitoring, UAV (unmanned aerial vehicles), radio navigation, AIS
(automatic identification system), near-real time.
I. INTRODUCTION

In the last decade, the use of drones or UAVs (unmanned
aerial vehicles) has increased significantly in many applications for different purposes. Such aircraft, which could have
different dimensions and shapes, are capable of executing
many tasks autonomously without onboard human control.
Due to the use of these devices in some professional fields
beyond the military field for which they were conceived,
important challenges and improvements have been taken in
fields such as agricultural harvesting, aerial imaging and
transport of light goods [1]–[3]. Additionally, small drones,
also called amateur drones (ADrs), are also used for recreational purposes by users of all ages, but they can also be
used for illegal or terrorist purposes.
The extensive use of these flight units has involved important technological evolution, but it has also posed new security and privacy challenges for governments, companies and
individual users [4], [5]. Social mistrust about the malicious
usage of drones and the need to reduce risks in private
The associate editor coordinating the review of this manuscript and
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zones have resulted in the development of international regulations for UAVs, which is still in progress [6]. For this
reason, the main technological challenge to comply with
UAV regulations and alleviate social mistrust with security
and privacy measures consist of the development of amateur
drone surveillance systems. ADr surveillance systems must
be accurate and operate in real time, and these systems must
support authorities to avoid voluntary or involuntary ADr
intrusion in prohibited areas.
In the literature, different methods that can be used as
amateur drone surveillance systems have been proposed
[7], [8]. Such methods are strongly dependent on the nature of
technology, but in all cases, the stages that must be complied
by these surveillance systems are detection (the presence of a
UAV must be detected early), localization (the location of the
UAV must be known in terms of its latitude, longitude and elevation), tracking (the localization’s evolution must be known
at all times) and control (countermeasures must be performed
to avoid the presence of UAVs in restricted airspace) [9].
Taking into account these stages, the current technologies
available for UAV surveillance systems could be classified
as acoustic (based on the acoustic signals generated by the
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UAV engines), optical (UAV images are detected through
cameras or similar devices, and then, the UAVs are located
using 3D algorithms), radar (the UAV is considered the target
and is detected by transmitted high-frequency pulses) and
radio frequency (the UAV produces radioelectric emissions
to communicate with a ground station, and these signals are
detected and processed) [10].
With regard to acoustic technology, drone detection is
based on recordings of the sounds produced by UAV
engines or wings, and then, the acoustic signal is processed to
locate and track the UAV using machine-learning techniques
[11], [12] or other methods based on traditional statistical
principles [13]. Generally, optical technology applied for
drone surveillance uses visible or thermal image acquisition
to detect the presence of drones, and then, 3D algorithms are
applied to locate and track them [14], [15]. Radar technology
scans the airspace continuously to detect drones, and then,
radar signal processing is applied to distinguish between
drones and other targets, such as birds [16], [17]. Finally,
RF technology uses radioelectric emissions that are generated by drones as telemetry data to locate and track them
[18], [19]. Moreover, there exist many commercial solutions
based on RF technology. Usually, amateur UAVs use paired
transceivers to control and monitor their activities on the
433 MHz band, sharing a common coding between the flight
unit and the base station [20]. In this solution, only one UAV
can be monitored by a base station, so it is not possible to
cover an area where multiple drones are flying. However,
commercial devices that comply with this purpose exist. One
of them is DJI AeroScope, a centralized system that can detect
and process UAV communications in the 2.5/5.8 GHz bands
and extract information every 2 seconds, with a maximum
range of 50 km under ideal conditions [21]. However, this
solution is based on DJI drone models, so it was not developed
for all UAV protocols. Another commercial system is the
CRFS drone detector [22], which uses spectrum monitoring
techniques to detect the presence of drones through telemetry
emissions; however, this system cannot be used to identify
them.
Regarding acoustic and optical technologies, the short
detection range is the main limitation to amateur drone detection. In addition, radar technology is limited by the high cost
and societal rejection of a massive deployment of radar networks in cities. For these reasons, RF technology is one of the
most studied solutions to develop amateur drone surveillance
systems.
The above amateur drone surveillance systems do not
depend on any type of data or parameters that have been
transmitted voluntarily by drones. Therefore, a new classification system is necessary to study those drone surveillance systems: known-monitoring methods (UAV operators
voluntarily send the UAV positions to be detected through RF
emissions) and unknown-monitoring methods (operators do
not want the UAV to be detected by RF emissions). On the one
hand, unknown-monitoring methods are the key to resolving
security breaches because, in most cases, a drone entering a
VOLUME 8, 2020

prohibited zone does not want to be detected. On the other
hand, known-monitoring methods are specifically interesting
for drone fleet control, but they are not useful in terms of
security. A typical unknown-monitoring method based on RF
technology consists of the integration of ADS-B (Automatic
Dependent Surveillance – Broadcast) [23], [24], which is
used to identify and monitor aircraft, on a UAV, allowing its
detection and even the identification and monitoring of it.
Although ADS-B is not a critical air navigation system, if it is
used in drones, it would increase the number of vehicles that
use this system in a given region and then worsen the chances
of detecting these vehicles [25], where the aircraft transmitted
signal could overlap and information would be lost.
In the maritime domain, the identification and monitoring
of vessels is addressed through the AIS (Automatic Identification System). The AIS is a standardized communication
system that allows a vessel to transmit static, dynamic and
voyage parameters to other vessels, coastal stations and satellites. It presents great robustness in radioelectric propagation,
even under harsh tropospheric conditions [26], giving rise to a
coverage of more than 40 km - 60 km in the line-of-sight [27]
of a single transceiver unit. Additionally, the messages are not
encrypted, so any user with an AIS receiver can monitor the
status of maritime traffic. Commonly, the AIS was conceived
to support maritime rescues and avoid vessel collisions.
When the Class B AIS was introduced in 2007 [28], the AIS
was democratized and began to be used for different purposes
in addition to maritime security. In the environmental field,
the AIS can be used as a weather station for maritime devices
[29] or to estimate the potential effects of tsunamis [30], and
it is an important information source for estimating pollution
by vessels [31], [32]. In vehicular networks, the AIS has been
implemented in aerial drones [33] and unmanned maritime
vehicles [34] for different research tasks. Finally, the AIS will
evolve into a new standardization in the coming years, called
the VDES (VHF Data Exchange System). The VDES will
increase the number of channels and other aspects that could
help introduce new uses and applications [35].
In this article, we describe the development of a prototype
integrated into an amateur drone that enables, through an
AIS transceiver, the identification and monitoring of this
device in near-real time. Section I presents the problem to
be solved and the most relevant technical details about the
AIS and the MAVLink protocol. Section II details the design
and integration of the prototype, which is not optimized in
terms of power consumption. In Section III, the algorithm
implemented for the correct operation of the prototype is
presented. Section IV describes the tests performed with the
prototype in a real-world environment; finally, Section V
outlines the conclusions reached with this work.
A. AIS (AUTOMATIC IDENTIFICATION SYSTEM)

The AIS is a maritime communications system of mandatory use for certain types of vessels based on regulation by
the IMO (International Maritime Organization) since 2003.
This regulation is primarily applicable to vessels of large
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dimensions and to passenger ships [36], [37]. Each vessel
is associated with a unique identifier, called the MMSI
(Maritime Mobile Service Identity), used by ships and other
units, such as aircraft and buoys, and transmits static (name,
MMSI, dimensions), dynamic (speed, position, heading) and
voyage (origin and destination ports) information through
a series of protocols while transmitting and receiving this
same information to and from AIS-equipped vessels and AIS
receiving stations in range.
This system operates in the maritime VHF band on two frequencies: AIS-1 (161.975 MHz) and AIS-2 (162.025 MHz),
with a channelization of 25 kHz and a bit rate of 9,600 bps.
It uses an NRZI (non-return-to-zero inverted) coding scheme
and an FM-GMSK (frequency modulation - Gaussian minimum shift keying) modulation [38]. The main feature of the
AIS is the access scheme to the TDMA (time division multiple access) medium, which allows each vessel to compete
with the rest to transmit its information in a slot of 26.67 ms,
with a low probability of collision among communications.
The AIS system can be classified into different categories
depending on the application for which it is intended. The
differences between these types of AIS systems lie in their
TDMA scheme and maximum power transmitted. The main
types are class A AIS, with an SOTDMA (self-organized time
division multiple access) scheme and 12.5 W, and class B
AIS, with a CSTDMA (carrier-sense time division multiple
access) scheme and 2 W. Generally, class A AIS is integrated
into ships that must include the AIS in their onboard systems,
while class B AIS is usually optionally integrated into the
rest of the vessels. In addition, there are other types of AIS,
such as AtoN (Aid-to-Navigation) and SART (Search and

Rescue Transponder), and AIS base stations for other specific
purposes. As shown in Figure 1, the AIS data transmitted
from ships and other devices are collected by the AIS receiver
stations (AIS data acquisition network), which provide Internet access to distribute these data for different applications
and services (AIS data distribution network).
The AIS includes a total of 27 message types. Among these
messages, in relation to this work, it is important to underline
message types 18 and 24, which represent the static and
dynamic information of class B AIS, respectively. The use of
each message depends on the type of AIS equipment, as well
as the information transmitted and updated according to the
AIS type and the speed of vessels, as indicated in Table 1.
TABLE 1. Report rates for class A/B AIS equipment.

Finally, AIS uses the NMEA0183 protocol for the communication of messages between onboard naval electronics
units [39]. This protocol, which is also used by GPS receivers,

FIGURE 1. AIS data acquisition and distribution networks.
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uses 6-bit ASCII data encoding with differential signals, and
its format is as follows:
AXXYYY,DATA,*ZZ<0D><0A>
The digit A is the delimiter of the message, which can
be ! or #. The digits XX represent the type of device that
sends the message, YYY the type of data that contains the
message, and DATA the payload of the message, and the
character * ends the message. The digits ZZ represent the hexadecimal checksum of the message, and they are calculated
by performing an exclusive OR operation on the previous
consecutive digits, including commas. The command ends
with the hexadecimal digits of the carriage return (0D) and
line feed (0A).
B. MAVLINK PROTOCOL

The MAVLink protocol is a message library for monitoring
the activity of UAVs and establishing a communication channel between the drone and a ground station [40], [41]. These
libraries are free and available in both C and Python.
MAVLink works with different types of data, usually characters, floating and binary, and the size of the messages
occupies a memory space between 8 and 263 bytes. The
structure of a MAVLink frame is represented in Figure 2.
FIGURE 3. Block diagram of the prototype.

•
FIGURE 2. Structure of a MAVLink frame.

The SXT field indicates the beginning of the frame. LEN
indicates the size of the payload. SEQ alerts about packet
losses. SYS is the identifier of the UAV or ground station.
COMP indicates the units connected to the UAV or the ground
station. The payload includes all of the information that is
to be transmitted, and the CKA and CKB values are the
checksums associated with the sending of the frame.
The information contained in the MAVLink messages can
be incredibly varied and includes everything from frames
relating to GPS (position, heading, speed) to the values collected from the sensors integrated within the UAV (temperature, humidity, pressure).
II. PROTOTYPE ARCHITECTURE AND DESIGN

As shown in Figure 3, the prototype is formed by two parts:
the UAV platform, which comprises the UAV support structure, a flight control module with a GPS antenna, a 433 MHz
telemetry unit and a LiPo battery, and the UAV payload, which
contains the following subsystems:
• Control unit, which includes a processor to collect UAV
data and apply the appropriate format for communication as an AIS message.
• Communication unit, composed of a class B AIS
transceiver to transmit the data received from the control
unit.
VOLUME 8, 2020

Power supply distribution unit, consisting of a DC-DC
converter, based on high efficiency converters, which
allows generation of the necessary voltages, extracted
from the LiPo battery, for the UAV and the integrated
payload.

Only considering the UAV platform with a total weight
of 988 g, the power consumption of the system is 238.2 W.
This value has been obtained through a software simulation
with the eCalc online tool [42], which shows a maximum
flight time of 15 min. The payload has a weight of 268 g and a
power consumption of 0.26 A, so it will reduce the maximum
flight time to 13.1 min.
A. UAV PLATFORM

The amateur drone in which the prototype is integrated is
the Y6 model produced by 3D Robotics [43]. It is a tricopter formed by three arms, with two rotors each, and three
support legs. It has an integrated flight controller based on
the Pixhawk model and a telemetry unit that operates at
433 MHz. Considering the UAV mechanical mounting, flight
controller and LiPo battery, this platform has an approximate
weight of 988 g, and its dimensions are shown in Figure 4.
The Pixhawk flight controller [44] operates under the APM
firmware, loaded on a microSD card, and communicates with
the drone’s sensors and actuators. The main ports included are
2 serial, 2 USB, 1 SPI, 2 ADC, 1 I2C and 1 CAN, plus two
telemetry ports, one GPS port, one power port and one output
33383
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FIGURE 4. Dimensions of the drone.

with the technical aspects included in ITU-R Recommendation M.1371-5 [49]. The prior configuration of this module
was carried out using the proAIS2 software, which allows
assigning a name and an MMSI to the device. The interfaces
that make up the Cobalt module are classified as follows:
• Serial and power interface: through a Hirose DF1340P-1.25V connector located on the front of the device,
serial data can be transmitted and received via USB,
SPI, NMEA0183 and NMEA2000. This same connector
provides the device with the necessary pins for its feed.
• RF interface: using two Hirose U.FL-R-STM connectors, located at one of the sides of the module, this
interface enables the use of VHF and GPS antennas.
One important aspect about this module is in relation to
the transmission process. The Cobalt module will transmit
the first AIS message as long as a GPS message has been
previously received. Moreover, if the GPS signal is lost,
the Cobalt module cannot transmit the AIS messages until
the GPS signal has been recovered. In terms of power consumption, an increment of 0.535% over the UAV power consumption without payload and a weight contribution of 46 g
are assumed for the AIS transceiver.
D. POWER SUPPLY DISTRIBUTION UNIT

port to a buzzer. To connect to the payload, a USB connection
is used to transmit the MAVLink telemetry frames.
In terms of power supply, a LiPo 4S1P battery with a
10,000 mAh capacity is used for feeding 14.8 V to all UAV
subsystems, including the payload. The LiPo battery weighs
247 g.
B. CONTROL UNIT

A microcontroller based on a Raspberry Pi 3 model B circuit
board is integrated into the payload [45]. The Raspberry
Pi is a well-documented platform, and its usage is easy,
allowing fast prototype development. Additionally, this platform has been used previously to implement AIS receivers
[46], [47], but there are no commercial solutions for AIS
transceivers in Raspberry Pi. This board includes a Broadcom
BCM2837 processor, capable of running a Linux Debian
operating system from a microSD card. This device consists
of a GPIO interface to control the data inputs and outputs
and includes both Ethernet and WiFi connections. Its configuration includes Python libraries to interpret the MAVLink
commands it receives from the flight controller, in addition
to the firmware developed for the prototype. In terms of
power consumption, an increment of 0.774% over the UAV
power consumption without payload and a weight contribution of 40 g are assumed for the microcontroller.
C. COMMUNICATION UNIT

A class B AIS transceiver based on the Cobalt module of
SRT-Marine is used [48]. It is an SDR (software defined
radio) unit that operates at AIS-1 (161.975 MHz) and
AIS-2 (162.025 MHz) frequencies, with a sensitivity of
−110 dBm, includes an integrated GPS unit and complies
33384

To feed the components of the payload, a power distribution
source based on high efficiency DC-DC converters (Switcher
High Efficiency Regulators), able to accept voltages between
12.5 V and 18 V, has been developed. At its input, it receives
14.8 V from a LiPo 4S1P battery, and it outputs voltages
of 5.1 V to power the Raspberry Pi and 12.3 V to feed the
Cobalt AIS transceiver through a Hirose DF13-40P-1.25V
connector. In terms of power consumption, an increment
of 0.305% over the UAV power consumption without payload and a weight contribution of 46 g are assumed for the
DC-DC converter.
E. PAYLOAD INTEGRATION

The connection scheme between payload modules and UAV
platform elements is shown in Figure 5.
The Raspberry Pi 3 microcontroller is connected to the
Pixhawk flight unit via a serial port through a USB-A to
mini-USB male-to-male cable, allowing MAVLink messages
from the UAV flight unit to be received and stored. The
DC-DC converter is supplied with 14.8 V from the UAV LiPo
battery. This voltage is distributed to the payload modules,
where the AIS transceiver is supplied with 12.3 V and the
microcontroller with 5.1 V. Additionally, this board facilitates the connection between the AIS transceiver and the
microcontroller because it includes the pin routings of the
Hirose DF13-40P and USB connectors, which are used by
both modules. Through a Hirose DF13-40P cable, the DC-DC
converter board is connected to an AIS transceiver, allowing
AIS messages that will be processed by the microcontroller
to be transmitted and received. A USB-A male-to-male cable
is used to connect the microcontroller and DC-DC converter
board.
VOLUME 8, 2020
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FIGURE 5. Payload module interconnection.

III. PROTOCOL FOR UAV MONITORING AND
IDENTIFICATION

The procedure for generating AIS messages with the UAV’s
height is presented in Figure 6 and includes the following
steps:
• Step 1. The UAV control firmware is implemented in
the Pixhawk flight unit. Through MAVLink frames,

FIGURE 6. Procedure to acquire, generate and transmit an additional UAV
parameter as an AIS message.
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the UAV obtains parameters from sensors, actuators
and other integrated devices and then transmits them as
telemetry messages. Among these telemetry messages,
the UAV height is found.
• Step 2. The MAVLink frames are interpreted in the
Raspberry Pi using the PyMAVLink libraries. These
frames include the height parameter, which is extracted
and converted as an NMEA0183 message. The UAV
height is included in the HDT (heading true) field, presented in an AIS type 18 message, and is sent via a serial
port from the Raspberry Pi to the AIS transceiver.
• Step 3. The AIS transceiver reads the NMEA0183 message, and it is processed as an AIS type 18 message.
• Step 4. Additionally, the date is extracted from the GPS
unit integrated into the AIS transceiver. This information
is added to and stored within the internal memory of the
Raspberry Pi, thus providing an accurate date of when
the AIS message was sent.
Algorithms 1 and 2 represent the pseudocodes of the
processes implemented in the Raspberry Pi. Algorithm 1
starts loading the MAVLink libraries and extracts all the
functions that allow the flight controller to be connected
with external devices. The UAV height is extracted with the
get_height_mavlink function. A variable is stored with
the structure of the HEHDT message, where the UAV height
is added without the message’s checksum. To calculate the
HEHDT message checksum, an XOR operation is gradually applied among consecutive characters from first ($) to
last (∗), and the result is converted to hexadecimal format.
The checksum is added as a hexadecimal character into the
body of the initial HEHDT message. Then, it is sent via a
serial port to the AIS transceiver and is stored in the internal
memory of the Raspberry Pi with the AIS messages received.
Algorithm 1 AIS Message Generation With UAV
Information
1: load MAVLINK_LIBRARY
2: loop
3:
uav_param ← get_height_mavlink(height)
4:
init_message ← ‘‘$HEHDT,’’ + uav_param + ‘‘,T*’’
5:
init k = 0
6:
for k to max(init_message)L
7:
checksum ← checksum
init_message(k)
8:
if k == max(init_message)
9:
checksum ← convert_to_hexadecimal(checksum)
10:
end if
11:
end for
12:
end_message ← init_message + checksum
13:
send_serial(end_message)
14:
store_message(end_message)
15: end loop
Algorithm 2 assigns the UTC (Universal Time Coordinated) time when the event occurred to each transmitted or received AIS message. When a GPS GGA (Global
Positioning System Fix Data) message is received, the UTC
33385

N. Molina-Padrón et al.: Monitoring in Near-Real Time for Amateur UAVs Using the AIS

Algorithm 2 AIS Message Storage With Datetime
Information
1: loop
2:
gps_message ← gps_message_receive()
3:
if ais_message_receive() or ais_message_transmit()
4:
gps_message ← decode(gps_message_gga)
5:
date_time ← extract_datetime(gps_message)
6:
store_message(ais_message, date)
7:
end if
8: end loop

to verify the capability of the prototype in terms of identification and monitoring of its trajectory.
A. AIS CHANNEL DENSITY

The MarineTraffic Network [50], for instance, is characterized by over 3,729 proprietary cross-continentally installed
nodes. Table 2 shows the top 5 according to the number of
class A messages received per minute. In this table, it can
be seen that De Wacht (The Netherlands) Station_ID node
2676 receives an average of 3069.1 messages per minute.

time of the position is extracted from its parameters. If an AIS
message has been transmitted or received, then the UTC time
of the last GPS message received is added to the AIS message.
Thus, a list of transmitted and received AIS messages with the
appropriate UTC time is stored.
IV. TEST AND MEASUREMENT

First, we proceed with a test of the AIS channel density index
by using data provided by MarineTraffic and measurements
made with the prototype in different environments of Gran
Canaria (Spain). Second, a scheduled UAV flight is launched

FIGURE 8. UAV messages received through the AIS in different
environments of Gran Canaria.

FIGURE 7. Testing areas represented in a map of Gran Canaria, Spain
(AIS-based vessel traffic density map extracted and modified from the
MarineTraffic website, https://www.marinetraffic.com/).

TABLE 2. MarineTraffic top 5 receiving stations based on class A received
positions (messages) per minute.

FIGURE 9. Prototype mounted on the UAV platform and AIS receiver
KSN-55.
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FIGURE 10. Tridimensional and bidimensional representations of the trajectories generated by AIS and 433 MHz telemetry data, and error between both
trajectories.

Since the maximum number of messages is 4,500 [51],
the density of the channel is 68.2% in this node. Other nodes,
such as those at Rotterdam (The Netherlands), Rozenburg
(The Netherlands) and Eggesbones (Norway), have indexes
below 50%.
However, 97.3% of MarineTraffic nodes (3,627 nodes)
operate with densities below 10%. This corresponds to fewer
than 450 messages per minute. This value is low enough to
conceive of the idea of potential usage of these channels for
the monitoring of other vehicles, such as UAVs.
On the island of Gran Canaria (Spain), the MarineTraffic
Network has several installed nodes. Among them is BMTIDETIC Station_ID 1609, located in the ULPGC Science and
Technology Park [52]. This station receives approximately
362 messages per minute (density of 8%). Other receiving
VOLUME 8, 2020

stations located on the island receive a similar number of
messages.
To verify the proper use of the AIS system in a UAV,
we have configured the UAV in loiter mode, which allows
it to be fixed in a certain position and at a height of 20 m
above the ground. The AIS channel is thus measured in these
conditions. With the stored data, we decode the information
and construct a histogram, classifying the messages according to their class. The mentioned test has been carried out in
different environments, which are represented in Figure 7 in
terms of annual vessel density in Gran Canaria.
Figure 8 shows the average messages of each class and the
total per minute received in each environment. In addition,
the occupation density of the AIS channel is shown. In these
measurements, it is observed, as in all zones, that the number
33387
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of messages received is quite low such that the occupation
density of the channel exhibits values of approximately
1–4.5%. The AIS channel density will linearly increase in
relation to the number of transmitters.
B. UAV TRAJECTORY DETERMINATION

Three scheduled flight tests have been carried out to evaluate
the performance of the prototype. The flight tests have been
conducted on a route mapped out by 11 waypoints in an area
close to the Tafira Campus of the University of Las Palmas
de Gran Canaria. With the aim of facilitating explanation,
the loiter mode is activated, and the altitude has been set
to 20 m in all cases. The speeds of each flight are 2, 4 and
8 knots. Both AIS data, transmitted every 30 seconds by the
UAV payload (according to the class B AIS rates in Table 1),
and telemetry data, transmitted each second by the 433 MHz
telemetry module, have been received and stored.
The AIS data include the MAMSL (meters above mean
sea level) parameter, which indicates the flight altitude of the
UAV. This parameter is transmitted as an AIS type 18 message in the HDT field, as explained in section III. In addition,
the AIS transceiver is programmed with MMSI identification
number 111224515, assigned according to a license application to the Ministry of Public Works of the Government of
Spain.
To obtain the AIS data, a portable KSN-55 PilotsTECH
AIS receiver was used. This AIS receiver has a sensitivity of
−117 dBm and an approximate autonomy time of 12 hours.
Additionally, the AIS receiver includes a Wi-Fi access point
for connection with other devices provided with Internet
access (PCs, smartphones, tablets, etc.), allowing the representation of the AIS data over a map through software such
as OpenCPN [53]. The layout of the UAV payload mounting
and the AIS portable receiver is shown in Figure 9.
Figure 10 shows the UAV trajectory during the first flight
test (considering a constant speed of 2 knots). The tridimensional trajectories generated by the AIS positions (every
30 seconds) and the 433 MHz telemetry module (every
second) are presented at the top of Figure 10. These positions
have been converted into a KML file, generated by a script,
and represented using the GoogleEarth Pro software. At the
bottom of the same figure, the bidimensional representation
of the trajectories generated by the telemetry module and
the straight segments extracted from the AIS positions are
presented. To compare the AIS and telemetry module trajectories, an interpolation is generated with the same number of
points in both trajectories.
In Figure 10 (lower right), the AIS position errors in
meters, determined by the module calculating the difference
between both trajectories, are presented. Additionally, this
graphic includes the theoretical maximum error for the AIS in
meters, t , which corresponds to half of the distance that the
UAV can travel in a round trip to the same point for a deter30
mined speed; that is, t (m) = v(m/s) · t(s)
2 = 1.0289 · 2 =
15.43 m. As shown in the previous equation, the theoretical
maximum error depends only on the speed of the drone, and
33388

this speed is dependent on the AIS report rate. Hence, t does
not depend on the followed trajectory, and it will have the
same value for any trajectory for any speed of the same drone.
Considering the case illustrated in Figure 10, a maximum
error of 4.63 m when 74.08 m has been traveled is obtained
at a location close to WP2. The results for the rest of the UAV
speeds during the test flight are included in Table 3.
TABLE 3. Comparison between AIS and 433 MHz telemetry trajectories
for a speed of 2 knots.

V. CONCLUSION

In this article, the feasibility of using the AIS as a novel
method for identifying and monitoring an amateur UAV
has been discussed and demonstrated. The density of AIS
messages in areas far from the coast is quite low, which
thus enables the use of the prototype in these areas without
significantly affecting the AIS’s tracking and monitoring
capabilities in the maritime environment. The implemented
prototype has an appropriate weight and dimensions for
avoiding drastically influencing the UAV’s energy consumption. Including the sending of the height parameter, the use
of the AIS allows tridimensional representations of the trajectory of the UAV. The prototype allows the acquisition of
telemetry data of an amateur drone in near-real time, and with
completely free access because of the absence of encryption
in the AIS system. Moreover, it operates on a global and
standardized wireless network.
With the introduction of the VDES system, the proposed
identification and monitoring method can be derived to a
new channel of general purpose, such as ASMs (ApplicationSpecific Messages) or the VDE (VHF Data Exchange) for
terrestrial links, avoiding its use in the AIS channels that
will be used in maritime security. For this reason, future
research directions should be addressed to extend the number
of transmitted parameters by the UAV for identification and
monitoring.
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