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Abstract— Real handwriting authentication systems need a 

robust writer identification over a long time period. 

In this paper we work with signature sessions of the ATV-

Signature Long Term Database (ATV- SLT DB).  

The database contains 6 sessions generated by 27 users 

over 15 month. We examine the quality change of the 

verification results over a period of 15 month. We extract 

64 static and dynamic biometric features from the ATV-

SLT DB sessions and use 3 different classifiers.  

For the impostor test we add a 7
th

 session, the impostor 

session, with 6 signatures for each user. 

The best result of 99.17% success rate for a correct 

classification, we reached with the k-Nearest Neighbor 

classifier. The best result of 2.47% false accepted rate is 

reached with Naïve Bayes classifier. (Abstract) 

 

 
Keywords—online handwrting; signatur; writer verification; 

sessions; data mining; mobile devices; artificial intelligence (key 
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I.  INTRODUCTION  

With increasing number of mobile devices the need of 
security systems today is growing. Online signature 
verification is one of the biometric methods to achieve more 
safety for transactions on mobile devices. Most prior research 
has concentrated on feature selection and classifier evaluation. 
The notation that real authentication systems need a high writer 
identification quality over a long period of time appears 
unattended.  

In [1][2][3] we have concentrated our research to select 
features and algorithms to identify writers by their handwritten 
passwords. 

In this paper we test our features and algorithm (k-Nearest 
Neighbor, Naïve Bayes, and Bayes-Nets) with the public 
database ATV-SLT. The DB in [4] with the handwriting 
session data collected over long time is the basis for our 
experiments. For the experiments we enlarge the dataset by one 
more session, the impostor session written on a mobile device. 
We have to transform the handwriting data files to our format 
to make it compatible to our system. An important fact is that a 
standard mobile device has no touch pressure sensor for the 

display. Therefore we want to work without the dynamic 
pressure values. We only use x, y coordinates and time for the 
feature generation. This makes it more complicated, but it is 
closer to the reality for security systems development for 
mobile devices without display pressure sensors.  

 

II. RELATED WORK 

In previous handwriting analysis little attention has been paid 

to aging of handwriting. 

The effect of the user age are analyzed in [5][6]. Methods for 

classifying of three age ranges are recommended in [5]. 

Handwriting of 405 Persons is analyzed. Three age ranges are 

classified with a precision about 70%. 

An age prediction model has been developed in [6] with 30 

signatures of each person (210 persons, age range of 1-73) in 2 

sessions. Three age ranges are classified with 75% by using 

only feature of handwriting. In combination with iris feature 

the prediction systems achieves up to 90% accuracy.  

A database of handwritings of 400 users (from 16 to 90 old) 

collected in 4 sessions in a time span of 4 month is used in [7]. 

The experiments show a loss of writing speed in later life (60 

and above). The probability of someone being incorrectly 

verified as someone else (FAR) depends on age. Handwriting 

of older writer is easier to falsify than younger ones. But the 

intra-personal variability does not seem to be significantly 

dependent on age. All age ranges appear to have equal FFRs. 

That means handwriting changes on age. 

The question is now, how reliable are real authentication 

systems that have to work with aging signatures. 

A multi-session database (180 users, 6 sessions, and 12 - 96 

hours) is used in [8] to evaluate an effective histogram based 

feature extraction algorithm. Although the sessions are 

distributed to 12-96 hours, the results of inner-sessions 

verification are better than inter-session verification and inter-

session results are better when the classifier is trained with the 

preceding session. 

In [4] the aging problem is analyzed by Dynamic Time 

Warping (DTW), and Hidden Markov Model (HMM). They 

used the ATV-SLT Database with six handwriting sessions 

over a period of 15 month. Their conclusions are: Aging 

seems not depend on the type of signature but on the signer, 

dynamic features are less stable than static features, DTW as a 



classifier is more robust than HMM for long-term writer 

identification.  

We use the same ATV-SLT Database like [4]. Our objectives 

are to test: 

 

- whether the forgery resistance is changing over a long time 

period. 

- whether we can confirm the results of [4] with our features 

and algorithms 

- whether we can recommend the use of displays without 

pressure sensors in authentication systems  

- whether the authentication system is forgery resistant, if 

skilled the impostor sees all original signatures during the 

forgery (see fig. 3). 

 

The basis for our experiments is the Signature Long Term 

DB [4], we enlarge the DB by one session, the Impostor 

Session (get fig. 1). 

 

 
Fig. 1 Description Signature Long Term DB and Impostor 

Session (detailed description session 1 - 6 see [4]). 

 

III. FEATURE DATAFILES GENERATION 

A. Transform ATV-SLT Datafiles 

To work with the data from ATV-SLT DB in our system 
we have to transform the given SVC Files to our data format. 
With a Java program we do the following transformation (see 
fig. 2).  

 

Fig. 2 SVC to TXT transformation 

For the impostor test we need the images of the signatures. 
We generated these images as PNG graphic from the SVC files 
with a Java program too (see fig. 3.  

Original  Impostor 

  

  

  

Fig. 3 Samples: PNG from SVC and Impostor PNG 

 

B. Generate Feature Datafiles 

 
After transformation we generate the feature data files with 

the segmentation, x, y coordinates and time. From this data 
files we generate the parameters. Beside some statistical 
parameters we use primarily time, speed and relation 
parameter. In [1][2][3] you find the detailed description of the 
parameter we extract from the online signatures. 

 

IV. EXPERIMENTS 

We run four experiments: first we use the first four sessions 
separately and use one session for training and one for testing. 
Each session contains four samples. In the second experiment 
we combine two sessions’ pairs for training and one for testing. 
In the third experiment we use all 6 sessions and split 
percentage into train and test data for the classification. In the 
final experiment we run the impostor test with all six sessions 
for training and the seventh session for testing. The following 
part figure out the results of the experiments: 

First experiment 

The results of the first experiment training and testing all 
first four sessions separately and classify with three classifiers 
Naïve Bayes, Bayes Net, and KNN are shown in table I, II and 
III: 

TABLE I.  TEST NAÏVE BAYES CLASSIFIER 

session train   
test

 first second third fourth 

first 100% 83,33% 63,89% 40,74% 

second 77,78% 100% 66,67 37,04% 

third 51,85% 53,70% 100% 75,00% 

fourth 47,22% 45,37% 86,81% 100% 



TABLE II.  TEST BAYES NET CLASSIFIER 

session train   
test

 first second third fourth 

first 100% 96,30% 89,81% 78,70% 

second 89,15% 100% 89,81% 77,78% 

third 94,44% 87,04% 100% 83,33% 

fourth 82,41% 74,07% 89,81% 100% 

TABLE III.  TEST KNN CLASSIFIER 

session train   
test

 first second third fourth 

first 100% 94,44% 67,50% 56,48% 

second 92,59% 100% 68,52% 51,85% 

third 66,67% 66,67% 100% 82,41% 

fourth 58,33% 53,70% 87,04% 100% 

 

We see the first and second session are relatively similar 

and achieve good results, the third and fourth session achieve 

worse results compared with the first and second session. The 

best result of 96.30% correctly classified delivers the Bayes 

Net classifier with the first session for training and the second 

session for testing. 

Second experiment 

The results of the second experiment that combines session 

pairs as training sets and use one session as test set are shown 

in table IV, V and VII: 

TABLE IV.  TEST NAÏVE BAYES CLASSIFIER 

session train              
test

 first second third fourth 

first_second 100% 100% 53,70% 35,19% 

first_third 100% 99,07% 100% 78,70% 

first_fourth 100% 94,44% 88,89% 100% 

second_third 92,60% 100% 100% 75,00% 

second_fourth 96,30% 100% 93,52% 100% 

third_fourth 67,69% 67,59% 100% 100% 

 

TABLE V.  TEST BAYES NET CLASSIFIER 

session train             
test

 first second third fourth 

first_second 100% 100% 88,89% 78,70% 

first_third 100% 97,22% 100% 89,81% 

first_fourth 100% 95,37% 96,30% 100% 

second_third 95,37% 100% 100% 92,60% 

second_fourth 97,22% 100% 98,15 100% 

third_fourth 89,81% 89,81% 100% 100% 

 

TABLE VI.  TEST KNN CLASSIFIER 

session train              
test

 first second third fourth 

first_second 100% 100% 65,74% 60,19% 

first_third 100% 95,37% 100% 83,33% 

first_fourth 100% 93,52% 97,22% 100% 

second_third 97,22% 100% 100% 83,33% 

second_fourth 98,15% 100% 96,30% 100% 

third_fourth 69,44% 66,67% 100% 100% 

 

In this experiment, two sessions with eight training 

samples and four test samples per user where summarized. 

The best result of 98.15% correctly classified deliver the 

Bayes Net and the k-Nearest Neighbor classifier with the 

second_fourth session for training, Bayes Net with the third 

session for testing and k-Nearest Neighbor with the first 

session for testing.  

  

Third experiement 

For the third experiment we split all samples beginning 

from first up to sixth session randomly into training- and test 

pairs. After that, we had altogether 1296 sets ((4 samples x 4 

sessions + 16 samples x 2 sessions) x 27 writer) to run the 

third experiment. At last, Bayes-Nets, Naïve Bayes and k-

Nearest Neighbor classifiers were used to classify each pair 

simultaneously. The results of the third experiment are shown 

in table VII and fig. 4: 

TABLE VII.  TEST SPLIT ALL CLASSIFIER 

N%split 
classifiers Bayes-Nets Naive Bayes KNN 

50% 98,02% 97,36% 96,54% 

60% 98,35% 97,33% 97,53% 

70% 98,46% 96,98% 97,80% 

80% 98,35% 97,12% 97,12% 

90% 99,17% 97,52% 98,35% 

Cross F 20 98,85% 97,86% 97,86% 

AVG Time 

in s 

0.35 0.06 0.01 

 

 
Fig. 4 Bar chart of the third experiment 

 

Fourth experiement 

For the fourth experiment we used all six sessions for 

training and the seventh session with six skilled forgeries per 

user for testing. We had all together 162 forgeries for the 

experiment. First we trained all sessions separately and 

secondly all sessions together. Finally the average time for the 

classification process was calculated. The results of the fourth 

experiment are shown in table VIII and fig. 5: 
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TABLE VIII.  IMPOSTOR TEST 

session  
classifiers

 Bayes-Nets Naive Bayes KNN 

first 10,49% 7,41% 10,49% 

second 11,11% 8,02% 11,73% 

third 8,64% 4,32% 4,93% 

fourth 8,02% 7,41% 4,32% 

fifth 9,64% 9,88% 9,88% 

sixth 7,41% 10,49% 10,49% 

all sessions 11,73% 2,47% 11,11% 

AVG Time 

in s 0.39 0.02 0.05 

 

 
Fig. 5 Bar chart of the fourth experiment 

 

V. CONCLUSION 

 

In conclusion, it can be noted that we can recommend the 

use of displays without pressure sensors, because the writer 

verification results with and without pressure seem not be 

different. We can confirm the results of [4] using our 64 

features, the classification algorithms Naïve Bayes, Bayes 

Nets and KNN reach better results than HMM- and Global 

feature-based systems [4]. But using DTW [4] reaches the best 

FAR and FRR results. 

Aging of handwriting over a time period of 15 month has a 

negative influence to the correct writer verification, if we only 

use one session as training set. We can improve the results by 

using more sessions of signatures. We recommend the use of 

many signatures over a long time period. 

Our recommended system is forgery resistant for skilled 

forger who can see the original signature with the FAR of 

2.47%, if we use Naïve Bayes for the classification and all 48 

signatures per writer of the time period of 15 month. 
With better classifiers and more parameters, the system can be 

further improved in the future. 
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