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Abstract

Learning to write is complex and usually starts with lines and scribbles. Before reaching a
mature handwriting, children start to know the letters’ shapes and their sequence, although
the children’s motor control is not yet accurate. Modeling this behavior in a mathematically
way would allow to understand the mechanical processes from the initial thought of signing
to its complete fulfillment.

For instance, statistical models of a particular muscle could gain a better understanding
of its general behavior when a stimulus is applied. The kinematical response of an executed
movement is also a source of information about the human reaction. Indeed, these char-
acteristics could be mathematically modeled according to the literature in order to design
synthetically human movements.

On the other hand, handwriting signature is used as a biometric trait to authenticate
the user identity. However, the signature-based biometric systems are not used in practical
applications due to their lower performance compared to other biometric technologies.
Therefore, it is often preferred to use other traits such as iris, fingerprint or face.

As a bridge between synthesis of biometric data and human modeling, innovative methods
are addressed in this dissertation to generate synthetic handwriting signatures following the
insights learnt from the motor equivalence theory.

As such, in this Thesis several procedures are proposed to generate i) fully synthetic
signature databases and ii) duplicated signatures from a single real specimen. The goal of the
proposed methods is to verify whether the generated signatures are able to introduce realistic
intra and inter-personal variability in signature-based biometric systems as well as to certify
their human-like appearance. For these purposes, machine-oriented and human-oriented

evaluations are discussed in the frameworks used in this document.
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Chapter 1

Introduction

1.1 Handwriting signature: a behavioral biometric trait

Learning to write is complex and usually starts with lines and scribbles. After reaching about
three years of age, children begin to realize that writing is made up of lines, curves, and
repeated patterns. About a year later, children begin to use letters in their own style. Usually,
they start by experimenting with the letters of their own names, as they are the most familiar
to them. Thus, they start to know the letters’ shapes and sequence, although the children’s
motor control is not yet accurate.

Children usually start their handwriting practice using printed worksheets. These help
kids to trace the letters of the alphabet and to deal with numerals. These worksheets contain
writing lines that guide the height, width and length of each letter in upper and lower case and
of the numbers. The tracing helps the learning of each letter shape and writing sequence. The
guide lines help the spatial relationships between objects thus creating the spatial memory or
cognitive map. Once this knowledge is acquired, it is possible to select an ordered sequence
of target points to perform fluent writing and signatures.

At this stage, the person is ready to define and practice his or her signature. Linked to
handwriting learning, the self-designed signature would depend on environmental and long
term circumstances such as the signer’s personality, education, cultural environment, etc.
plus the signer’s cognitive and motor skills.

For centuries, the handwritten signature has been accepted world-wide for the purpose
of authentication. Classical applications include the legal validation of documents such as
contracts, last wills or testaments, corporative tax statements, financial transfers and so on. It
has leaded to use the signature as a biometric trait in the context of computer systems and
applications.
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Fig. 1.1 Overview of a typical signature-based biometric system. Figure partially extracted
from (Jain et al., 2016)

Biometric recognition (Jain et al., 2016) is still in continuously growing. In our daily
life, this technology is being more popular to access control, people identification, financial
transactions, healthcare and so on. Despite the fact that the limited number of biometric
traits, this technology is capable to offer greater security and convenience than traditional
methods such as token-based (e.g. passports or ID cards) and knowledge-based (e.g. PINs or
passwords) to ensure that the correct person is in this place at this moment. Some example
of biometrics traits are the fingerprint, face, iris or voice, being the signature not successfully
exploited in practical applications so far.

A typical signature-based biometric system is illustrated in Figure 1.1. Once the user (Y)
deposits the signature, a sensor digitalizes the sample. Later, a feature matrix (X) is built
with the information extracted from the acquire sample. Then, the systems typically have
two stages: enrollment (Xg) and recognition (Xg). The former builds a system database (D)
where the users store their reference signatures as a set of templates, whereas the latter is
used to recognize, identify or verify the identity of a user, who typically claim to be one
of the enrolled users. Then, a score (S) is obtained according to the membership of the
questioned sample to the claimed template. Finally, the system is supposed to accept or reject
the questioned sample.

One of the crucial challenge of a signature-based biometric system is the unpredictable
intra-personal variability. It means the similarity between signatures executed by the same
writer. Often, this variability is attributed to the several sources of noise () that distort
the measured trait. According to Figure 1.1, the intra-personal variability which affects to
the measured sample (M) could be characterize by: sensor limitations like resolution or

sample rate; biological aging effects or cognitive-motor impairments; user interaction with
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Fig. 1.2 How many forgeries could you detect?! Figure extracted from (Morocho et al.,
2016)

the sensor; environment changes like background noise and; other factors as consequence of
the individuals” mood, hurry or willingness to cooperate.

Another greatest challenge faced by signature-based biometric systems is the unpre-
dictable inter-personal variability. It means the similarity between signatures executed by
different writers. In a signature-based system, inter-personal variability is mainly attributed
to ways for faking the identity of signers through two kind of forgeries?.

* Random Forgeries: They lead to a test applied in the situation in which an impostor,
without previous knowledge of a specific signature, tries to verify the identity of a
signer by using his own genuine signature. The random forgery test is a typical test

used in access control and commercial transactions.

 Skilled Forgeries: They lead to a test, which simulates the case where an impostor
learns the signature of a signer and tries to reproduce it with a similar intra-class
variability. This test is the most relevant in signature verification for its impact in
forensic applications in signature forgery detection.

Finally, as an example, Figure 1.2 illustrates the complication to distinguish visually

genuine from non-genuine signatures.

!Solution: From left to right. Top: forgery, genuine, genuine, forgery; Center: forgery, genuine, forgery,
forgery; Down: genuine, forgery, genuine, genuine.

%In the literature there are different ways to mentioned the forgeries (e.g. random impostors, deliberate
forgeries, deliberate impostors, highly skilled forgeries, etc). For the sake of simplicity, in this Thesis the terms
random and skilled forgeries have been used.
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(a) Real on-line signa- (b) Real off-line signature image
ture signals

Fig. 1.3 Visual difference of the same real on-line and off-line signature. Figure extracted
from (Galbally et al., 2015)

1.2 Emerging issues in automatic signature verification

Automatic Signature Verification (ASV) tends to focus on improving recognition accuracy,
although topics such as interoperability, standards, scalability and template protection are
also gaining attention. Well-established experimental protocols and benchmarks lead to
this technology for a more statistically reliable performance evaluation. Indeed, several
standards (ISO/IEC, 95 X), procedures (Mansfield and Wayman, 2002), databases (e.g.
(Ferrer et al., 2012a; Frias-Martinez et al., 2006; Kholmatov and Yanikoglu, 2009; Martinez-
Diaz et al., 2014; Ortega-Garcia et al., 2003; Yeung et al., 2004)) and competitions (e.g.
(Blankers et al., 2009; Blumenstein et al., 2010; Liwicki et al., 2012, 2011, 2010; Malik et al.,
2015; Yeung et al., 2004)) have been developed for this purposes.

Moreover, in this context, two kind of signatures are used in these ASV systems, which

are illustrated in Figure 1.3:

* Off-line signatures: Also named static signatures, they are the most traditional and the
most frequent signatures around the world. The information is typically contained in a
scanned image where the inked signature was deposited in a piece of paper through a
tool like a pen or a feather, among others.

* On-line signatures: Also named dynamic signatures, their main characteristic is that
they contain the temporal and dynamic order in which the signer executed the signature.
It allows to process an effective representation of the production order of the specimens.
To register this kind of signatures, a device like a WACOM tablet is required. Probably,
having this device available at any place is the main limitation of this kind of signatures.
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Research efforts in signature verification has been compiled in a number of publications
and comprehensive surveys (Diaz-Cabrera et al., 2014c; Fairhurst, 1997; Fierrez and Ortega-
Garcia, 2008; Hafemann et al., 2015; Impedovo et al., 2012; Leclerc and Plamondon, 1994;
Plamondon and Lorette, 1989; Plamondon and Srihari, 2000) published in the literature
during previous decades. Some of the new trends faced by researchers can be broken down

into the following five topics.

* Temporal drifting on automatic signature recognition: The signature, as a behav-
ioral biometric, is sensible to long-term variations which can be related to multiple
session acquisitions (Galbally et al., 2013), aging (Erbilek and Fairhurst, 2012) or
neuromotor degenerations (O’Reilly and Plamondon, 2012), among others. The main
effect of aging in signature processing applications is the degradation of intraclass
variability. Hence, distinguishing between genuine and forged signatures is a rather

complex.

The literature about the effects of time on static handwritten signature recognition is
scarce (Erbilek and Fairhurst, 2012). However, the evaluation of aging in handwriting
can be analyzed to extrapolate conclusions. In (Drempt et al., 2011), researchers
identify seven handwriting factors which are affected by aging: legibility, speed, pen
grip, pressure, handwriting movements, styles and error corrections. All these factors
influence the way a person sign and therefore the performance of automatic signature
processing. Recent works study the relevance of aging in handwriting (Faundez-Zanuy
et al., 2012) and dynamic signature (Erbilek and Fairhurst, 2012; Galbally et al., 2013)
recognition. Therefore, the development of technologies for static signature recognition
adaptable to aging effects is a research line to be explored.

* Forger identification: Most automatic signature recognition systems try to answer this
question: is this signature made by its real owner? In the case of a forged signature, this
classification scheme avoids an obvious second question which is relevant for Forensic
Handwriting Experts (FHE): who has forged the signature? The identification of
forgers is a daily task for skilled forensics. However it has not attracted any noticeable
role in the pattern recognition research community. In (Ferrer et al., 2012b), the
researchers evaluate the probability density function of different recognition systems
obtained from the forger’s signature, the forged signature and the original owner. Their
results establish a baseline but do not allow the forger to be identified. Traditional
automatic signature recognition systems are mainly based on the global aspect of the
signature and the forensics techniques for forger identification. They are focused on

local individual characteristics of the strokes or even the analysis of furrows made by
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the writing tool on the paper. The development of automatic identification techniques

based on these local features and its application to forger identification are open topics.

* Disguised signature recognition: When a questioned signature is analyzed by a FHE,
the analysis is done under the assumption of the prosecutor hypothesis (a certain
signature was done by a suspected signer) and the defense trial (a certain signature
was done by another different signer). Typically, they gives results in terms of Likeli-
hood Ratio (LR). In the defense hypotheses there are two possible scenarios: i) the
signature was made by a writer different from the original owner; ii) the signature
was made by its original owner but it was disguised. Although FHE have faced this
problem for a long time (Bird et al., 2010; Malik et al., 2013b) the development of
an automatic recognition system of disguised signatures is an open challenge. The
inclusion of a disguised signature in performance benchmarks is relatively new. As
an example, eleven state-of-the-art systems were evaluated to detect disguised signa-
tures during the last two Forensic signature verification competition 4NSigComp2010
and 4NSigComp2012. The results obtained during the second evaluation (Liwicki
et al., 2012) clearly outperform the previous ones with EER under 30 %. A promising
performance based on local descriptors was achieved in (Malik et al., 2013a) with
a similar performance to the winners of 4NSigComp2012. This result encourages
exploring deeply the feature approaches based on local information, as is proposed
by FHE protocols. Again, this is an open challenge and the inclusion of disguised

signatures will be more standard in future experimental benchmarks.

« Multi-script® signature recognition: The signatures are commonly composed of
letters and/or flourish and the letters can be written using different scripts. Despite
the large number of works dealing with the script-based text recognition and the static
signature recognition, most of them study the isolate problem (Pal et al., 2011). Some
open questions related to multiscript scenarios are: What is the influence of the script in
the recognition accuracy? (Das et al., 2016) The performance of a system proposed for
the script A will be the same for the script B? In (Pal et al., 2012) Bangla, Devanagari
and Roman script signatures were evaluated by using signature recognition systems.
The most common errors occur with the misclassification of Hindi and Devanagari
signatures. The signature is a behavioral biometric trait and it can be influenced by
cultural aspects. The analysis of the influence of multiethnic characteristics in the
signature identification systems is another unexplored topic for automatic signature

recognition systems.

3The set of letters or characters (i.e. symbols) used for writing a particular language is know as script.
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» Synthetic signature generation: Since this new trend has motivated this dissertation,

it is extensively explained in the next section.

1.3 Synthetic signature generation review

Synthesizing a biometric trait is an opportunity to deepen and learn the biological processes
that characterize a determined specimen. It is a crucial step in order to propose automatic
systems capable to model the measured signals/images. In fact, models and methods to
generate biometric samples have been recently proposed for various traits, such as finger-
print (Maltoni et al., 2009), face (Thian et al., 2003), iris (Zuo et al., 2007), speech (Dutoit,
2001), handwriting (Lin and Wan, 2007).

In the handwriting signature context, among the number of advantages to synthesize
signatures, some of the most relevant could be summarized as: i) it is effortless to produce
a number of data (once the generation algorithm has been developed), ii) there is no size
restriction (in terms of subjects and samples per subject) since it is automatically produced
from a computer, iii) it is not subject to legal aspects because it does not comprise the
data of any real user (Rejman-Greene, 2005), iv) it eliminates human mistakes such as
labeling the data which bias the performance evaluation of the algorithms, v) it allows to
carry out statistically meaningful evaluations of the performance, vi) it can simulate aging or
maturity level models, vii) it could simulate signatures affected by some behavioral disorders,
neurodegenerative diseases or other cognitive impairment and therefore, viii) it could be
also a tremendous opportunity to analyze the deterioration and loss of function in the organs
involved in the handwriting production.

In line with synthesis of signatures, the tendency seems to be focused on either generation

of duplicated signatures or generation of fully synthetic identities.

1.3.1 Duplicated synthetic signature generation

On the duplicated signature generation, it is advisable to refer to the intra-personal variability
of the signatures, i.e. the difference between the repetitions of real genuine signatures.
Its modeling allows the widening of the distinction between genuine and non-genuine
signatures. The generation of duplicated specimens with realistic appearance helps in gaining
a better understanding of signature execution from several neuroscientific perspectives. This
also supports coherent decision making in psychology and forensic science and assists in

optimizing speed and performance for indexing purposes.
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In the literature, many proposals are focused on modeling intra-personal variability for
duplicating static or dynamic signatures (e.g. (de Oliveira et al., 1997; Fang et al., 2002;
Ferrer et al., 2013b; Frias-Martinez et al., 2006; Galbally et al., 2009; Guest et al., 2014;
Huang and Yan, 1997; Munich and Perona, 2003; Rabasse et al., 2007, 2008)). In this
context, duplicating a signature means generating artificially a new specimen from a real -
or several real - signatures. Among its advantages, signature duplication can improve the
training of ASV systems, allows the carrying out of statistically meaningful evaluations,
enlarges the number of signatures in databases, can match the baseline performances for
real signatures, which are often difficult to obtain, can improve the performances of existing
automatic signature verifiers, can understand how the writer executed the signature and
therefore explore any imparement or disorder.

Specifically, it could be say that there are four methods to duplicate signatures:

1. Generation of dynamic (on-line) signatures from real on-line samples (On-2-On).
Most of the recent advances in modeling intra-personal variability are focused on
on-line signatures. For this category of signature capture, in (Rabasse et al., 2007) is
studied that dynamic duplicated signatures performance is comparable to real signa-
tures. We also can find how by applying random and affine deformations, it is possible
to improve the performance of an HMM-based classifier (Galbally et al., 2009). In
(Song and Sun, 2014) another method is studied for increasing the training set on
the basis of a clonal selection of the enrolled signatures without modifying either the
diversity of the overall set or the sparse feature distribution. Furthermore, the resultant

set has been used for testing purposes in (Munich and Perona, 2003).

2. Static (off-line) signature generation by using real dynamic specimens (On-2-
Off). There are other proposals in the literature focused on the generation of signature
images from on-line signatures (Ferrer et al., 2013b; Guest et al., 2014; Rabasse et al.,
2008). The common tendency is to apply different methods to dynamic signatures since
these record the kinematic and the timing order in which the traces were registered.
Once a new trajectory is obtained, the samples of the new specimen are interpolated in
order to create new images. Then, an off-line automatic classifier is used to assess the
performance improvement. Parallel to this approach, a method of generating enhanced
synthetic signatures images has been formulated using a novel architecture to improve

the performance of dynamic verifiers (Galbally et al., 2015).

3. Production of signature images (off-line) from real static signatures (Off-2-Off).
In the review of previous work, we have found proposals to duplicate from off-line to

off-line signatures. One example is in (Frias-Martinez et al., 2006) where an off-line
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signature dataset composed of 6 genuine specimens per user and 38 signers is enlarged
by applying affine transformations to the original signatures. Since the database
contained only genuine signatures, this study was focused only on recognition. The
authors did not include the deliberate forgery test. Although the authors enlarged the
training set, the paper scarcely addressed either how the duplicated signatures were
constructed or gave reference to the cognitive signing procedure. Similar target was
studied in (de Oliveira et al., 1997), where the duplication procedure was carried out
by convolution and affine produces from parameters obtained through polynomials
and signals representations. In (Fang et al., 2002) an elastic matching of two static
signatures is proposed. Then, the duplicates are obtained from the common areas
described for such matching. Their results suggest the benefit of using duplicated
samples to reduce the error rates. Following affine-based distortions to enlarge the
reference set, in (Huang and Yan, 1997) the off-line signature verification results are

again improved.

4. Generation of dynamic signatures from real static ones (Off-2-On). Regarding to
recover the dynamic information from a static signature, to the best of our knowledge,
is a topic that the scientific literature has not yet been examined in deep. Recovering
the dynamic information of a signature refers to three stage: i) recovering the writing
order from signature images, ii) component segmentation and stroke recovering* from
each component and iii) dynamic information deduced from each individual and stroke

and their synergies among the rest of strokes produced in the handwriting.

Nevertheless, some efforts in the literature have tried to address this Off-2-On conver-
sion. However there are some approaches in the literature to reconstruct the signatures,
such as using the real on-line information (e.g. (Nel et al., 2005)), studying some
heuristic rules (e.g. (Lee and Pan, 1992)), the use of universal writing model to model
the signature writing order (Lau, 2005), or signature stroke estimation (e.g. (Lau et al.,
2002)), among others. Despite these genuine approaches, similar to On-2-On, Off-
2-Off and On-2-Off, in on-line signature verification the Off-2-On goal requires to
achieve a comparable performance to a real on-line signature verification. Thus, it

assumes that the real on-line information is not used or unknown.

Contrary to handwriting, signatures are often composed of a number of strokes which

are overlapped with previous written strokes. It creates several ambiguous detection

4For the sake of clarification, stroke is used in this thesis to describe a neuromuscular command to execute
an elementary movement, which can be observed in the velocity profile as the piece of signal between two
minimums. Similarly, the term component is used to describe the segments between pen-down and pen-up,
which is usually composed of several strokes (Plamondon and Maarse, 1989).
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Fig. 1.4 Artificial generation of intra-personal variability. The first subplot shows two real

signatures (in red and blue) used to generate artificially the rest specimens (in gray). Some
sources of artificial intra-personal variability attributed to: 1) connected or non connected

letters; 2) close or open loops; 3) variability in the loop shapes (elongated vs rounded); 4)

stroke length variability. Figure extracted from (Rabasse et al., 2008)

zones obtaining neither the real writing order nor the real stroke segmentation in
the majority of the cases. However, some of the techniques and approaches studied
in (Nguyen and Blumenstein, 2010) would deserve to take into account for a full
Off-2-On process.

In order to organize the current literature in duplicated generation of signatures, Table 1.1
summarizes schematically the state-of-the-art in duplicated signature generation. A visual
example about artificial generation of intra-personal variability is illustrated in Figure 1.4.

1.3.2 Full synthetic signature generation

On the full synthetic signature generation, algorithms start without any real signature as
reference. In this modality, often algorithms define a new identity in first term. Then, the
algorithms should be able to generate possible signatures executed by such a virtual identity.
In other words, it should be said that these possible signatures are required to produce realistic
intra-personal variability. For this purpose, the algorithms need to be adapted in order to
simulate real dissimilarity conditions between two specimens executed by the same signer.

On the other hand, one of the use of these synthetic databases is to test the systems in
order to create common benchmarks with meaningful statistical results. For this purposes,
synthetic forgery generation should be also taken into account in the synthetic signature
generators.

Additionally, the signature generation is also dependent of the script that we are trying to
reproduce. This way, it is probably that some rules and logics need to be modified in order
to simulate realistic effects in each script, with special attention to the peculiarities in the
languages. For instances, Western signatures are typically composed of text and flourishes;
Chinese or Japanese signatures are designed with symbols and so on.

One of the first works on synthetic signature generation can be attributed to Western script.

Specifically, in (Popel, 2007) is described a model to generate dynamic signatures based on
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Table 1.1 Related works on duplicated signature generation

Conversion\ Authors \ Methods \ Seed! \ Target

On-2-On Munich et al., | Affine- >1 Statistically meaningful
2003  (Munich | scale/geometrical Sign. evaluation
and Perona, | transformations
2003)

On-2-On Rabasse et al., | Affine- 2 Sign. | Approaching the base-
2007 (Rabasse | scale/geometrical line performance
et al., 2007) transformations

On-2-On Galbally et al., | Affine- 1 Sign. | Improve the perfor-
2009 (Galbally | scale/geometrical mance
et al., 2009) transformations

On-2-On Song et al, | Clonal Selection Algo- | >1 Improve the perfor-
2014 (Song and | rithm Sign. mance
Sun, 2014)

On-2-Off Rabasse et al., | Affine- 2 Sign. | Approaching the base-
2008 (Rabasse | scale/geometrical line performance
et al., 2008) transformations

On-2-Off Guest et al., | Interpolation methods 1 Sign. | Approaching the base-
2014 (Guest et al., line performance
2014)

On-2-Off Galbally et al., | Ink Deposition Model | 1 Sign. | Approaching the base-
2015 (Galbally line performance
et al., 2015)

Off-2-Off Oliveira et al., | Convolution produces | 1 Sign. | Enlarge database
1997 (de Oliveira | from polynomials and
etal., 1997) signals representation

Off-2-Off Huang et al., | Affine- 1 Sign. | Improve the perfor-
1997 (Huang and | scale/geometrical mance
Yan, 1997) transformations

Off-2-Off Fang et al, | Elastic matching | 2 Sign. | Improve the perfor-
2002 (Fang et al., | method mance
2002)

Off-2-Off Frias et al., | Affine- 1 Sign. | Enlarge database
2006 (Frias- | scale/geometrical
Martinez et al., | transformations
2006)

Off-2-On Open Issue - - -

Seed refers to the number of necessary signatures to carry out each conversion
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Table 1.2 Related works on fully synthetic signature generation

Modality Authors Methods Script Kind of signa-
tures
On-line Popel, Visual characteristics | Flourish-based | Genuine
2007  (Popel, | extracted from the time | Western
2007) domain
On-line Galbally et al., | Spectral analysis and | Flourish-based | Genuine
2012 (Galbally | the kinematic theory | Western
etal., 2012a,b) | of rapid human move-
ments

Y E| Y =
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Fig. 1.5 Visual representation of synthetic signatures, being real signatures highlighted in
gray. Subset extracted from (Galbally et al., 2012a,b)

visual characteristics extracted from the time domain. In this case, flourishes were generated,
which are close to Western script style. After a visual validation, no clear quantitative results
are given. In (Galbally et al., 2012a,b) the full generation of on-line flourish-based signatures
was carried out through two algorithms based on spectral analysis and the kinematic theory
of rapid human movements. Apart from visual validation, quantitative evaluations were
carried out mainly in terms of comparative performance with real databases.

An overview of perceptual results is illustrated in Figures 1.5. Also some quantitative
characteristics are given in Table 1.2.
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1.4 Observations on motor equivalence theory

Most methods both to synthesize and duplicate signatures, reported in the literature (Sec-
tion 1.3), cover geometrical and affine deformations. The capacity of these kind of deforma-
tions have been proven. However, this thesis makes the following question: Because of the
fact that the execution of a signature implies the activation of a complex human system, will
we be able to propose robust systems to synthesize and duplicate signatures by designing
algorithms based on human behavior?

To this aim, the motor equivalence theory is used. It is well known that the signing
procedure involves a high complex fine motor control system to generate the signature
trajectory with over-learned movements. This procedure could be described by the motor
equivalence theory which define the personal ability to perform the same movement pattern
by different effectors.

It is attributed that the motor equivalence theory was formulated around the middle of the
last century by Lashley (Lashley, 1930), then Hebb (Hebb, 1949) and later Bernstein (Bern-
stein, 1967). Briefly, this theory studies the central nervous system (CNS) activity, which
controls posture, movement and it is focused on kinematic properties from a muscular-skeletal
point of view.

The motor equivalence theory (Marcelli et al., 2013; Wing, 2000) suggests that the brain
stores movements, aimed at performing a single task, in two ways: i) Effector independent:
In an abstract form, it means the spatial position of each trajectory points of each individual
stroke, which represent the trajectory plan, and the relative position among them. The
parietal cortex in general, and the posterior parietal cortex and the occipitotemporal junction
in particular, are suggested in (Marcelli et al., 2013) as the most important brain regions for
representation of the action plan. Being the basal ganglia involved in the learning process
of the target points. ii) Effector dependent: As a sequence of motor commands directed to
obtain particular muscular contractions and articulatory movements. It is supposed that the
motor cortex interacts with the cerebellum in order to select the target points and the set
of motor commands to execute the movement. A scheme of this procedure is illustrated in
Figure 1.6.

Although both the effector independent and the effector dependent are pretty stables, they
have a certain degree of variability and they are affected by external inputs and dissonant
psychological states. In fact, under pressure, an individual usually needs to remember his/her
signature before signing producing a signature with a large intra-personal variability. Similar
distortion in the intra-personal variability could happen with other psychiatric diseases
and aging. The muscular path changes due to pose, health, etc., affecting to the signature
variability.
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Fig. 1.6 Equivalence motor theory overview. Figure extracted from (Marcelli et al., 2013)

Both effects are correlated. For instance, the signature parts with a denser effector
dependent grid will convey a low speed for motor apparatus following such a trajectory. For
this reason, the dynamic information could be used to adjust the motor apparatus inertial and
should be available to validate the usefulness of the proposed models.

In (Kawato, 1999) it is suggested that fast and coordinated movements cannot be executed
solely under feedback control since biological feedback is slow. Thus (Kawato, 1999)
proposes that the brain needs to acquire an inverse model of the object to be controlled by
motor learning. Focusing on the internal inverse model of the limbs created by the cerebellum,
(Kawato, 1999) calculates the motor commands which compensate for the arm’s dynamics.
Therefore, in the human development stage, early handwriting actions are highly demanding
of attention, slow to execute, clumsy and not particularly accurate. After long-term practice,
the movements become quick, smooth, automatic, and can be performed effortlessly, using
minimal cognitive resources.

Applying the equivalence model to handwriting, the action plan may be represented in
terms of strokes which are encoded in terms of relative positions and spatial directions. Once
the movement has been planned, the motor control delivers the commands to specific muscles
to produce the handwriting.

Finally, it is possible that an algorithmic description of the motor equivalence theory
would allow to duplicate and synthesize signatures. Moreover, it could fill the gap between
heuristic methods used in the literature and human-like methods for inter- and intra-personal

variability modeling. It is the aim of this dissertation.



1.5 The Thesis 15

1.5 The Thesis

This dissertation defend the following hypothesis:

The generation of synthetic handwriting signatures for biometric purposes can be modeled
by inspiration of the motor equivalence theory. This statement is developed through two
actions: 1) Generation of new identities so as to model the inter-personal variability and
2) Generation of duplicated signatures from a specimen so as to model the intra-personal

variability.

The goal of this Thesis is to design algorithms to generate both synthetic and duplicates
signatures inspired by motor equivalence theory perspectives.

Contrary to the models proposed in the literature, the models proposed in this thesis
are designed under the perspectives analyzed in the previous section. These perspectives
are useful to approach the generation of a signature. The signatures considered in this
Dissertation uses Latin alphabet. Therefore, a previous study of the morphology and lexical
characteristic of Western signatures would throw light on their common distributions.

Then, the approach proposed has two main stages: a cognitive stage (related to the
effector-independent) and a neuromotor stage (related to the effector-dependent).

On the cognitive stage, the algorithms are inspired by experiments made by (Hafting
et al., 2005). They showed that the dorsocaudal medial entorhinal cortex (DMEC) contains
a directionally oriented, topographically organized neural map of the spatial environment.
Its key unit is the grid cell which is activated whenever the person’s position coincides with
any vertex of a regular grid of equilateral triangles spanning the surface of the environment.
In (Hafting et al., 2005) it is suggested that a place code is computed in the entorhinal cortex
and fed into the hippocampus, which may make the associations between place and events
that are needed for the formation of memories. Inspired by this idea, the signature engram
(target points) is defined as a sequence of nodes through a hexagonal grid that spans the
signing surface. The hexagonal grid is defined by the distance between rows and columns.
An example of this approach to mimic how the word “hello” is stored in the memory is
presented in Figure 1.7. It shows its engram, which is connected by straight lines.

On the neuromotor stage, the target is to generate human-like trajectories. The approach
followed in this thesis consists of filtering the straights lines used to connect the engram. It
should be noted that handwriting movement has different biological rhythms. It is highlighted

during the rapid execution of a flourish versus a more fine control when individuals write
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Fig. 1.7 Engram of the word “hello” on the hexagonal grid

their names. Therefore, the filters used to design the realistic ballistic trajectories would be
taken into account the group of muscles involved in the production of a signature.

One essential aspect is the the intra-personal variability between specimens generated by
the same writer. Such intra-personal variability can be achieved by a realistic distortion of the
grid as well as the engram. Also, the filters would be an appropriate source of intra-personal
variability. Furthermore, an additional contribution in favour of this Thesis against other
proposals is that all proposed methods to generate artificial intra-personal variability require
only one signature as seed.

To evaluate the closeness of synthetic signatures with respect to real signatures, both
machine-oriented and human-oriented validations are carried out. On the one hand, state-
of-the-art automatic signature verifiers are used with publicly available signature databases
and our synthetic specimens. It is expected that similar results will be obtained with both
kind of signatures. Moreover, the use of duplicated signatures in the enrollment set is
evaluated by analyzing improvements in the performance. On the other hand, the perception
of the synthetic signatures is evaluated through visual Turing tests. These tests have been
completed by non-forensic volunteers which have measured the confusion to identify human
and machine generated signatures.

Obviously, the fact that this Thesis has been developed using neuroscience concepts
does not mean that it claims any fidelity to cognitive and neuromotor processes underlying

signature production.

1.6 Outline

The chapters in this dissertation are organizes as follows:
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* Chapter 1 includes an overview of the handwriting signatures as a biometric trait
as well as a revision of different methods to synthesize signatures. Additionally, an

explanation of this Thesis under motor equivalence theory perspectives is given.

* Chapter 2 is dedicated to study the lexical and morphology characteristics of the
signatures in order to a better understanding of their inter- and intra-personal variability
of the signatures.

* Chapter 3 addresses an off-line duplication procedure from real on-line signatures.
This is the first contribution of this dissertation dedicated to generate off-line duplicated

signatures inspired on equivalence motor theory.

* Chapter 4 describes a method for off-line duplicated signature generation from real
off-line signatures. Once again, the method has been inspired on motor equivalence

theory ideas.

* Chapter 5 proposes two methods to generate duplicated on-line signatures from real
on-line specimens. In this case, the kinematic theory of rapid movements was chosen

as the core of both procedures.

» Chapter 6 suggests a unified framework to generate fully synthetic on-line and off-line
signatures simultaneously. In this case, machine and human closeness between real

and synthetic signatures is analyzed.

* Chapter 7 closes this dissertation drawing the main conclusions as some future work

ideas.

1.7 Contributions

As results of this thesis, several research contributions have been published in peer-reviewed

international conferences and ISI - JCR journals.
* Chapter 1: Introduction
1 chapter in an international book: (Diaz-Cabrera et al., 2014c).
* Chapter 3: Morphology and lexical aspects in handwriting signatures

1 paper in a journal included in the JCR: (Diaz-Cabrera et al., 2015).
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* Chapter 4: Off-Line duplicated signature generation from on-line real samples
(On-2-0ff)

4 papers in an international conferences with a Best Student Paper Award: (Diaz-
Cabrera et al., 2014a,b; Ferrer et al., 2013b; Galbally et al., 2015)

* Chapter 5: Off-Line duplicated signature generation from off-line real samples

(Off-2-0ff)
1 paper in a journal included in the JCR: (Diaz et al., 2016).

e Chapter 6: On-Line duplicated signature generation from on-line real samples
(On-2-On)

1 paper in an international conference Best Student Paper Award: (Diaz et al.,
2015b)

* Chapter 7: Unified framework for fully synthesis of on-line and off-line signa-
tures

2 papers in journals included in the JCR + 1 paper in an international conference:
(Ferrer et al., 2016, 2013a, 2015)

Other research contributions related to handwriting automatic signature verification field

are listed as well:

* Handwriting signature verification / submitted patent + 1 JCR paper + 1 conference
paper
1. Submitted patent for questioned signatures verification (Diaz and Ferrer, 2016)
2. Novel method based on dynamic stability analysis (Pirlo et al., 2015a)

3. Score normalization for dynamic signature verification (Fischer et al., 2015)

* Novel trends / JCR paper + 2 conference paper

1. Multi-script study in signature verification (Das et al., 2016)
2. Medical diagnosing in neurodegenerative signatures (Pirlo et al., 2015b)

3. Stability analysis of reference signature images for performance prediction (Diaz
et al., 2015a)



Chapter 2

Morphology and lexical aspects in
handwriting signatures

2.1 Introduction

In this chapter it is studied the lexical morphology of Western signatures. This is understood
as the identification of the most stable signature features, their analysis, and the description
of the signature structures and other factors such as the presence of an decorated flourish, the
number of words and letters, their distribution, the relation between them and so on.

Such lexical morphology depends on the signer and his or her behavior and how they
learned to sign. In Western signatures some particular features can be found to define the
lexical morphology, for instance, signatures with one or two flourishes or no flourish; different
numbers of words distributed into one, two or even three lines; capital letters sometimes
followed by a full-stop; internal features such as the skew or slant; letters of different sizes
against the constant size of other letters, as well as a combination of capital and non-capital
letters. Figure 2.1 shows some of these particular and fairly common features.

This chapter is fundamental in this Thesis since the rest of chapters will use some of
the morphological and lexical distribution obtained here. Such distributions will help to
synthesize the signature. In fact, the more parameters we rely on, the more knowledge of
the signatures we can achieve and therefore move towards a deeper understanding of the
common and divergent features of the signatures for a particular culture.

To the best of our knowledge, the number of works analyzing the lexical morphology
of signatures is few. In this chapter we develop a study of the most relevant features of
the Western signature lexical morphology. The identified features were statistical modeled
by counting the data in several public signature databases collected in several European



20 Morphology and lexical aspects in handwriting signatures

1 Two non-connected 2 Complex two line signa-

flourish signature ture: text plus flourish

3 Ascendant skew and 4 Tsolated capital letter

initial letter with dot at the end of the signature
5 A ; 6 si ienature wi

9 Flourish merged Simple signature with
with the letter three legible letters

T Corners to characte- 8 Slant
rize the flourish

Fig. 2.1 Examples of particular lexical morphological features in a set of signatures.

countries to take into account different Western signing styles. As result, a unified framework
is obtained for establishing the statistical normality of a signature’s lexical morphology. This
framework characterizes how the signers design their signatures and is of interest for this
Thesis and to different disciplines and applications such as forensic, graphology, indexing,

etc.

2.2 Basis of the study

In this study, five public databases are used. To study the dependence of the lexical and
morphological features as a function of the donors’ geographical area, they are studied
according to their geographical regions. In this way and sorted by the occidental country
where they were collected, in DB it is included the GPDS-881 (Blumenstein et al., 2010;
Ferrer et al., 2012a) and MCY'T-75 (Fierrez-Aguilar et al., 2004; Ortega-Garcia et al., 2003)
databases; in DB2 is included NISDCC database (Alewijnse et al., 2009; Blankers et al.,
2009), in DB3 the SUSIG-Visual and SUSIG-Blind sub-corpus (Kholmatov and Yanikoglu,
2009); and in DB4 the SVC-Task1 and SVC-Task?2 databases (Yeung et al., 2004).

Summing up the five datasets, the lexical morphological features have been extracted
from 881 + 330 + 100 + 94 + 88 + 40 = 1533 different signers. For more details on these
database, the reader could be referred to annex A.

Then, to study their lexical and morphological features, they were divided into three
categories: shape features (e. g. the signature envelope); discrete features (e.g. the number

of words per line); and continuous features (e.g. the signature skew or slope).
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2.2.1 Shape features

In the case of the signature envelope, this is modeled by means of Point Distribution Models
(PDMs) or the Active Shape Model (ASM) and consists of a mean signature shape and a
number of eigenvectors to describe the main modes of variation of the shape (Cootes et al.,
1995).

The ASM is built as follows: Using N different signatures, each is converted into black
and white by means of Otsu’s threshold and the salt and pepper noise is removed. Each image
is morphologically dilated with a square structuring element. The envelope is the contour of
the dilated signature. All the contours are aligned by moving their geometrical center to the
coordinate origin. From each contour we select n equidistant points called landmarks so as
to obtain the vector x* = {x},x3,...,x5,y],¥),...,¥5}, where (x],y?) are the coordinates of
the i landmark of the s' contour. The first landmark (x},y]) is the one that satisfies y] =0
and x{ > 0. The average envelope is calculated as: ¥ = 1/NYN | x°.

The ASM captures the statistical features assuming that the point cloud x*, s =1,...,N
is a 2n dimensional ellipsoid which is obtained by applying principal component analysis

(PCA). The 2n x 2n covariance matrix is calculated as:

S:li(xs—x)(x‘—x)T (2.1)
stl .

The principal axes of the ellipsoid are described by the eigenvectors pi,k=1,...,2n of
S and the length of its axis is related to the eigenvalues Ay > Ag1,k=1,...,2n.

2.2.2 Discrete features

In the case of features with discrete values, the number of occurrences of each feature was
manually counted for the databases to compute their occurrence probability. Each feature
was validated from about 200 signatures extracted from the databases. Let X = {x,-}iL:1 be
the L available values of a given feature of M possible values. The occurrence probability of

each value is worked out as p(x;) = #{x; € X } /L, # meaning the number of times.

2.2.3 Continuous features

In the case of features with continuous values, e.g. the skew, the values of such a feature was
manually obtained using the databases and their probability density function (pdf) estimated
by the histogram non-parametric method (Bishop, 2006). Let {x,-}iL:1 be the L available
values of the given feature such that the range of this variable, range(x) = max(x) — min(x).
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This is divided into M intervals or bins of width A, which is chosen to obtain a number
of intervals M = range(x)/h around L/50 to obtain a good statistical significance for each
bin. The histogram is worked out as: hist(n) = #{x € binn} 1 <n <M. To generalize
the estimated histogram, it is smoothed for each bin using a 3-point moving average filter
as follows: shist(n) = pdf; = median,_;<;<,{hist(/)}, and the density is estimated as
p(x | x € binn) = shist(n) /L x h.

When M > 4, a parametric procedure is also applied to estimate a further probability
density function. This parametric procedure relies on the Generalized Extreme Value (GEV)
distribution (Kotz and Nadarajah, 2000) which is used to generalize the human signature
variability response. The GEV probability density distribution f(x; i, o, &) has the following

prescription:

flxp,0,8) = ét(x)"é“e’(") (2.2)

where

(1+(548) 75 irg#0

2.3
e—(x—u)/o ifE=0 (3

1(x) =
with x bounded by u + 6 /& from above if & > 0 and from below if & < 0. The symbols
W, o and & represent the location, scale and shape distribution parameters.

2.2.4 Statistical similarities between probability density distribution

Some of the studied parameters share common information, independently of the database
analyzed. The statistical similarity of the probability density distribution of one parameter
for one database comparing with the others is also analyzed. Such statistical similarity
analysis is performed through two-sample Kolmogorov-Smirnov test (KS) (Marsaglia et al.,
2003). This method allows us to cluster some single features from a database. For graphical
representation only, we have clustered the results when the feature is statistically similar
between the databases.

This non-parametric test evaluates the degree of similarity between two probability
density functions. The null hypothesis Hy of the test means that two data distributions are
from the same distribution. The alternative hypotheses H; means that two data distributions
are different. In our implementation, the significance level chosen is 5 %. To accept the null
hypothesis, the asymptotic p-value is calculated, which should be as near to 1 as possible.
Such a p-value represents the probability that the null hypothesis is true by observing the

extreme test under the null hypothesis.
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2.3 Results

Thousands of features can be obtained from a signature to model its lexical morphology. In
this section the lexical morphological features considered most relevant, i.e. descriptive and
common, are described alongside their estimated pdfs. They are presented in a top-down
process, starting from global feature characterization and finishing with specific details in the

signature.

2.3.1 Signature envelope

The envelope of the signature is a fictitious shape which encloses each deposited signature.
Each signature has its own specific envelope. In this study we have analyzed the average
envelope of the signatures per databases by using the Active Shape Model (ASM). This
method uses the images from off-line signatures to compute their contour. As DB3 and DB4
are composed of dynamic signatures, they were converted into images by interpolating the
spatial sequences and fixing the resolution at 600 dpi in all datasets. The envelope of each
individual signature was smoothed through a morphological operation which was performed
3 times over each signature and also using 9 components as square structuring elements.
Finally, to obtain an average signature envelope for each database, 320 equidistant landmarks
were selected per image-based signature in this particular implementation. The average
envelopes for the Western databases are shown at Figure 2.2. In the Figure, it is highlighted
the ellipses of 4 equidistant landmarks for each average envelope, according to the equation
(2.1). We can see their overall elliptical shape in all cases, which is characteristic of signatures
with large text, written in a single line and with a flourish. Also we could observe how the
right part of the signature is usually smaller than the left part. This is also a characteristic of
Western signatures, where the initial part appears slightly bigger on average. Additionally,
we can observe that the average envelope for DB1 is more rounded than the others, thus
showing the stronger influence of more elaborate flourishes in this dataset.

The shape of the signatures can be ascendant, descendent or longitudinal. This particular
feature is measured through the skew angle, which indicates the inclination of the shape of
the signature. The angle of the skew is measured in degrees and the third image in Figure 2.1
illustrates how it is defined. The skew distribution was calculated for the four databases. From
the Kolmogorov-Smirnov approach, the skew distribution is similar for the all considered
datasets, and is modeled in Figure 2.3. This figure indicates that the normal skew value is
near to zero degrees. Also it is shown that the skew in the signatures is more often ascendant

than descendent.
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DB1 average envelope DB2 average envelope
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Fig. 2.2 Averaged signature envelope: Black dots illustrates a reduced set of cloud points
from individual signatures; Green lines show the 4 clusters to select a landmark per cluster;
Red lines show the final average shapes of the signatures by using 320 landmarks.

Skew: DBI1 + DB2 + DB3 + DB4
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Fig. 2.3 Skew (pdf) modeled by a GEV.
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2.3.2 Text lines morphology

Western signatures are generally composed of text, which is sometimes difficult to read
because of the signing speed, plus a flourish. The text in the Western signature defines the
personal identity of the signer which reflects the name, the family name or just a combination
of initial letters. The flourish or rubric in the occidental signatures is defined by a kind
of doodle written much faster and often rather careless. It sometimes contains personal
information as an almost illegible initial. Certainly, this feature is strongly dependent on the
personal name of the signer. However, the analyses of this feature highlight some findings
about how people decide to show their signature in different geographical areas. We could
observe that in certain areas people write their full name and surname thus using a large
number of letters and words in their signatures. Also we can observe that other regions prefer
to use fewer letters to identify their personal signature. All of these peculiarities are analyzed
in this section.

The signatures with text and flourish are the most common and are estimated to comprise
86.6 % of the total of Western signatures in the DB1; 50.0 % in the DB2 and; 53.5 % for the
DB3. However, in the DB4 the value is just 10.0 %, probably because the donors are not
used to signing in native Western styles. Signatures with either only a text name or only a
flourish are found in proportions 5.1 % and 8.3 % respectively for the DB1; 33.3 % and 16.7
% for the DB2; 37.7 % and 8.8 % for the DB3 and; 90.0 % and 0.0 % for the DB4.

According to the learning process, people in general use their own criteria to decide
the number of lines and words in their signatures. The word distribution presented in the
signatures has been counted. We find that in signatures with text, the dataset DB1, 90 % are
written in one line whilst for the remaining 10 % it is two. For the 10 %, the second line
is often below the first and is usually shorter than first line and starts at about 20 % of the
signature length toward the right side. The rest of datasets contain all signatures drawn in
one line.

For those signatures written in one line, the proportion with one, two or three words is
50.0 %, 36.0 % and 14.0 % respectively for the dataset DB1; 64.7 %, 27.5 % and 7.8 for
DB2; 77.7 % and 22.3 % for DB3; and 92.5 %, 7.5 % for DB4. These two latter datasets do
not contain signatures with three words. We are aware that the total number of words and
letters per word depend on personal choice, influenced by the original name and surname.
However, we note the influence of two surnames in the Spanish culture, since some signers
include both.

For signatures depicted in two lines, which applies only to BD1, the proportion is as

follows:
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Fig. 2.4 Modeling the total letters per line (pdf).

* In the first line one, two and three words appear respectively at 55.0 %, 37.0 % and
8.0 %.

* In the second line, 71.0 %, 21.0 % and 8.0 % of the signatures have respectively one,
two and three words.

For the number of letters per line, two types have been differentiated: type one is related
to signatures with one line (line 1) and type two related to signatures with two lines (line
2-1 refers to first line of a signature with two lines and line 2-2 to the second line). Type
one is found in all datasets, whereas type two is a feature only of DB1. The parametric and
actual number of letter distributions are displayed at Figure 2.4. For the type one, the KS test
suggests that DB1 and DB2 are similar among themselves. This is also true of DB3 and DB4.
Such a difference was also observed during the analyses of the Western and central Western
signatures because their donors usually write the full name or larger names than the other
style. However, it can be seen that the model of all the datasets is 5 to 6 letters per signature,
independently of the number of lines and the styles. The parameters of the parametric GEV
distribution can be seen at Table 2.2.

Regarding the number of letters per word, we have differentiated the signatures written in
one line (all databases) and the signatures written in two (DB1). Firstly, the non-parametric

distribution for the signatures written in one line are shown according to the distribution of



2.3 Results

DBI1 0.2 DB2
02 v gt . 4 . - ;
1L, (L,
e N 0.1
D_'Ol 9 Q..
0 i i | | 1 | I () i i | i i i | i
1 234567 89 12345678910
Number of letters Number of letters
0.3 DB3 DB4
’ 0.4 - 1stword-line 1 -1
L, 3
8 015 1 8 02
) [
0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 | 1 1
12345678910 3 4 5 6 7 8 9

Number of letters

Number of letters

Fig. 2.5 Letter distribution in the first word for signatures written in one line.

letters in the first word (Figure 2.5), the second (Figure 2.6) and the third one (Figure 2.7). It
is observed that DB3 and DB4 are datasets whose maximum number of words is two. Once
again, the Kolmogorov-Smirnov test determined the more suitable clustering representation
for these feature in all databases. Secondly, the number of letters in signatures with two
lines from DB is analyzed in Figure 2.8. The inferred densities present a bimodal behavior
basically due to the presence of text based on names or surnames as initials whose probability
is proportional to the number of words.

When the first symbol is an upper case initial, 60.0 % of the signers write a full-stop after
such an initial. However, these signers do not keep such behavior constant. The probability
that all of a signer’s signatures retain the full-stop after the initial signing is estimated to
be 73.0 %. Similarly, the connectivity between letters in a word is not constant in signer
behavior. We have found that, as an average, signers connect 59 % of the characters in their
signature.

Additionally, some people write their signatures with more rightward angle than their
basic handwriting. Such an angle is called slant and it is measured in degrees. An example
of how it is defined can be found in the eighth signature in Figure 2.1. Although the majority
of text in the signatures appears fairly level, without a tilt, we perceive that there is a major
tendency for right-slanted signature than left-slanted one, i.e., people tend to write in cursive

style at a slight angle, away from the vertical, according to the estimated distribution in
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Fig. 2.6 Letter distribution in the second word for signatures written in one line.
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Fig. 2.7 Letter distribution in the third word for signatures written in one line.
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Fig. 2.8 Letters per word distribution for signatures with two lines of up to three words. Left:
first line of a signature. Right: second line of a signature.
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Slant: DB1 + DB2 + DB3 + DB4
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Fig. 2.9 Slant model by Generalized Extreme Values (GEV).

Figure 2.9. he statistical test estimated that the parametric distribution of slant is quite

common in all databases. Such parametric values are given at Table 2.2.

2.3.3 Flourish morphology distributions

The flourish is the part that usually introduces higher inter-personal variability in the signature.
Several lexical morphological characteristics can be determined from the flourish, namely
the number of flourishes and their relation with the text.

To characterize the complexity of a flourish which is generally written quickly, we rely
on the kinematic theory of rapid movements (Plamondon, 1995a,b, 1998, 2003). This theory
models the trajectory as a sequence of superimposed strokes aimed at a sequence of target
points. An estimation of the number of target points can be used as a measure of the flourish
complexity. Similarly, we can use a complexity measure based on the number of minima
in the speed profile of the flourish. This corresponds to zones where the flourish changes
direction with high curvature; consequently, the signer slows down the writing. This can be
said to correspond to “fictitious” flourish corners, as represented at Figure 2.10. The number
of speed minima is smaller than the number of target points because successive strokes are
superimposed.

Some signatures are found with two flourishes. The flourishes can be distinguished as
the main flourish (Fm), which have more “fictitious” corners and means the most elaborate
one, and the secondary flourish (Fs), the simpler one with fewer “fictitious” corners. The
estimated parametric and non-parametric distributions of the number of corners for the

main flourishes (Fm) and secondary flourishes (Fs) are represented in Figures 2.11 and 2.12.
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Fig. 2.10 Relation between the speed profile minima and the signature “fictitious” corners.
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Fig. 2.11 GEV modeling the corners distribution for the main flourish.

According to the statistical similarity given by the KS test, we can observe in the plots that
the number of corners of the first flourish is similar in the first, second and third databases.
We found that the elaboration of the secondary flourish is more notable in the DB1 and DB2.
We can also deduce that the signers decorate their second flourishes with fewer corners than
the main one. The parameters of the GEV are provided at Table 2.2 for all these cases. DB4
has few signatures with a flourish, which were only just worthy of analysis.

2.3.4 Some text-Flourish morphology dependencies

In many cases, the text is inserted within or surrounded by a flourish. A relationship exists
between the text and flourish width and geometric center of each. The text and flourish width
and the ratio between these widths and the distance between the center of the text and flourish
have been measured. These latter two aspect ratios locate the relative position of the text and
flourish inside the signature envelope. The four distributions are depicted in Figure 2.13 with
their GEV parameters presented at Table 2.2. The Kolmogorov-Smirnov test indicates that
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Fig. 2.12 GEV modeling the corners distribution for the secondary flourish.
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Fig. 2.13 Text and flourish (pdf) relations approached by GEV.

the signatures with text and flourish share similar text-flourish dependence in DB1, DB2 and
DB3. However, because the DB4 dataset only includes a few signatures with a flourish, we
have not included their data in these analyses. On average, the flourish width is slightly larger
than the text width, which is normally around 25 mm, despite the larger space available for
collecting the signatures. Such a small difference explains that the width ratio is near to one.
Also we can deduce that both text and flourish appear centered on average, since the pdf
maximum is near to one.

Two additional relations between the text and the flourish have been addressed: the

temporal order in which they were written and the connection between them.
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Genuine Forgery Forgery

Fig. 2.14 Forged signatures with text and flourish written in the same and different order
than the genuine one. The blue line refers to the initial part of the signature and the red line
the remainder: (left) genuine specimen where the name precedes the flourish; (center) and
(right) represents forged signatures correctly and incorrectly drawn respectively.

Regarding the temporal order, it is noted that in the case of text plus only one flourish,
15.0 % of the flourishes are written before the text in DB1; 8.1 % in DB2; and 10.6 % for
DB3. No such data was available in the dataset DB4. Such an order generates a source of
confusion for forgers because they usually imitate the signature image without information
on the temporal sequence. As an example, Figure 2.14 shows a signature drawn in red. Note
that the initial part of the signature is highlighted in blue. The forger sees an original image
of the signature and then tries to reproduce it. Note that the forged signature in the center
keeps the correct order but not the one to the right.

It is noted that complex structures are found in the databases when there is a text and a
flourish. As stated above, we found many cases where signatures have associated flourishes.
The 79 %, 91.9 %, 89.4 % and 100 % of the signatures in the datasets DB1, DB2, DB3 and
DB4 respectively have a simple structure: they are composed of text plus one single flourish.
Such flourishes sometimes appear connected to the text and we have found that 58 % of users
connect them. On the other hand, the rest of these signatures have a complex structure of the
text plus two flourishes. The combination of the text and two flourishes allows us to define
four cases: i) text plus two flourishes represented as T+ Fs+Fm; ii) a secondary flourish
followed by the text and the main flourish, Fs+7+Fm; iii) the initial text connected with the
secondary flourish, LFs+T+Fm and; iv) the initial capital letter of the name enclosed by two
secondary flourishes followed by the rest of the text and the main flourish FsLFs+T+Fm.
Table 2.1 shows the probability distribution of these different structures in all analyzed
datasets. Additionally, the Figure 2.15 depicts an example of each of these structures. It is
also noted that the more common complex structure is due to a graphically generated initial
plus the rest of the text followed by a flourish. This is closely similar to signatures with

simple structures, highlighting that Western signatures usually avoid excessive complexity.
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Table 2.1 Relationship between the text and the flourishes in the complex structures for the
Western databases.

Cases DB1 | DB2 | DB3 | DB4
T +Fs + Fm 7% | 0% | 5% | 0%
Fs + T+ Fm 22% | 27% | 37% | 0%
LFs + T+ Fm 68% | 37% | 47% | 0%
FsLFs+T+Fm | 3% | 36% | 11% | 0%

(a) T + Fs + Fm (b) Fs + T + Fm

(c) LFs + T + Fm (d) FsLFs + T + Fm

Fig. 2.15 Probability of the different text-flourish structures. The colors represent the order
in which the signature was written. From initial to final signature, the color order is defined

as follows: red, cyan, blue, green and magenta.
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The probability density functions previously represented for each selected feature can be
analyzed. It was obtained parameters from each generalized extreme value approximation.
Apart from the generalized extreme values, Table 2.2 shows the mean and variance of
each function, the maximum probable value of the functions, the skewness and kurtorsis,
which mainly interprets the function shape, the minimum and maximum values of the GEV
and, finally, the mean square error estimator which measures the average of the squares of
the errors between real values presented as a histogram and the measured function. These
statistical parameters may be useful in further studies on the lexical morphology of signatures.

2.4 Conclusion

In this chapter it has been studied lexical morphological variability of Western style hand-
written signatures: i.e. the differences between the parameters which define the particular
lexical morphology of a Western signature. From a large set of possible parameters, a small
set was selected in order to gain a better understanding of the main factors which characterize
the way the signatures are performed. Various statistical distributions were used. Each
selected feature has been validated using signatures from five real Western public databases:
MCYT-75, GPDS-881, NISDCC, SUSIG-Visual and Blind sub-corpus and SVC-Task1 and
Task?2 corpuses.

The characterized parameters are presented and are presumed helpful for addressing the
normality of signatures in general. Certainly, human behavior is rather difficult to measure
in this field, as in others. However, this statistical analysis attempts to bring closer the
knowledge of the behavior of the lexical morphology of signatures for a human population.

Finally, some of these distributions will be used in the following chapters of this Thesis
in order to model the normality of handwriting signatures. It is a crucial matter to generate
synthetic signatures with realistic appearances.
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Chapter 3

Off-Line duplicated signature generation
from on-line real samples (On-2-0ff)

3.1 Introduction

This chapter introduces a method to duplicate off-line signatures by using real on-line
signatures. In the literature, there are several works which use dynamic signatures as seed.
Then, after certain distortions applied to these dynamic versions, duplicated image-based
signatures are eventually created.

Because of on-line signature contains the temporal information, pen-downs and pen-
ups transitions and dynamic properties, the proposed method gathers all these information
to generate 8-connected duplicates signatures. Then, an additional novelty discussed in
this chapter is the realistic conversion of these 8-connected signatures into image-based
specimens.

It is worth noticing that the complete proposed model has been designed inspired by
the motor equivalence model to signing. For this purposes and taking into account these
perspectives, the method tries to replicate a realistic intra-personal variability.

As such, to assess the variability model, as in (Galbally et al., 2009; Rabasse et al., 2008),
the duplicated signature samples are used to increase the training sequence of an ASV. The
improvements ranges in the final performance are analyzed to study the beneficial effects of
this contribution on the ASV.
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Fig. 3.1 Diagram of the proposed cognitive-based protocol to duplicate signatures.

3.2 Generation of Duplicated Signatures

Given the time samples of a real signature trajectory T[n] = {x[n],y[n]}\_,, firstly they

are scaled at 600dpi, which is a standard resolution used for static signature database.

Then they are 8-connected through Bresenham’s line drawing algorithm to produce the

M

signature sequence T;[n] = {x.[n],y.[n] };_,,

N
n=1>

linearly interpolated to obtain {v.[n]}¥

n=1>

being M the length of the continuous trajectory,
in pixels. The velocity {v[n] obtained as the derivative of T'[n] respect to n is also
representing the velocity of each point in 7 [n].
Similar procedure is done with the pressure signal, obtaining {p.[n]}*. .

The duplicated generation consist in modeling the signature variability divided into six
consecutive steps: A component segmentation to work out with these individual parts of
the signatures, Selection of relevant points; Shape variations according to sinusoidal wave;

Random variation of the component positions; Smoothing filter to achieve natural duplicated
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trajectories and; A virtual ink deposition model (IDM) to produce sample as realist as
real off-line samples is applied to all reconstructed signature. Figure 3.1 summarized the

methodology carried out in our approach.

3.2.1 Component Segmentation

M

»—1> the components are segmented being the pen-ups

Using the pressure vector {p.[n]}
(pc[n] = 0) as breakpoints. The average velocity of each component is worked out as
{Vavg(i) £, being L the number of signature components. As the velocity profile can
be considered as a linear combination of log-normals (Plamondon and Djioua, 2006), the
average velocity of individual components are worked out as the mean value of the velocity
profile peaks. The components are classified into three classes: 1) the component i is assigned
to “low” velocity if vgyg (i) < 0.6v4,,, being the v4,e the average velocity of all signature;
2) the component i is assigned to “high” speed if vy, (7) > 1.35v4,, and; 3) otherwise the
component i is considered as “medium” velocity. This classification will be useful to define
the grid density of perceptual relevant points in order to approach the cognitive map (i.e., the
action plan to design a signature at cognitive level) and design the inertial of the filter which

approximates the motor apparatus.

3.2.2 Perceptual point selection

From a perceptual point of view, it is well known that the corners are the most relevant
points (Brault and Plamondon, 1993), although not the only ones in a signature.

The corner points are selected working out the curvature of each pixel which are ap-
proached by the radius of its osculating curves (Trott, 2004). The minimum of the curvature
radius are selected as relevant perceptual point.

Extra points are selected among the relevant perceptual point according to component
classification: for a low velocity component, we select more points than for high velocity
component which is also related to the human cognitive skills: the slower you write, the
more attention is paid to draw the handwriting trajectory. It is accomplished increasing the

minimum distance between peaks.

3.2.3 Intra-component variability

The variability due to the cognitive map is modeled through a sinusoidal transformation
applied to the perceptual points of the signature. Sinusoidal transformation allows to
approach slight variations in the signer’s cognitive map in a practical way. Let s,[n] =
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({xp[n],yp[n]})P_, be the sequence of the perceptual points of an individual component,

being P the number of perceptual point selected, the new sequence is defined as follows:

x'[n] = xp[n] +Aysin

(27T(xp [n] — ?:n(xp [n]))Nx)
27(yp[n] — min(y, [n]))Ny>
hy

(3.1)

y'[n] = yp[n] +Aysin (

Being &, and h, the horizontal and vertical sizes respectively measured according to
the perceptual point coordinates. The intra-component variability for duplicated genuine
samples are obtained modifying the amplitudes Ay, Ay and the number of periods Ny, Ny of the
sinusoidal waves. These values were randomly selected by a uniform distribution % (a,b),
where (a,b) are the minimum and maximum values, as follows: A, = h,/% (20, 70) and
Ay = hy/7 (20, 70) for the horizontal and vertical amplitude respectively and for the number
of periods: Ny = % (0.1, 2) and Ny = %/ (0.1, 2). Finally, the new signature trajectory plan

is obtained linking the new dots using the Bresenham’s line algorithm.

3.2.4 Inter-component variability

The inter-component variability originated by the spatial cognitive map variability is ap-
proached by a local component displacement. Horizontal D, and vertical Dy position of
each component are displaced by pseudorandom values drawn from the standard normal

distribution .#" (1, 6%). The experimental values are listed as follows.

(A (1,4),4(1,1)) if vae(i) is low
(Dx,Dy) = (A(1,8),47(5,2)) if vayg(i) is medium (3.2)
(A (1, 12), (5, 4) F vagli) i high

3.2.5 Ballistic trajectory reconstruction

From the above trajectory plan, a filter to emulate the motor system is applied. Since the
handwriting trajectories can be approached as polynomial curves, a Savitsky-Golay filter
(Schafer, 2011) is used to produce human-like trajectory (Ferrer et al., 2013a) interpolating
the trajectory plan point.

The filter works with a frame size f and with the degree k of the polynomial regression
on a series of values. Experimentally, the f value is defined by a uniform distribution as
% (60,60 + 10k) for each type of component and the k value as follows:
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Fig. 3.2 Reconstructed component from trajectory plan through Savitsky-Golay-based inter-
polation of the perceptual points.

U (6,8) if vaye(i) is low
k=< U(4,6) ifvag(i)is medium (3.3)
U (3,5) if vaygli) is high

As low velocity trajectories contain more details, they need a higher polynomial degree
in order to be reconstructed. For higher velocities, lower polynomial degree is more adequate
for smoother curves. Low and high velocities are generally related to handwriting and flourish
respectively. So, all fixed values achieve larger variability in the speedy components. It
agrees with human behaviour because hand rapid movements are usually less precise than
slower ones.

Figure 3.2 shows the final trajectory for an individual component. We can observe
the perceptual points using osculating curves and the final component trajectory slightly
modified.

3.2.6 Signature reconstruction and ink deposition model

At the end of this stage, each component is concatenated with the rests of components to
create the skeletal bitmap image, which represents the skeleton of the signature path. Then,
an ink deposition model (IDM) is designed to create realistic image-based signatures by
simulating a ballpoint pen.

A ballpoint pen is a writing instrument which dispenses ink from an internal reservoir
through the rolling action of a metal ball at its tip. Mainly due to ink viscosity and gravity or
reservoir pressure, the ink flows from the reservoir to coat the ball. Handwriting is produced
by rolling the ball on a sheet which deposits the ink on the paper. Our model supposes that
the ballpoint pen generates a sequence of inked spots when rolling.
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Fig. 3.3 Ink deposition model

The spot shape is modeled as an ellipse the vertical and horizontal axes of which are
given by ¢, = ¢;cosf and ¢, = \/m where ¢ is the pen tip diameter and 8 the pen
inclination angle. The major axis of the ellipse is perpendicular to the pen azimuth 6. Both
are calculated by supposing that a pen pivot (a,b) is located 2.5 cm from the lower right hand
corner of the paper and at 2.5 cm above the paper. This assumes an average hand size. In
Figure 3.3-a are represented the mentioned parameters.

Although the pen speed and pressure are not always correlated, this ink deposition
model assumes that the spot gray level amplitude is inversely proportional to the speed.
Let v.[n] be the pen speed at dot' (x.[n],y.[n]), the normalized pressure is presumed to
be pe[n] =1/ (v¢[n]/ max{v[n]}}L ). The spot gray level amplitude is defined as A.[n] =
Deln] X Ap + pmin where Ap and p,,;, are heuristically random numbers in the range [0 — 0.3]
and [0.6 — 0.8] respectively. To take into account the pen tip irregularities or deposition
failures, the spot is multiplied by a random normal noisy spot defined as .#"(0.75,0.25). The
signature images is obtained by overlapping the consecutive spots so as to correspond to

'In Figure 3.3-a these coordinates are represented as (x;,y;)
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Fig. 3.4 Examples of multiple signatures from only one seed. The first column shown the
seed and the rest of columns the duplicated samples.

the rolling action of the ballpoint pen. The maximum dark value is taken into account by
cropping the signature level intensity to 2¢;.

The last step in improving the realism of the off-line signature images is to approximate
the calculated stroke gray level histogram to a real ink histogram distribution. The histogram
of the generated strokes is equalized to match one of the ink histograms of the three more
usual ink types: fluid, viscose and solid (Franke and Rose, 2004).

These inks plus the usual commercial ball pen diameters ¢; = {0.20,0.25,0.30,0.35,
0.40,0.45} mm mean that 18 pen types are available. Additionally, the variables Ap and
Pmin are randomly generated for each signature. An example of the result can be seen in
Figure 3.3-b. The effect is realistic although there is room for improvements, e.g. to create
striated ink deposition.

Finally, we could visualize how the variability is modified for a set of samples in Fig-
ure 3.4. From only one original seed, we show five possible samples synthetically generated
through the proposed model.

3.3 Model Validation

The experiments have been conducted to analyze whether our cognitive inspired model is
able to introduce natural variability using duplicated samples as similar as the variability
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introduced by human beings. Such a synthetic variability has been tested with an off-line
verifier. The validation process tries to determine whether the classifier response is similar in
both cases: when real signatures are added to augment the training model or when duplicated
ones are introduced. The hypothesis underlying the principle that the duplicated signatures
contain complementary information which can be used to outperform the performance of the
original models.

On the one hand, the dataset used in this trial is the publicly available dynamic MCYT-
330 corpus (Ortega-Garcia et al., 2003). On the other hand, the performance evaluation
is computed by using the Texture-based + SVM (Ferrer et al., 2012a) verifier. For further
details on dataset and verifier, reader could revise Section A and Section A, respectively.

The baseline is calculated using the dynamic MCYT-330 corpus converted into realistic
off-line images by using the ink deposition model. The evaluation is assessed with four
different training models. The first training model is formed by the first 5 signatures; the
second with the first 10; the third relies on the first 2 and the last one with the first 4, all
according to nomenclature database.

While 5 and 10 signatures are traditional enrollment sizes in the literature, 2 signatures is
a more challenging scenario with a very limited amount of data. The generation of duplicated
data could be exploited in such limited applications.

For all cases, the genuine scores were calculated matching the rest of genuine samples
of the owners against the trained model. Then, impostor scores were obtained with random
selection of genuine samples of others signers not included into the training model. It tries to
prove whether a signature without previous knowledge of the originals (random forgeries)
could be enrolled in the system. Skilled forged scores were calculated against the trained
model in each case. Such results are the baseline which estimates the utility and the limits of

our duplicated samples, shadowed in Table 3.1.

3.3.1 Intra-personal variability evaluation of the duplicated signatures

The aim of this experiment is to ascertain the complementarity information between the
duplicated and the real signatures used to generate them. The training models used to
calculate the baseline in the previous section are trained again adding duplicated samples
generated from the own real signatures contained in the models. The goal is to determine the
ability of the cognitive approach to generate samples with complementary information about
the signature owner.

Table 3.1 shows the Equal Error Rate obtained using the MCYT-330 signatures (baseline)
and the enhanced models trained with real and synthetic signatures.
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Table 3.1 Equal Error Rate (EER) results using the texture-based verifier for the two valida-
tions. The baselines are shading with certain gray level.

Training Random Forgeries | Skilled Forgeries
R* | D/R*
2 - 3.70 % 23.73 %
2 1 3.33% 19.86 %
2 4 3.13% 19.73 %
2 20 2.89 % 19.12 %
5 - 1.88 % 19.17 %
5 1 1.97 % 16.52 %
5 4 1.63 % 16.37 %
5 20 1.43 % 16.19 %
10 - 1.07 % 13.13 %

*R means the real enrolled signatures and D/R means
the duplicated per real enrolled signatures.

In general, the results obtained with the duplicate samples outperform the baseline.
Such improvements can be observed initially in the skilled forgeries in which EER starts
to decrease, even with the smaller duplicate sets. In the random forgery scenario, the
improvements are more observable when larger duplicate sets are included. Although the
system generates more synthetic specimens from one signature, the results seem to saturate
around 1.5 % for random forgeries and almost 16 % for skilled forgeries. However, obtained
results with 10 and 4 real signatures suggests that there is still margin to improve the
performance.

The usefulness of the duplicate samples is more evident in the scenario with only 2
training signatures. The cognitive generation approach clearly increases the robustness of
the trained models. In the case of the skilled forgeries, it is possible to improve by 4 % the
performance of the original models.

As we can observe, the EER saturates at certain number of duplicated signatures. Such
saturation is due to the limited inner variability available in only one seed. We could estimate
that the improvement is higher when we have a few samples in the training model. It might
play a special role in criminology and forensic science where they deal with a few genuine

samples.
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3.4 Conclusions

A new method inspired by the cognitive neuromotor perspective to generate static duplicated
signatures has been proposed. The developed generator introduces non linear deformation in
on-line signatures to mimic the characteristics of human beings’ variability.

This cognitive method has been validated improving the performance of a recent state-of-
the art automatic signature verifier. Database with few genuine samples could find benefits
duplicating synthetically their samples following this methodology.

Also, behavioral disorders, neurodegenerative diseases and other cognitive impairment in
neurodegenerative problems are related to muscular path variability. This approach could be
taken into account to generate perturbing trajectories inserting carefully random movements
into the inter-component variability stage.

As preliminary evaluation of this cognitive inspired model, the duplicated generation was
conducted from dynamic trajectories. However, the duplicated signature method should be
adapted so as to generate off-line signatures from off-line signatures. The latter is supposed to
be a more challenging case and more realistic than the former for automatic off-line signature

verification. This case will be discussed in next chapter.



Chapter 4

Off-Line duplicated signature generation
from off-line real samples (Off-2-Off)

4.1 Introduction

Modeling its intra-personal variability in off-line signatures is still an open challenge which
has caught the attention of researchers on pattern recognition and machine intelligence. It is
important to understand intra-personal variability of the signatures of a signer. Its modeling
allows the widening of the distinction between genuine and non-genuine signatures. The
generation of duplicated specimens with realistic appearance helps in gaining a better under-
standing of signature execution from several neuroscientific perspectives. This also supports
coherent decision making in psychology and forensic science and assists in optimizing speed
and performance for indexing purposes.

In this chapter, the realism of the intra-personal variability model is evaluated by increas-
ing a training sequence with duplicates and ascertaining the improvement in performance
of four different state-of-the-art generative classifiers. So as to consider as many aspects of
the variability as possible, we have chosen verifiers which are based on different features
and classifiers. Additionally, we have used two different public datasets. The improved
performance after training with the enlarged set is discussed as well as the complementary

information contained in data produced by the cognitive inspired duplication algorithm.



48 Off-Line duplicated signature generation from off-line real samples

Real Off-line Signature: 1, Duplicated Off-line Signature: £,
i ul : |
Hy | WM e e
tf o o 52— |
Y s.!s;ﬁ‘r-/ 3 [ A g
~ Gl =y

COGNITIVE INSPIRED DUPLICATION MODEL

Signature IIntra-Component Component IInler-ComponenlI Signature

Segmentation Variability Labeling Variability Inclination

Ie(,y) Is(a®,y) {I:(z, y) e Tais (2, y) Fiup(a, y)
E e s s S {€s.05, s}

1 1 1y 2 2 2 3 3 Ed
{{&a, oz, 1a), (62,02, p2), (&2, 02, piz),
1 .1 1y fe2 2 .2 3 a3y . . )
S T by ) (65 oy iy ), (65, oy i1y, K1, oz, T, 0}

Fig. 4.1 General overview of the off-line signature duplicator.

4.2 Generation of Duplicated Signatures

This section describes the duplicator algorithm steps, which are listed as follows: signature
segmentation, intra-component variability, component labeling, inter-component variability

and signature inclination. A general overview of this duplicator is depicted in Figure 4.1.

4.2.1 Signature Segmentation

Let I(x,y) be the 256-level gray scale signature image input to the duplicator. The segmen-
tation process is performed to remove the background from the scanned images. A simple
thresholding operation is applied (Otsu, 1979) to obtain a binary image Ip,,,(x,y). Because
this image still contains noise, careful processing is carried out to remove it (Ferrer et al.,
2012a). The resulting image is used as a mask to remove the background and segment the
original inked signature. Next, the canvas size is processed by cropping the white borders of

the image thus obtaining the preprocessed image Ip(x,y).

4.2.2 Intra-component variability

The intra-component variability is introduced by a piecewise sine wave function. Let Ip(x,y)
be a segmented gray scale signature whose canvas size is defined by M columns and N rows.
A sinusoidal transformation is applied to the rows and columns of the image according to
equation (4.1) to obtain Ig(x*,y*).
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Fig. 4.2 Visual examples of intra-component variability in different repetitions of a scanned
image. Note how loops in letters “d” and “a” are opened and closed without losing their
original continuity.

X =x+A,sin(Ox+ @)

. 4.1)
V= y+Aysin ((Dyy—|— (Py)

Where the parameters of the sine wave are defined as follows: i) The sinusoidal am-
plitudes are calculated for both coordinates: Ay = M /a4 and Ay =N /o, where oy is a
factor which follows a uniform distribution % (e}, ¢(*). ii) The angular frequencies are
obtained through the oscillation period @, = 27/, and @, = 27/ 7,. iii) A certain variability
is added to the period similar to the amplitude: 7, = M /ap and 7, = N/ap. In the same way,
the parameter op follows a uniform distribution % (o™, o). iv) Finally, the phase is de-
fined by: ¢ = 2mag, where o follows a uniform distribution %/ (ag”i”, o). Accordingly,
¢y and @, are computed.

Visual details of this transformation on the word da are shown in Figure 4.2. Several
sinusoidal transformation parameters distort the inked image producing different duplications.

The figure illustrates how the intra-component relationship is modified.

4.2.3 Component Labeling

In this step each connected area is separately labeled (Haralick and Shapiro, 1992) in the
binary image. Starting with the first detected pixel, the algorithm searches for all 8-connected
areas. Using the information in each label, an enclosing box is built for each isolated,
inked component. Figure 4.3 shows different detected components in different handwriting
signatures. In some examples it is possible to see that the flourish is merged with the text.
In such cases, a large area of the signature is detected as one component (see Figure 4.3-c
or 4.3-d, among others). This stage allows the generation of a set of L individual images
{I;(x,y)}£_, from each labeled component of the image Is(x*,y*).
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Fig. 4.3 Visual examples of labeling in handwriting signatures. The non-connected compo-
nents are highlighted by assigning different colors to each signature component.
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4.2.4 Inter-component variability

The inter-component variability is dealt with by applying different horizontal and vertical
independent displacements to each labeled component. In an ideal case, each labeled
component represents an inked trace from a pen tip which touches the paper until it is
lifted up. This section assumes that the larger the component ratio, the more rapidly the
component was drawn and that eventually it will be subjected to more inter-component
variability. Figure 4.3 reveals that many components are not correctly labeled mainly because
their flourishes are drawn over many letters. Although this could introduce certain errors
in classification in signatures with a prominent flourish, this classification has been used
in the algorithm for convenience (Diaz-Cabrera et al., 2014a). Additionally, for signatures
with small or without a flourish at all, this stage still introduces personal variability to the
duplicates (see Figure 4.3-f and 4.3-j).

Let us define a sequence of labeled images {I; (x,y)}iL:1 where each image represents

each detected component. The new image 1;;; with the displaced component is computed as:

Mh

Idls(x y) (X+ 6xi7y + 6 i) (42)

1

Three kinds of section were identified for each of the horizontal and vertical coordinates,
which are delimited by k. Thus, the displacement of each component (Jy, 6y) is worked out

as follows:

( gevmnd{/, 0}, pl} i <K
8 =1 gevind{E?,62,u?} ifx <Ti< K (4.3)
\ gevind{&} ol 1l if[; > o

( gevrnd{éyl, )1, ,uyl} ifI'; < K1
8 =14 gevmd{&}, o ) Sugt ifk <T <o (4.4)
| gevind{&}, 0], 1} ifTi> 1

To categorize each component, a ratio is calculated per component: I'; = ¥;/yr. This

ratio denotes the relationship between the number of pixels in each individual component?;
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and the total number of inked pixels yr in Is(x*,y*). These displacements are obtained by
pseudo-random values drawn from a Generalized Extreme Value (GEV) distribution (Kotz
and Nadarajah, 2000). This function was also used in Chapter 2 to define the lexical and
morphology characteristic of handwriting signatures.

After the displacement, the summation of individual images over I;;; could overlap
certain pixels of two or more individual images. In real handwriting, a similar effect of
ink summation is noted in crossed over traces. If there are such crossovers, to obtain the
gray scale values in the relevant pixels, two steps are taken: Step I: One of the individual
components is randomly chosen to be the first drawn trace and the second is summed to make
the new image. Step 2: For only the crossed traces, a simple blending factor y is worked out
to mimic the effect of having two overlapped traces.

If any pixel is not overlapped, step 2 is omitted during the summation of the two relevant
individual /; images. We formalized this stage using simple concepts in set theory, along
with the inter-component variability stage. Finally, an extra stage to introduce variability is

generated to the whole image, it is explain in the next subsection.

4.2.5 Signature inclination modification

The signatures can be written in an ascendant, descendent or longitudinal manner. This
inclination is the so called skew. Chapter 2 studies the skew of signatures from different
signers (inter-personal variability). While in Chapter 2 was studied the skew of different
signers, here the study is focused on the signature inclination of each signer (intra-personal
variability). The procedure to measure this intra-personal distribution is as follows: Let N be
a set of genuine signatures from a signer. The skew with respect to the horizontal is measured
for each specimen p;. Then, the user’s average inclination is computed to finally obtain the

difference (p;) between each individual value and its average.

. 1 ¥
pi= <N;Pi) —Pi 4.5)

When the inclination dispersion is calculated for N signers, a global Probability Density

Function (pdf) is estimated by the histogram non-parametric method. Accordingly, a Gener
alized Extreme Value (GEV) distribution has been used to approximate the measured pdf
with the parameters (g, O, Us].

Due to the fact that the skew of the signature introduces personal variability in the set

of genuine signatures, each image has been rotated a certain angle calculated using a GEV
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Fig. 4.4 Visual summery process to duplicate off-line signatures.

distribution. Again, the image borders are cropped to remove the white pixels at the edges of
the signature. At the end of this stage, a duplicated signature I ,,(x,y) is obtained.
As a final example, Figure 4.4 illustrates the effect of each stage in an off-line signature.

4.3 Model validation

The procedure is conducted with two off-line signature databases, namely the GPDS-300 (Fer-
rer et al., 2012a) and MCYT-75 (Ortega-Garcia et al., 2003) along with four published
state-of-the-art-ASVs so as to avoid biased results and to obtain more consistent and general
conclusions. Specifically, System A (Ferrer et al., 2005) works with geometrical features and
Hidden Markov Models (HMM); System B (Eskander et al., 2013) employs the Boosting
Feature Selection (BFS) approach and single grid-based features; System C (Ferrer et al.,
2012a) is a Support Vector Matching (SVM) classifier with texture features; and System
D (Zois et al., 2016), which is a third-party system, uses pose-orientated grid features and an
SVM.

For the training, different strategies have been carried out. In this work, the training set
consists of the first two, the first five and first eight real genuine signatures. As such, for each
strategy, we have added the duplicated signatures to the training. For instances, let 5 be the
number of the first real signatures enrolled in the system. We have trained with these 5 real
signatures plus 0, 1, 5, 10 and 20 duplicated signatures, obtained from each individual real
enrolled specimen.

To test the GPDS-300 database, we used from the ninth to the twenty-third genuine
signature for all cases, i.e. 15 signatures per user in total. So as to do a fair comparison,
we used the identical test in all experiments. For the MCYT, the testing set is composed
of 7 signatures: from the ninth to the fifteenth. This way, the false rejection rate (FRR) is
calculated with 15x300 = 4500 scores for GPDS-300 and 7x75=525 scores for MCYT-75.
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Fig. 4.5 At the top, from left to right the values used to illustrate the intra-component
variability for the four signatures were respectively: o4 = 30,5,5,5; ap =0.8,0.8,0.5,0.5
and o5 = 0,0,0,0.5. Similarly, at the bottom, from left to right, the values used to defined
the inter-component variability were respectively, O'xl = 10,0,40,40 and Gyl =0,4,4,16.
Symbols v' and X indicate natural and unnatural writing styles respectively.

For the random forgery test, we have selected the first testing signature of other users,
i.e. the signature number nine according to the database nomenclature. We compute the
false acceptance rate (FAR) with 1x(300-1)x300 = 89700 scores for GPDS-300 and 1x(75-
1)x75 = 5550 scores for MCYT-75. For the skilled forgery test, all forged signatures in the
databases were used. Therefore, we compute the false acceptation rate (FAR) using 30300
= 9000 scores for GPDS-300 and 15x75 = 1125 scores for MCYT-75. We note that the

skilled forgeries are never used for training.

4.3.1 Cognitive inspired duplicator set up

Setting up the duplicator algorithms requires optimization of their parameters. Therefore a
development dataset and ASV are required. To avoid adjusting the data, this is conducted on
a subset of one of the two training databases and with one of the four ASVs. Specifically, the
development set is composed of the first 5 samples of the first 150 users of the GPDS-300.
This is used to train the System C which is based on texture features followed by applying a
Support Vector Machine ASV.

The parameters were heuristically optimized in a trial and error procedure in three steps.
Firstly, initial values were given to each parameter in order to produce the desired distortion
effect; secondly, a coarse tuning of the parameters by a perceptual evaluation of the results
was conducted; and thirdly, a fine-tuning of the parameters to produce the best performance
with the above mentioned ASV was undertaken.

On intra-component variability, incorrect selection of a parameter could produce an
unnatural handwriting image. Because oy is inversely proportional to the amplitude, while
large values do not produce any effect because the amplitude results are close to 0, lower
values would produce rectangular traces if ap and o were 1 and 0, respectively. In the
case that the amplitude is near to one, and the sinusoidal phase is null, large values in op

create highly sinusoidal images that are not human-like. Nevertheless a combination of
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Table 4.1 Configuration of the off-line duplicator parameters.
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them in the correct range produces acceptable human-like results. As example of writing
style modification is illustrated in Figure 4.5-a. The correct parameter combinations are
highlighted with a tick whereas unnatural looking signatures are shown by a cross.

On the inter-component variability, too much deformation displays strange effects in the
text. Specifically, an extra large value for J, can change the order of the text: for instance,
the original name “Peter” could be converted to “Peert”. Thus, an excessive deformation
in vertical displacement 9, yields an unnatural order of the letters in the vertical direction.
These effects are observed in Figure 4.5-b. Also, the inter-component variability becomes too
sensitive to the size of the image. Therefore, it became necessary to fix a location parameter
&. Because the natural variation in vertical displacement is usually positive, & was fixed at
-0.5 in order to bring the center of mass of the distribution back to the lower position. Because
the scale o controls the opening of the range of possible values, it is incremented according
to the kind of sector it is in, thus giving more variability to most inked components. Finally,
the parameter ¢ moves the distribution without changing the shape. Experimentally, this
parameter is related to the scale for natural writing and to the relationship between sections.
The sections were then divided into equal ranges, k7 and k3, and ¥ was visually fixed at 0.8
to account for the natural effect of the ink.

Table 4.1 shows the parameters and their range used in this work. Finally, we can
visualize the natural writing style obtained through our model in Figure 4.6. In this case a set

of five possible duplicates are generated from only one original signature.
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Fig. 4.6 Examples of multiple signatures from only one original signature. The first column
shows the original signature and the rest the duplicated samples. Some details in the signature
variability are highlighted with gray spots.
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Table 4.2 Equal Error Rate (first) and Area Under Curve (second) results in % for the
GPDS-300 Oft-line Signature DB for four validations. The baselines are shaded in gray.

Training Random Forgery Skilled Forgery

R* | D/R* System A System B System C System D System A System B System C System D
2 0 830-97.13 | 17.10-92.20 | 2.84-99.58 | 8.88-96.98 3434-71.30 | 34.19-72.28 | 24.86-82.74 | 28.87-78.24
2 1 8.42-9691 | 13.12-9523 | 2.59-99.64 | 7.53-97.58 33.62-71.88 | 31.80-74.19 | 25.11-82.69 | 29.42-78.11
2 5 7.63-97.25 | 9.71-97.10 1.90-99.79 | 4.65-98.95 33.55-71.73 | 29.20-77.37 | 23.70-84.16 | 26.88 —80.64
2 10 7.10-97.59 | 8.63-97.48 1.69-99.84 | 422-99.16 33.05-7230 | 28.67-77.92 | 22.68-85.32 | 25.73-81.74
2 20 6.25-97.87 8.04-97.75 1.43-99.88 | 3.81-99.30 32.01-73.67 | 28.55-78.12 | 21.63-86.46 | 25.95-82.06
5 0 495-98.63 | 558-98.92 | 0.92-99.93 | 4.38-99.04 29.37-76.78 | 25.57-82.05 | 20.91 —86.95 | 24.69 —82.64
5 1 529-98.64 | 4.09-99.36 | 0.75-99.95 | 3.42-99.31 30.61-75.88 | 24.91-82.87 | 19.99-87.66 | 24.36—83.50
5 5 441-98.87 | 3.01-99.56 | 0.54-99.98 | 2.41-99.60 28.58-77.77 | 24.19-83.29 | 18.98-88.73 | 23.25-84.93
5 10 4.23-98.89 | 2.76-99.61 0.48-99.98 | 2.19-99.68 28.60-77.51 | 23.82-83.61 | 17.98-89.70 | 22.90 —84.91
5 20 4.16-99.00 | 2.64-99.64 | 0.36-99.98 | 1.83-99.73 27.86-78.57 | 24.04-83.39 | 17.19-90.39 | 22.57-85.36
8 0 4.80-98.78 | 4.01-99.33 | 0.57-99.97 | 2.85-99.53 29.03-77.63 | 23.96-84.10 | 19.02-88.96 | 22.16—85.48
8 1 4.85-98.80 | 3.19-99.57 | 0.45-99.98 | 2.65-99.54 28.89-77.96 | 23.32-84.38 | 18.21-89.46 | 22.16-85.81
8 5 4.02-99.00 | 2.46-99.74 | 0.29-99.99 | 2.01-99.65 27.82-78.85 | 23.54-84.43 | 1645-91.29 | 21.52-86.07
8 10 4.19-99.00 | 2.29-99.75 | 0.22-99.99 | 1.81-99.72 27.10-79.76 | 23.11-84.51 | 15.08-92.17 | 21.60 —86.57
8 20 428-99.03 | 2.78-99.62 | 0.20-99.99 | 1.34-99.82 26.60—80.29 | 20.39-87.19 | 14.58-92.72 | 19.97 —88.08

*R means the real enrolled signatures and D/R means the duplicated per real enrolled signatures.

4.3.2 Intra-personal variability evaluation of the duplicated signatures

The aim of this experiment is to ascertain whether our duplicated signatures present a
human-like variability through the complementarity between them and the signatures used to
generate them. Accordingly, we have trained different classifiers without duplicates, with
duplicates and with the same number of real signatures. Also the test used is identical in all
cases. The goal is to determine the ability of the cognitive approach to generate samples with
complementary information about the signature owner, especially in critical conditions when
only a few signatures for training are available.

The essential part of this section focuses on demonstrating that the progressive addition
of duplicated signatures to a training set improves the system performance, highlighting
the cognitive-based signature duplicator’s capability of working out human-like variability
in signature verification. This concrete finding has been demonstrated by testing two off-
line publicly available databases and four state-of-the-art off-line signature verifiers, as is
mentioned in Section 4.3. Table 4.2 and Table 4.3 analyze the resulting performance, both in
terms of Equal Error Rate and Area Under Curve.

“GPDS-300 and System A”. We could observe the same tendency in both random and
skilled forgery tests: the more duplicates we use, the better the results. This highlights the
potential of the duplicated signatures in both tests, but the biggest improvement is for skilled

forgeries.
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Fig. 4.7 ROC plots training with the first 5 real signatures plus the duplicates for GPDS-300.
“GPDS-300 and System B”. Excellent improvements in the verification rates are achieved,
especially in the case where we have few signatures to train the model and for skilled forgeries.
Note that, the skilled forgery test is the most critical one for ASV systems. Hence these results
highlight the potential of this duplicator for security or forensic applications. Moreover, it is
worth taking into consideration how close the performance of 5R + 20 D/R is to that for 8 R
+ 0D/R, which suggest that the duplicates are equivalent to three real signatures.

“GPDS-300 and System C”. This case confirms the hypothesis that for whatever tradi-
tional training set, the GPDS database provides a significant improvement in performance.
Again, the most significant improvements are observed when the training models have a
few signatures. But it is relevant to say that although we use 8 real signatures to train it, the
cognitive model itself still benefits in all cases from additional information. Moreover, it
is observed that this method is able to achieve a promising performance with only 8 real
signatures.

“GPDS-300 and System D”. The robustness of our duplicating procedure is successfully
proved with this fourth system since it was not designed by the authors of this article. The
relevant improvement with the three different training sets confirms the utility of the cognitive
duplication method to outperform the traditional method. The most relevant effect is observed
in the case of 2 real enrolled signatures, where the performance improvement is five 5 percent
for the random forgery test.

In Figure 4.7, it is shown, as an example for a model composed of 5 real signatures, the
two errors (FAR and FRR) in a ROC plot for each system and each test. This curve shows
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the real behavior in all operative points. The general observation in the middle case of 5 real
signatures again demonstrates how the improvement is not only at the operational point, but
at all points of the ROC curves.

Similar findings can be assessed in Table 4.3 for MCY'T:

“MCYT-75 and System A”. The most notable improvements are for the training set with
2 real signatures for the random forgery test and for 5 real ones for the skilled forgery test,
duplicating at 20 times per real enrolled specimen. The table in this case shows consistent
results which verify the targeted goal.

“MCYT-75 and System B”. Excellent results are observed here. We could highlight
the effect in the random forgery test where both the EER and AUC indicate the maximum
performance for 5 real signatures. An anomaly in our results occurs at an outlier which
produces a strange performance (EER=0.19 %) in the random forgery test with SR + 10 D/R.
As we said in Section 4.3, the FRR error is computed with 525 scores. Failure here implies a
value of 1/525 =10.0019 (or 0.19 %). Such a value in the table indicates that only one genuine
signature was incorrectly classified. Note that, statistically speaking, this inconsistency is
irrelevant to the impact of the duplicator so we do not need to adjust our conclusions.
Moreover, the most relevant improvement is due to the training set with 2 real enrolled
samples. It highlights the convenience of this method in criminology and forensics, where
only one or two genuine samples may be available. In this case, we can observe for skilled
forgeries - the most difficult and relevant test - the notable improvement when only 2 real
signatures are enrolled.

“MCYT-75 and System C”. Again, this system tends to reinforce the hypothesis that
the proposed duplicator is robust enough to categorize the intra-personal variability. It is
worth pointing out that under experimental conditions, using an objectively fair protocol,
impressive performance is achieved with SR + 20 D/R of the skilled forgeries.

“MCYT-75 and System D”. The potential of the cognitive method is demonstrated with
this system. The best impact is achieved with skilled forgeries using only two real signatures
in the training set whereas the minimum impact is observed when the performance is still
quite competitive, as in the case of 8 real enrolled signatures in the random forgeries test.

Graphically, the case of 5 real enrolled signatures is summarized at Figure 4.8 using a
ROC plot. Beyond the operative points, once again, we can see the significant and consistent
improvement in all cases.

These experiments attempt to validate the robustness of our verifier for experiments
in respect to each database where, at zero human cost and in all assessed conditions, the
duplicator outperforms the baseline. As general tendency, our experimental results lead to the

conclusion that 20 duplicated specimens have a similar effect, in performance average terms,
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Table 4.3 Equal Error Rate (first) and Area Under Curve (second) results in % for the
MCY'T-75 Off-line Signature DB for four validations. The baselines are gray.

Training Random Forgery Skilled Forgery

R* | D/R* System A System B System C System D System A System B System C System D
2 0 6.84-97.81 | 17.42-93.08 1.95-99.77 | 3.09-99.29 21.40-86.35 | 34.36-73.04 | 16.88-89.98 | 21.15-87.45
2 1 5.31-98.51 7.78 —98.39 1.77-99.80 | 3.44-99.31 22.94-83.83 | 30.84-76.53 | 17.90-88.82 | 20.54 —88.28
2 5 3.51-99.22 1.39-99.93 1.69-99.86 | 2.36-99.58 20.37-86.94 | 2520-82.58 | 17.63-89.67 | 18.41 —89.48
2 10 3.59-99.03 | 0.17-100.00 1.29-99.92 1.72-99.73 20.09-87.16 | 24.73-83.74 | 16.70-90.38 | 16.88 —90.88
2 20 3.05-99.25 | 0.17-100.00 | 0.69—99.96 1.11-99.81 19.03-87.86 | 23.67-84.44 | 16.06-91.47 | 16.50-91.50
5 0 3.18-99.11 6.09 — 99.08 0.81-99.96 1.31-99.81 18.18 -90.53 | 24.26-83.84 | 14.06-93.25 | 16.42-91.40
5 1 2.24 -99.35 1.81 -99.92 0.89 —99.95 1.25-99.83 17.17-90.44 | 20.99-86.41 | 13.58-93.19 | 15.71-92.30
5 5 2.01-99.53 | 0.00-100.00 | 0.48-99.99 | 0.81-99.91 16.08 -91.50 | 19.02-88.32 | 12.44-94.16 | 15.17-92.63
5 10 2.11-99.56 | 0.19-100.00 | 0.22-100.00 | 0.50 —99.94 16.35-91.50 | 20.15-88.25 | 11.99-94.82 | 14.19 —93.65
5 20 2.26-99.57 | 0.00-100.00 | 0.32-100.00 | 0.34-99.96 1527-91.63 | 16.58-90.09 | 11.90-95.05 | 14.02-93.83
8 0 1.78 = 99.72 1.41-99.93 0.36-99.99 | 0.37-99.96 13.42-93.50 | 15.13-92.08 | 11.05-95.06 | 12.90-93.49
8 1 1.90-99.72 | 0.36-99.99 0.25-99.99 | 0.50-99.96 14.32-93.02 | 14.62-92.07 | 11.61-95.45 | 12.76 —94.05
8 5 1.56-99.81 | 0.19-100.00 | 0.23-100.00 | 0.32-99.97 14.34-92.71 | 1472-92.24 | 9.72-96.34 12.43 -94.74
8 10 1.20-99.86 | 0.38-100.00 | 0.09-100.00 | 0.31-99.98 13.06-93.73 | 16.11-91.34 | 9.78 - 96.66 12.57 - 94.69
8 20 1.06-99.90 | 0.38-100.00 | 0.14-100.00 | 0.30-99.98 12.02-94.08 | 15.26-91.61 9.12-97.01 11.57-94.92

*R means the real enrolled signatures and D/R means the duplicated per real enrolled signatures.

to 3 real signatures. In one particular case, in the random forgery test, 5 real specimens in
the training set and System B is equivalent to adding more than 5 real signatures from both
databases.

It should be noted that the feature extraction in each ASV and the classifier are com-
pletely different. This explains the different sensitivities in each case. Nevertheless, the
sensitivities always have a positive effect on the performance, which sustains the hypothesis
that the cognitive inspired method is able to introduce certain intra-class variability to the
systems. Actually, the controlled deformation allows us to enlarge and adapt better the model

boundaries for each classifier and for each kind of training model.

4.4 Conclusion

This chapter proposes an off-line signature duplicator based on the cognitively inspired
principles of the equivalence model of human motor function. This contribution integrates
the actions of each effector independent and effector dependent, from motor equivalence
theory.

The proposed hypothesis relies on the idea that the duplicated signatures under a cognitive
perspective are able to model better the intra-personal variability of a signer. This hypothesis
is evaluated by studying the improvement in the performance of off-line signature recognition

systems when duplicated specimens are provided to the training set. The results obtained
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Fig. 4.8 ROC plots training with the first 5 real signatures plus the duplicates for MCYT-75.

in this work suggest that independently of the number of real signatures we introduce, the
performance of the system improves in all cases when the cognitive-based duplicator is
used. As result, signatures from our duplicator consistently improve the performance of
four generative classifiers, which were used with their original configuration without being
adapted to any dataset. These automatic signature verifiers are completely different among
themselves in the type of selected features and in the classifiers employed. Additionally,
to generalize our conclusions, the experiments were repeated in two well-known publicly
off-line signature databases: GPDS-300 and MCYT-75.

Finally, it could be said that this method is simple, fast, efficient and useful for generative
classifiers for effectively zero human effort and at only the cost of machine time. This novel
duplicate generator has high potential in signature-based biometric applications, especially
in resolving security problems or in cases where only a few image-based signatures are

enrolled.



Chapter 5

On-Line duplicated signature generation
from on-line real samples (On-2-On)

5.1 Introduction

This chapter studies the intra-personal variability in dynamic signatures, achieved by means
of a human behavioral model of signature kinematics. One of the most mature models
for human movement analysis is the kinematic theory of rapid movements (Plamondon,
1995a,b; Plamondon and Djioua, 2006). This theory has demonstrated its effectiveness in the
development of tools for learning handwriting in children (Djeziri et al., 2002), detection of
problems related to brain strokes (O’Reilly and Plamondon, 2011) and especially in signature
verification (Diaz et al., 2015b; Fischer and Plamondon, 2015; Galbally et al., 2012a, 2011,
2012b; Gomez-Barrero et al., 2015, 2013; O’Reilly and Plamondon, 2009; Plamondon et al.,
2014).

In particular, the sigma-lognormal model (O’Reilly and Plamondon, 2009) analytically
decomposes the complex movement into a linear combination of lognormal strokes. Based on
lognormal parameters, it is possible to obtain a robust mathematical framework, able to exploit
the intra-personal variability of a signature from both a neuroscience and a computational
point of view. This chapter uses these perspectives for duplicating on-line signatures derived
from real on-line reference specimens in order to synthesize human-like intra-personal
variability, related to both the signature shape and its kinematic properties.

This biological and neuromuscular model has been used in two ways to generate on-line
duplicated signatures: the former consists of modifying all the sigma-lognormal parameters
by which a single stroke is re-defined and duplicated; the latter modifies the strokes by
perturbation of the target points of their action plan with a cognitive inspired distortion and
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rebuilding the signature. Each approach, called the stroke-wise and the target-wise method
respectively, has the property of generating human-like duplicate signatures with a realistic

intra-personal variability.

5.2 Generation of duplicated signatures

Two methods are proposed for duplicating the reference signature: a stroke-wise sigma-
lognormal parameter distortion method and a target-wise sigma-lognormal action plan
distortion method. In each method, the lognormal signature parameters are modified -
P — 18, = (ﬁi,?()i, L, o;, /G\si, é\ei) - to mimic from only one real specimen the human signature
intra-personal variability.

One of the major advantages of the sigma-lognormal model is its use for the neuro-
muscular decomposition of the movement into elementary strokes and the recovery of the
initial action plan. This enables us to generate new trajectories by keeping the intra-personal
variability at stroke level, instead of altering the observed trajectory. In this work, the number

of strokes of the original signature is not modified, only the parameters that define a stroke.

5.2.1 The sigma-lognormal model for signatures!

Signature pre-processing

Standard signal pre-processing was carried out for dynamic signatures captured by any device
such as LCD touch pad, Wacom, handheld, etc. The pre-processing prepared the signatures
for subsequent extraction of the sigma-lognormal model parameters. This consisted of three
consecutive steps applied to each component trajectory.

1) Trajectory resampling: Each component was resampled at 200 Hz, which was the
suggested sample rate for extracting the sigma-lognormal model data. As such, the original
time sequence was artificially substituted with a new one sampled at 200 Hz and based on
cubic spline interpolation.

2) Trajectory smoothing: Next, a Chebyshev filter was applied to the interpolated trajec-
tory. The filter enhanced the signals, therefore removing the particular noise often introduced
by the capturing device.

3) Trajectory enlarging: For 200 ms at 200 Hz the initial and the final sampling points
were repeated both for the horizontal and vertical signals independently. This third step

'Note that this section is not a direct contribution of this Thesis. Instead, it is presented as a brief review of
sigma-lognormal model since this model is the design basis of the proposed duplication methods.
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introduced a null velocity during the first and last 200 ms and led to an improved extraction

of the first and the last stroke parameters.

Sigma-lognormal parameter extraction

The kinematic theory of rapid human movements describes a movement as resulting from the
controlled activation of the impulse response of a neuromuscular system, which is modelled
through the vector summation of lognormal functions (O’Reilly and Plamondon, 2009;
Plamondon and Djioua, 2006; Plamondon et al., 2014). Each component of the trajectory is
analysed individually. Note that in this context the term component refers to the trajectory
between the beginning and the end of a pen-down movement. A component is usually
composed of several elementary strokes hidden in the signal.

Each stroke {P,}E’f was represented by one parametrized lognormal, n being the total
number of strokes made during the execution of one component. The theory assumes that
each individual impulse during the signature starts by executing the ith lognormal movement
at time #, by inputting a command D; into the neuromuscular system. The execution of
this movement depends on the timing properties of the neuromuscular network activated,
which is represented by the parameters y; the log-time delay and o;, the log-response time.
It is also assumed that the movement of a single stroke occurs along a pivot with respect
to a starting angle 6, and an ending angle 6,,. In total, each stroke is described in 2D
space by six sigma-lognormal parameters: P; = (D;,fo,, I, Oi, 6;;, 6¢;). The velocity of the
complete handwriting movement is considered as the vector summation of the individual
stroke velocities V(1) = Y., (), where the magnitude |V;(¢)| and direction ¢;(r) of each

stroke is described as:

00 = 2 - o) P
0 = o e (- 5

0, — 0 ['
0i(t) = 6, + 24— / 17:(7)|d7 (5.2)
D; 0

A central part of the framework is the fully automatic extraction of the stroke sequence
P={P,...,P,...,P,} from observed pen tip velocity profiles. The algorithm (O’Reilly and
Plamondon, 2009) is based on two main steps.

In the first step, it localizes the strokes P; using the original velocity V(7). A local
maximum is identified in the speed profile along with neighbouring inflexion points and
minima. To identify a stroke, the maximum speed and the area under the curve have to
be greater than a certain threshold. The second step extracts the analytical parameters of

each identified stroke on the basis of zero crossings of the first and second derivatives of the
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lognormal equation. The result of this Robust XZERO (RXj) estimator is further improved
with non-linear least squares curve fitting. These two steps are repeated until the quality
of the stroke sequence cannot be further improved. The quality of the extraction process is
estimated with respect to the squared Euclidean distance between the original velocity v, ()
and the reconstructed velocity v, (7) expressed as the Signal-to-Noise Ratio (SNR):

o [Vo()Pd
tze Vo(T) —Vr(7)|2d7

The time f; is the start time and 7, the end time of the trajectory. High SNR values

SNR = 10log ( (5.3)

indicate high reconstruction quality of the speed profile. We refer the reader to (O’Reilly and

Plamondon, 2009) for more details on the neuromuscular representation framework.

Signature reconstruction

The trajectory of the analytical signature is obtained component by component. It can be
reconstructed by the following equations:

i |cos(¢;(7) i | sin(¢;(7)) (5.4)

(1) = /0 e(2)dT, y(t) = /0 "y (v)dt (5.5)

Because the trajectory of each component is extended during pre-processing to improve
the parameter extraction, the first and final 200 ms are ignored for both x(z) and y(z).

Once all trajectory components were processed, to build the whole signature, each
component is joined, starting at the same time and position as in the original signature. This
guarantees the coincidence between the initial point of the original and the reconstructed

signatures.

5.2.2 Method 1: Stroke-wise distortion method

In this method, the intra-personal variability is artificially introduced by changing the sigma-
lognormal parameters stroke by stroke. Three sources of variability are employed in this
model: temporal, spatial and neuromuscular. All the perturbations are based on Gaussian

noise.
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* The neuromuscular intra-personal variability is achieved by distorting the parameters

related to the neuromuscular execution of the stroke:
i = A (Wi (- dyy)?) (5.6)
8,' = J/(Gi; (Gl' . dc)z) (5.7)

* The intra-personal variability regarding the motor command time occurrence of each

stroke is generated by:

E)i =1lo; + A (0; (dlo)z) (5.8)

* To represent the geometrical intra-personal variability in each stroke, a deformation is
applied to the magnitude and stroke direction as follows:

D; = . (Dj;(D;-dp)?) (5.9)
05, = 05, +.4(0; (dg,)?) (5.10)
6., = O, + N (0: (dg,)?) (5.11)

As extreme values of the normal distribution could distort the human-like appearance of
the duplicated specimens, the randomly generated values are clipped in the range of twice
the standard deviation of the Gaussian which comprises 95 % of the distribution.

Once a new sequence of strokes parameters P, is obtained, the duplicated signature is
reconstructed according to the XA equations (5.1)(5.2),(5.4) and (5.5). Each duplicated
component starts at the same position as the original one.

A similar method was proposed in (Galbally et al., 2012b) in the context of fully synthetic
generation of flourish like signatures. In this chapter, the stroke-wise distortion method allows
us to generate duplicated specimens from a real signature that contains a flourish and text.
The automatic signature verifiers will be tested with real signatures, which is a difference
with respect to (Galbally et al., 2012b) since training and testing is performed only with
synthetic signatures in that study. It is worth mentioning that the main difficulty in our work is
the incorporation of duplicated signatures into real biometric signature verification processes
since the duplicates have to be generated by fitting the peculiarities of the intra-personal

variability of real people.
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5.2.3 Method 2: Target-wise distortion method

An advantage of the XA model is the extraction of parameters which allows us to recover the
virtual target points of the action plan used to generate a given trajectory (Plamondon and
Srihari, 2000). Virtual targets are defined as the end points of the strokes when executed in
isolation. A signature is the result of multiple overlapped strokes. Therefore, in most cases,
the writing instrument does not reach the virtual points, except for the last stroke, which ends
at its corresponding virtual target.

The model introduced in (Diaz-Cabrera et al., 2014a) suggests that the sinusoidal mapping
of the target points generates a human-like variability for obtaining a new signature sample.
This concept is combined with the lognormal formulation by applying such a sinusoidal

transformation to the virtual target points as follows:

Xyr = xyr +Acsin(@xyr + @) (5.12)
yr = yvr +Aysin(@yyyr + ) (5.13)

where the real virtual target point coordinates are denoted by (xyr,yyr) and the du-
plicated ones as (xyr,yyr). (Ax,Ay) refers to the amplitude of the sinusoid, (@, @) to
the oscillation frequency and (¢, ¢,) to the phase. Figure 5.1 illustrates the geometrical
consequence in the action plan when a virtual target is moved. Accordingly, D;, 6,; and 6,
are modified by using A = 6,/ and the rotation angle a, as depicted in Figure 5.1.

D;=D;-A (5.14)
6, = 0, + o (5.15)
6., = 6., + (5.16)

The sigma-lognormal parameters related to the neuromuscular intra-personal variability
and the motor command time occurrence of every stroke were modified in accordance with
the Normal distribution defined in equations (5.6), (5.7) and (5.8). All parameters were
modified anew in this second method.

As the initial point of every component changes its position because of the pen-up to pen-
down transition, this procedure introduces a certain variability to the component trajectory
positioning. Finally, this algorithm also introduces a realistic variability to the original skew
of the whole signature with respect to ascenders and descenders. The parameters regarding
with this deformation were previously optimized in (Diaz-Cabrera et al., 2014a).
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Fig. 5.1 Computation of the scale factor and rotation angle when a virtual target point is
sinusoidally translated from point (1) to point (2).

5.3 Model Validation

We have studied this method on six publicly available on-line signature databases that
are widely used in the literature. The main differences among these databases were the
acquisition protocol, the geographical location and registering device. In the following, the
databases used in this chapter are briefly described in chapter A, which are SUSIG-Visual and
SUSIG-Blind sub-corpus (Kholmatov and Yanikoglu, 2009), SVC-Task1 and SVC-Task2
sub-corpus (Yeung et al., 2004), MCYT100 sub-corpus (Ortega-Garcia et al., 2003) and
SG-NOTE database (Martinez-Diaz et al., 2014).

All signatures were initially reconstructed in the sigma-lognormal domain. The average
quality of all signature reconstruction is 19.75dB 4 3.05 in terms of the SNR. Previous
studies (Djioua and Plamondon, 2009) have shown that an SNR greater than 15dB is
sufficient for reconstructing rapid human movements. As the result show, the reconstructed
signatures can conveniently represent their original version. This way, they will be used as
reference specimens for a performance-based evaluation.

In order to unify all database conditions, the pen-up components were omitted. This does
not affect the validity of the experimental assessment as the kinematics of the pen-downs
and pen-ups are similar. Moreover, it enables us to work in a more realistic domain since the
current handheld devices do not register pen-ups.

On the other hand, three different dynamic automatic signature verifiers were used during
the experiments. They were based on completely different features and matchers. These
systems allowed us to study the impact of our method across different technologies belonging
to the current state-of-the-art, which are: System A: DTW-based verifier (Diaz et al., 2015b;
Fischer et al., 2015), System B: Manhattan distance based verifier (Sae-Bae and Memon,
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2014) and System C: HMM-based verifier (Fierrez et al., 2007). They are briefly introduced
in annex A.

5.3.1 Single reference signature system set up

Depending on the training condition, a single automatic signature verifier can have different
effective error rates. One of the main limitations of current systems is the number of training

signatures required to learn the unpredictable level of intra-personal variability. The more

signatures enrolled during training, the better the expected test performance. Nevertheless, in

a real situation, it is often impractical to obtain many signature samples from a client, for

example, in the context of banking applications.

Therefore, to validate the duplication method to generate on-line signatures from real
on-line samples, we explore the design of an automatic signature verification system using
only one real reference signature per enrolled signer and some of its duplicates to train the
systems. It is namely Single Reference Signature System (SRSS) in the rest of the chapter.

The SRSS needs to set up several variables. These variables are (dp,d;,,du,ds,de,,dg,)
for both stroke-wise and target-wise methods. These values are optimized experimentally
using the SUSIG Visual sub-corpus database and the DTW-based verification.

These values are set by looking for the best trade-off among the following three criteria:
i) Optimum performance of the SRSS. The performance is measured in terms of Equal
Error Rate (ERR)? of the SRSS for different values of the variables and the number of
duplicates. As is usual in forensic environments, the skilled forger test is prioritized over
the random one. ii) Minimum computational load. This criterion is tied to the number of
duplicates which increases the computational load due to the cost of both duplicating the
signature and classifying. In the case of the DTW, the training computational load increases
quadratically with the number of duplicates and the testing load increases linearly. The
Manhattan-based and HMM systems have the same time relationships for the load during
testing. The duplicates are used to find the optimal model parameters, which makes training
take somewhat longer. iii) Human-like duplicates. To avoid duplicates beyond the natural
intra-personal variability, the images obtained are visually checked to limit the variability of
the system parameters.

Once, the set up framework is established, the variables for the stroke-wise distortion

method are obtained as follows:

The Equal Error Rate (EER) represents the operating point when the Type I and II Errors are coincident,
i.e. False Rejection Ratio (FRR) and False Acceptance Ratio (FAR) respectively.
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Table 5.1 SUSIG-Visual EER (%) results training with the first signature plus duplicates;
stroke-wise distortion method and DTW-based verifier.

Random Forgery Test Skilled Forgery Test
Real | Dup. dp, do, o, dp, do; o,
0 0.005 0.015 0.025 0.05 0.1 0.2 0.4 0 0.005 0.015 0.025 0.05 0.1 0.2 0.4
1 0 8.09 8.09 8.09 8.09 8.09 8.09 8.09 8.09 15.53 15.53 15.53 15.53 15.53 15.53 15.53 15.53
1 2 3.28 2.94 3.36 2.85 2.77 2.26 2.60 4.30 10.85 10.74 11.38 10.21 8.94 9.26 8.19 8.62
1 4 2.38 2.26 2.60 3.06 217 2.34 2.94 391 9.47 10.85 10.96 8.94 8.72 8.83 8.19 8.40
1 8 2.51 2.04 2.60 2.81 2.38 2.34 2.72 3.87 8.83 9.36 9.47 8.72 8.62 8.62 8.09 8.30
1 16 2.68 2.51 2.77 2.51 2.55 2.13 2.13 3.11 9.68 9.68 10.00 9.36 8.83 8.19 7.34 7.98
1 32 3.11 2.89 2.94 2.51 2.77 2.13 1.49 3.11 10.53 10.43 10.21 10.21 9.47 7.45 7.55 7.87
1 64 3.15 3.06 3.11 3.06 2.68 243 1.53 3.23 10.85 10.85 10.96 10.64 9.68 7.98 7.43 7.55
1 128 3.23 3.06 3.28 332 2.68 2.55 1.83 3.28 12.13 11.70 11.81 11.91 10.32 8.83 7.34 7.34
1 256 3.11 3.11 3.15 3.06 2.85 2.77 1.96 3.23 12.34 12.45 12.23 12.66 11.49 8.94 7.45 7.34

1. The variables (dj,,dy ,ds) are fixed to the values optimized in our preliminary study (Diaz-
Cabrera et al., 2015), i.e dy = ds = 0.1 and dy, = 2.5.

2. The search space for the remaining parameters (dp,dg, ,dpg,) is simplified by applying
the same deformation levels to each of them.

3. Table 5.1 shows the performance of the SRSS for a grid of (dp,dg,,dg,) values and
a different number of training duplicated signatures. It can be seen that there is
a minimum in the error surface around 32 duplicates and dp = dg, = dg, = 0.2 in
the random forgery scenario. For a skilled forgery the minimum is reached around
dp = dg, = dg, = 0.2 and 128 duplicates.

4. Figure 5.2 illustrates that this procedure generates human like signatures up to dp =
dg, = dg, = 0.1.

5. Looking for the minimum error in dp = dg, = dg, = 0.1 columns and taking into ac-
count the goal of reducing the computational load, a trade-off set up can be established
indp = dg, = dg, = 0.1 and 32 duplicates.

6. A double check was performed at this point in order to analyse the duplicate stability.
Thus, the SRSS was run 10 times to obtain the following average performance and
standard deviation: (EERgr = 2.33%,0gr = 0.12) and (EERsp = 7.74%,0sp =

0.20) for random and skilled forgery experiments respectively.
For the target-wise distortion method, we followed the steps:

1. The parameters relating to the neuromuscular intra-personal variability were fixed
heuristically to dy, = ds = 0.025. Then, the search space was reduced to dy,.

2. Table 5.2 shows the performance of the SRSS for a grid of dy, values and a different

number of training duplicates. In this case, the minimum error surface seems to be
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Fig. 5.2 Variation in the appearance of the signatures as a function of distortion increase. The
first row refers to stroke-wise distortion method in which dp,dg, ,dg, are changed; the second
row corresponds to the target-wise distortion method, in which dj, is tuned.

Table 5.2 SUSIG-Visual EER (%) results training with the first signature plus duplicates;

target-wise distortion method and DTW-based verifier.

Random Forgery Test Skilled Forgery Test
d a;

Real | Dup. | —— 5T 5015 T 0055 [ 005 T 01 ] 02 04 0 5005 T 0015 [ 0055 | 005 01 02 04
T 0 809 | 809 | 809 | 809 | 809 | 809 | 809 | 8.09 1553 | 1553 | 1553 | 1553 | 1553 | 1553 | 1553 | 1553
1 2 860 | 745 | 626 | 468 | 3.6 | 498 | 451 | 668 1181 | 1191 | 12.13 | 12.66 | 926 | 872 | 10.11 | 10.11
1 7 732 | 736 | 591 | 413 | 272 | 383 | 477 | 826 1128 | 1074 | 11.17 | 1340 | 830 | 777 | 926 | 9.9
1 8 655 | 749 | 434 | 379 | 2.07 | 345 | 472 | 1085 || 979 | 1085 | 1011 | 1415 | 7.66 | 745 | 830 | 947
1 16 | 545 | 613 | 417 | 340 | 145 | 340 | 596 | 1226 || 979 | 979 | 9.68 | 1436 | 734 | 723 | 798 | 812
T 32 | 536 | 574 | 370 | 340 | 149 | 323 | 694 | I3.11 968 | 968 | 830 | 1351 | 702 | 713 | 830 | 862
1 64 | 510 | 515 | 353 | 345 | 1.62 | 340 | 757 | 1438 || 1001 | 936 | 809 | 1202 | 660 | 681 | 809 | 872
1 108 | 498 | 468 | 383 | 340 | 174 | 340 | 7.02 | 1553 || 1021 | 926 | 819 | 11.06 | 660 | 660 | 809 | 8.62
T 256 | 472 | 843 | 357 | 323 | 221 | 349 | 843 | 1626 || 989 | 777 | 1000 | 1691 | 647 | 670 | 777 | 862

around 16 duplicates and d;, = 0.05 in the random forgery scenario and 64 duplicates

and around dy;, = 0.05 for the skilled forgery.

3. The second row of Figure 5.2 suggests that this second procedure generates human-like

signatures up to d;, = 0.05.

4. Prioritizing the skilled forgery scenario over the random forgery as is usual in forensic

environments, the set up can be stablished at d;, = 0.05 and 64 duplicates.

5. Running the complete system 10 times at this operative point for a double check,
we obtained (EERgr = 1.55%, ogr = 0.08) and (EERgr = 6.67 %, 65r = 0.09) for
random and skilled forgery experiments respectively. These results confirm the stability
of the selected operative points.

5.3.2 Visual Turing test validation

The human capacity to distinguish our duplicated signatures from real specimens has been
evaluated through a visual Turing test. This consists in measuring the human ability to
distinguish between real and computer duplicated signatures. With this aim, a number

of pairs of signatures were showed to different volunteers. In each pair, the first was the
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reference signature and the second was a duplicate of the given reference signature. Each
volunteer was questioned about the authorship of the second one, i.e. whether the second one
was duplicated by a human being or by a computer. In this one-by-one process, the reference
signature was the same for each of 5 consecutive questions.

Similarly to (Ferrer et al., 2015; Galbally et al., 2012a; Lake et al., 2015), a set of
100 questioned specimens composed of 50 signatures written by real human beings, 25
duplicates following the stroke-wise method and 25 duplicates made on the basis of the target-
wise method were judged by 100 non-forensic volunteers from several Western countries.
Figure 5.3 shows a subset of this experiment.

Once the questioning had been conducted, different measures were carried out to evaluate
the distinguishability of human and machine made duplicates. These measures are described

through the following type of error rates:

* False Stroke-Wise Rate (FSWR): Error of misjudging a duplicated signature designed

by the stroke-wise algorithm as real.

* False Target-Wise Rate (FTWR): Error of misjudging a duplicated signature designed

by the target-wise algorithm as real.

* False Real Rate (FRR): The average between FSWR and FTWR.
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Fig. 5.3 Visual Turing test subset. No asterisk means signatures made by human beings, *
means duplicated with the stroke-wise method and ** means duplicated with the target-wise
method.
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Table 5.3 Visual Experiment Results

FSWR | FTWR FRR FDR ACE
50.78 % | 52.33% | 51.56 % | 51.59% | 51.57 %

Table 5.4 EER (%) comprehensive evaluation using the first enrolled real signature per user
for training. SW denotes the stroke-wise duplication method and TW the target-wise.

System A: DTW-based [7][24] System B: Manhattan-based [33] System C: HMM-based [28]

Database Random Forgery Skilled Forgery Random Forgery Skilled Forgery Random Forgery Skilled Forgery

BL”® SW ™ BL SW ™ BL SW ™ BL SW T™W BL SW ™ BL SW ™
SUSIG-Visual 8.09 2.13 1.62 15.53 7.45 6.60 46.85 11.36 12.64 8.51 5.53 5.85 11.98 4.76 4.32 40.96 30.64 31.60
SUSIG-Blind 9.45 1.91 1.54 13.75 5.68 5.22 52.14 8.05 8.86 13.64 8.52 8.64 7.19 2.86 2.76 31.25 18.07 18.52
SVC-Task1 10.50 4.00 1.50 29.13 17.25 17.88 44.00 13.60 15.20 29.50 27.88 28.25 10.79 8.16 5.53 33.25 27.00 24.12
SVC-Task2 8.10 1.90 0.50 23.66 18.25 18.63 42.50 10.40 12.80 28.00 25.00 27.88 7.50 3.81 3.68 31.88 22.38 23.88
MCYT100 12.48 5.04 4.04 23.20 13.72 13.56 56.32 10.20 10.96 33.88 20.36 21.36 14.62 5.79 5.66 31.96 16.32 16.24
Mobile 12.80 2.06 1.03 - - - 47.20 10.72 11.04 - - - 9.05 235 2.73 - - -

*BL means baseline

* False Duplicated Rate (FDR): The error made when a duplicated signature is judged
as real.

» Average Classification Error (ACE): Measured in global terms, the average between
FRR and FDR.

For all these error rates, 50 percent means that the real and duplicated signatures cannot
be told apart.

These error rates are given in Table 5.3. For both stroke-wise and target-wise duplicates,

the artificial signatures were considered as real in more than 50 % of the cases, which means
that human beings were not able to distinguish duplicates from real signatures. In summary,
these results clearly emphasize the human likeness of the generated duplicates.

5.3.3 Intra-personal variability evaluation of the duplicated signatures

The results of the SRSS when tested against three standard automatic signature verifiers
on six publicly available, on-line signature databases with the two duplication methods are
illustrated at Table 5.4. To establish a fair comparison, all verifiers had the same configuration
for all databases and only the first registered signature per user was used for training in each
case. The baselines were obtained by training with only one enrolled signature, without
duplicates.

“System A”. Excellent results are obtained in the random forgery mode, the best being
achieved with the SVC-Task2. This observation is reinforced by the skilled forgeries results,
where we obtain the best results with the SUSIG-Blind subcorpus. It is also worth pointing
out that in this system, target-wise (TW) method performs slightly better than stroke-wise

(SW) for all databases in random forgery and for three out five in skilled forgeries.




5.4 Conclusion 73

“System B”. Relevant improvements are obtained in all cases for random forgeries. The
most relevant effect is shown again in SUSIG-Blind subcorpus. Note that this database
was not used to fine-tune the system, but only as a testing database. Moreover, we can
observe that skilled forgery, the most difficult and relevant test, also improved on the baseline
performance. Although the improvements are not as impressive as in random forgery, the
performance is not impaired in any case. Additionally, although a comparison between SW
and TW performances lead to obtaining similar findings, we can observe that the SW method
achieves a better performance for the SVC-Task1 and SVC-Task2 databases.

“System C”. The potential of the designed SRSS is proven. All cases show notable
improvements in random forgery. Although the TW only slightly improved the results, the
best performance was given by the Mobile database with the SW method. In the case of
skilled forgeries, the performance was also reduced for both duplication procedures, the TW
method being a little better than for the SVC-Taskl.

In general terms, experimental results highlight the robustness of the SRSS since the
common tendency observed in all cases is that both duplication methods give improvements
in all cases with respect to the baseline. Also, we could say that both duplication methods
(SW and TW) perform in a similar way, thus highlighting a coherent improvement for both
random and skilled forgery tests. Additionally, this is graphically illustrated in Figure. 5.4
with the ROC curves for both random and skilled forgery tests. So it is possible to conclude
that both duplication methods mimic in a reasonable way the intra-personal variability of the
different databases which is the basic requirement for an efficient single reference signature

system. The maximum impact on performance is provided by the DTW-based system.

5.4 Conclusion

In this chapter, it is presented a theoretical and experimental, novel procedure to generate
intra-personal variability from the synthetic generation of duplicated on-line signatures
from only one real on-line signature. The duplicated specimens were produced from a
neuromuscular model based on the kinematic theory of rapid human movements, and its
sigma-lognormal parameters. This is one of the most mature models widely used in pattern
analysis applications and verification systems. Two methods were presented to generate
human-like duplicated signatures: the first is based on stroke-wise distortion, whereas the
second pursues a target-wise distortion, directly applied to the position and orientation of the
action plan. Experimental results have revealed that these approaches generate duplicated
samples which are indistinguishable, as is demonstrated by a visual Turing test. Also, a

performance-based test studied the behaviour of the SRSS on multiple public databases and
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Fig. 5.4 ROC curves for random and skilled forgery tests using 3 verifiers and 6 databases.
Systems A, B and C are the DTW, Manhattan and HMM based classifiers respectively.
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several state-of-the-art automatic signature verifiers. Although our results were competitive,
to achieve a more accurate estimation of the intra-personal variability in order to cope with
skilled forgeries, more research is needed.

Finally, this novel framework opens the door to new competitions on signature verification
using a single signature as reference. Also, it leads to work on signatures registered in
several scenarios such as Wacom-like or handheld devices, where the dynamic features
and the precision of the frame rate is not as accurate as the signatures from tablets or
LCD devices (Martinez-Diaz et al., 2014). This suggests the possibility of using handheld
tablets for personal authentication in e-security problems where only one reference sample is
available.






Chapter 6

Unified framework for fully synthesis of

on-line and off-line signatures

6.1 Introduction

This chapter is quite different to the previous ones. Chapter 3, 4 and 5 studied methods to
generate of duplicated samples from real specimens. It could be said that real signatures
were required. However, in this chapter we do use neither real signature nor information of a
particular user. Instead we use statistical models given in Chapter 2 as initial knowledge to
generate synthetic signatures.

Specifically, in this chapter it is developed a human like model for signature synthesis
inspired by motor equivalence theory (Marcelli et al., 2013; Wing, 2000). The signature
synthesizer includes synthetic signature definition with text and flourish, the generation of
genuine signatures and of forgeries with both static and dynamic patterns. Pen-ups are also
included. The databases generated with this synthesizer produce simultaneously coherent
performance results in the static and dynamic domains. As far as we know, this is the only
signature synthesizer that includes all these features.

The procedure proposed in this chapter, which is illustrated at Figure 6.1, can be sum-
marized as follows: first, the synthetic user signature morphology is defined. Second, we
define a user grid, based on the cognitive map. Third, it is represented the name and flourish
engrams as a sequence of grid nodes and their stroke limits, including pen-ups. Fourth, the
signature trajectory is designed by applying a motor model to the signature engram. Fifth,
from the signature trajectory, it is generated the dynamic signature by lognormal sampling of
the signature trajectory. Finally, it is generated multiple samples and forgeries that mimic the
performance of real databases.
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Fig. 6.1 Block diagram of the motor equivalence theory approach. The blue skeletal picture
was extracted from www.strath.ac.uk/humanities/psychologicalscienceshealth
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6.2 Generation of fully synthetic signatures

Generating a synthetic signature is equivalent to designing the signature morphology which is
the language model needed to generate readable synthetic names, the signature components
such as text and flourish and the relation between them such as the components’ order and
connection rules (Diaz-Cabrera et al., 2015; Ferrer et al., 2015).

Specifically, this proposal considers the following components in a synthetic signature. I:
capital initial letter of the text, T': text of the readable part of the signature, F'm: main flourish
and F's: secondary flourish. Possible sequences of these elements are defined by means of
a vector called Morphology = {Fm,Fs,I,Fs,T,Fs,Fm}. The connections are defined in
the vector Connection. If Connection(k) = 1, then Morphology(k + 1) the component is
connected to the previous component, otherwise it is disconnected. For instance, a signature
with a small flourish at the very beginning followed by a connected initial, a space and the rest
of the name connected with a flourish is defined as Morphology = {~,Fs,I,~,T,~,Fm}
and Connection = [0, 1,0,0,0, 1].

The components of these vectors were worked out randomly from different probability
density functions according to functions described in chapter 2.

Likewise, the number of words per signature and letters per word, the slant, skew, number
of corners of the main and secondary flourishes, velocity for the production of genuine
signatures and forgeries, stroke time dispersion, text to flourish width ratio and flourish to
text center ratio have also been modeled for each dataset (Diaz-Cabrera et al., 2015). These
values are worked out randomly for each synthetic user.

The text of the synthetic signatures is based on a simple language model which alternates
consonants and vowels. The probability of repeating a consonant and a vowel is fixed at
0.95. The probability of using any letter is obtained from its frequency of appearance in
the English language. So we obtain realistic texts which are readable but avoid real names

because of potential privacy concerns.

6.2.1 The cognitive plan: signature engram

The signature engram is described in three steps: text, pen-ups and flourish engrams.

Text engram

In our implementation, the engram sequences of every Latin alphabet letter have been defined
in three parts: prefix, body and suffix. The prefix means a ligature added to the beginning to
connect the body with the previous letter. The body defines the individual isolated letter and
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the suffix also connects the body to the next letter. If the body of the letter is not connected,
the prefix and suffix are not used. Different prefixes, bodies and suffixes for each letter were
generated.

Each letter engram definition includes a stroke division which means the nodes where
the pen velocity will be the minimum in the synthetic velocity profile. These were defined
by inspecting recorded samples of each letter and examining minima in the velocity profile.
Note that these trajectory points are not necessarily related to the cortex action plan. This
procedure is loosely based on equivalence model theory but it does not pretend to model it.

Pen-up engrams

Once the text engrams are defined, it is necessary to define the pen-up engrams, i.e. the
trajectory which represents the pen being lifted between written strokes. Pen-up trajectories
can be divided into three zones: the start or source area, the intermediate area and the sink

area.

1. The source area is located around the end of the previously written stroke. When the
pen is lifted, sometimes it displays a degree of hesitation until it begins the transition
to the start of the next stroke.

2. The intermediate area is defined by the trajectory from the source area to the sink area.

3. The sink area is located around the beginning of the next written stroke. Just before
the pen starts to write, a randomly made decision about the precise point at which to
start creates variability for the end of the trajectory in that area.

The proposed pen-up model defines the source area as a circle around the end of the first
stroke. After manually examining many pen-up trajectories in different databases, its radius
is heuristically set to d/10, d being the pen-up distance. The sink area is a similar circle,
centered on the beginning of the second stroke. The intermediate area is a rectangle that links
the source and sink areas. The model is illustrated at Figure 6.2.

A number of grid nodes are randomly selected inside each area. The number of nodes
defines the hesitation after lifting the pen. The more nodes, the more hesitation has occurred.
Heuristically, to choose one or two nodes per area is usually sufficient to obtain realistic
pen-up trajectories. An example of a pen-up engram linking a disconnected stroke with a
node area is shown at Figure 6.2.

The letters with delayed strokes, due to a diacritical mark, e.g. the “i” or “t”, require
a pen-up when they are written. After analyzing the parameterized human behavior in the

available databases, the synthesizer writes the delayed stroke after the next pen-up which
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Fig. 6.2 Left: Areas for pen-up engram definition. Center: pen-up engram linking two letters.
The grid nodes selected are marked by green circles. Right: Text with diacritic marks which
are written along with the following pen-up. Letters in continuous blue lines and pen-ups in
dashed red lines.

could be due to a non-connected letter or word ending. When several diacritical marks have
to be written, they are written from left to right. An example is shown at Figure 6.2.

Flourish engram

Once the text engram is defined, the tessellation is spanned to include the flourish nodes. The
flourish engram is defined as a sequence of grid nodes inside a generated envelope, which
limits and shapes the spanning area. Consequently, the signature envelopes do not affect the
generation of signatures without a flourish.

The envelope is synthesized for each signer by means of an Active Shape Model
(ASM) (Cootes et al., 1995). Keeping to a more general envelope model, the ASM has been
trained with the MCYT-75 Off-line Signature DB (Fierrez-Aguilar et al., 2004; Ortega-Garcia
et al., 2003) which is the database with the most signatures with flourishes and different
text-flourish configurations. In section 2.2 we could find a more extensive explanation about
building this ASM.

The mass center of the ASM envelope is displaced to match the geometrical center of the
text engram. Then it is scaled to fit the text to flourish width ratio and displaced to fix the
flourish to text center ratio.

The nodes of the flourish engram are then obtained by randomly selecting the nodes
inside the envelope, with the following two conditions: 1) the lines that link the nodes are not
allowed to intersect the signature envelope; and 2) the vertex angle of each node is less than
90°. In this way, the flourish corners are considered stroke limits. If the text and flourish are

connected, the end of the text engram and the beginning of the flourish engram are linked.
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Fig. 6.3 Activity of several arm muscles in the transition from text to flourish of a real user
while signing

6.2.2 Motor control: signature trajectory

Once the signature engram is defined, an inverse model for motor control is applied to
obtain a realistic human signature ballistic trajectory. To achieve this, the engram nodes are
linked by 8-connected Bresenham’s lines and inertial moving average filters are applied to
these lines. The way the filters are applied to the engram is worked out after recording and
analyzing the electromiographic (EMG) signals of six volunteers while they were writing
a signature. The normalized muscle activity RMS curves were obtained by using a similar
procedure to that in (Farina and Merletti, 2000). For example, Figure 6.3 shows the RMS
curves per muscle of one of the volunteers while signing.

After undertaking a clustering study of muscle activity, based on k-means, it became
clear that there are three basic ensembles of muscles, the activity of which depends on the
kind of handwritten stroke. The first ensemble is active during the whole signing process, the
second ensemble is more active during the handwriting of short strokes whereas the third
ensemble is more active during the longer strokes.

This conclusion leads us to a multilevel motor scheme which is modeled by motor inertial
filters as follows: 1) a so-called fine motor control filter is applied to the shorter strokes which
are the slowest ones with lesser inertia, ii) a so-called gross motor control filter is applied to
the longer strokes which are the fastest with greater inertia and iii) the whole signature is
filtered by the so-called global motor control filter. This procedure is illustrated at Figure 6.4.

The signature trajectory is worked out as follows: The fine motor control filter is applied
to the line segments belonging to the shorter strokes and stops at every stroke limit. The

gross motor control filter is applied to the rest of the engram and stops at each pen-up and
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Fig. 6.4 Multi-level motor control model inspired by inverse internal models. Solid blue line:
written signature, dashed red lines: pen-ups, green circles: stroke limits.

pen-down. The result is filtered by the global motor control filter to obtain the ballistic
trajectory, as shown at Figure 6.4.

We used Kaiser filters with a symmetric finite impulse response /' [n] defined as:

Iy (nﬁ 1—(N21'1—1)2)
t 0
K [n] = (6.1)

0 otherwise

Where f is a shape factor chosen randomly between [0,0.5] and N the filter length, which
is related to the signing velocity: the higher the signature velocity, the longer is the filter N
value.

The signature velocity is obtained by randomly following its probability density function,
modeled as a generalized extreme value (GEV) distribution (Kotz and Nadarajah, 2000).

The values of the GEV parameters are estimated by maximizing their likelihood given the
velocity of all the signatures. The velocity of each signature is calculated as the total length
of the trajectory divided by the signing time. The worked out values for genuine signatures
are {&;, 0;,1;} = {0.10,2.20,4.72} and for the forgeries {&;, o;, i } = {0.19,1.74,3.08}. As
the GEV distributions run from —oo to +eo, minimum and maximum values are established
for these distributions: v;,;, = 1.50cm/s and v;q, = 10.00cm /s for genuine signatures and
Vimin = 0.85cm /s and vy,4x = 15.00cm /s for forgeries. Thus, let vs be the randomly worked
out signature velocity through the GEV distribution, the length for fine, gross and global
inertia filters are obtained as Ny = I X vs, Ny = I, X vy and N, = I, X vy, I and I, respectively
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being the distance between the grid nodes of the synthetic user, whereas 1, is the averaged
distances between the flourish nodes.

A drawback of this procedure is that the ballistic trajectory of straight strokes appears
unnaturally written. This occurs mainly to the capital letters. This problem is alleviated by
twisting the Bresenham’s line of longer straight strokes before filtering. The twisting consists
in converting the straight lines to triangles. The triangle height is a constant for each writer
in the heuristic range [0,d /10, d being the length of the straight stroke. An example of the
results can be seen at Figure 6.4 for the capital letter “J”.

After filtering, the static image of the signature is obtained by applying an ink deposition
model (see Section 3.2.6) of a ballpoint pen to the trajectory (Ferrer et al., 2015, 2013b).

6.2.3 Signature dynamics

The dynamic information of the signature is obtained by lognormal sampling of the continu-
ous trajectory. Each lognormal is characterized by its amplitude D, time of occurrence 7, the

log time delays u and the log-response time . The velocity profile of a stroke is then:

v(t) = DiA(t;T1, 1, 0F) — DaA(t; T2, 1o, OF) (6.2)

where

1 (In(—1)—u)?
—GM(t—r) exp (— 702 ) r>7

A(t;r,u,cz) = (6.3)

0 otherwise

Therefore, a means of generating realistic signature dynamic information is to sample the
continuous signature trajectory in such a way that the reconstructed velocity profile closely
matches a lognormal shape.

This can be performed as follows: suppose that the temporal velocity of the stroke v(z) is
described by just one lognormal (the agonist), since D, = D1 /10 (Plamondon, 2003) then:

[In(r —7) — pJ?
oV2n(t—1) =P (_ 202 )

The distance at time ¢ is given by the lognormal cumulative function:

et) = /:Ovdt — g (1 +erf (m@\-/_#)) 6.5)

v(t) = (6.4)
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Solving for 7 in the equation, the time in terms of the distance is given by:

t(e) = exp (fzoerrl (2¢/D—1) + u) 6.6)

and the velocity in terms of distance can be worked out by substituting Eq. (6.6) into
Eq. (6.4), thus obtaining:

D exp (—\/§c76rf_1 (2e — 1))
- o/2mexp <\/§Gerf’1 (2¢/D—1)+ ,u>

So the sampling procedure selects the pixels at e(nTy with Eq. (6.5), f; = 1/T; being

v(e) (6.7)

the sampling frequency. But Eq. (6.5) requires us to define the amplitude D, the log-time
delay u and the log-response time o for each stroke. Firstly, these were obtained as random
values inside the margins given at (Djioua and Plamondon, 2009) but the results were not
perceptually realistic.

Consequently, the skewness and kurtosis of all the individual lognormals were stud-
ied from the signatures of the aforementioned databases with ScriptStudio (O’Reilly and
Plamondon, 2009). The results give an averaged skewness and kurtosis of 0.13 and 3.08
respectively which shows that the lognormals are generally located around the temporal
center of the strokes because the kurtosis is close to 3. Moreover, a low positive skew to the
left is observed since the skewness is near zero but positive.

Additionally, for every stroke it is possible to calculate its length and time. The temporal
duration of the whole signature can be calculated by dividing the signature length by the
signature velocity, as worked out in section 6.2.3. The time taken for each stroke is obtained
from the existence, as suggested by Neuroscience, of the so called Central Pattern Genera-
tor (CPG) (Gandadhar, 2006) which produces rhythmic patterned outputs without sensory
feedback. Moreover, it has been suggested that the mammalian locomotor CPG comprises a
“timer” which generates step cycles of varying duration and a pattern formation layer which
selects and grades the activation of motor pools (Gandadhar, 2006). Therefore, if the stroke
generation is simulated by the CPG step cycle, the duration of each stroke should be very sim-
ilar. This has been verified using the MCYT330 corpus (Ortega-Garcia et al., 2003) signature
database for which the dispersion of the temporal duration of strokes has been modeled as a
GEYV distribution with the parameters: {&;, 6, Ui, tiin, tmax } = {—0.21,0.06,0.29,0.15,0.50}.
Consequently, the duration assigned to each stroke of the synthetic signature is worked out by

dividing the whole signature duration by the number of strokes thus leading to the dispersion.
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Lognormal sampling

Once the stroke length /; is known and its time #;, its lognormal parameters can be obtained

as follows. From Eq. (6.5) we deduce:

D In(t; — 7)

As erf(3) = 1, a possible solution to Eq. (6.8) is:

D=1 (6.9)

1 = In(t; — 3v20) (6.10)

Furthermore, as the lognormals are centered in the middle of the stroke with a low
positive skew, their maximum or mode, defined by e“_cz, is around #;/2 with a slight left
skew. Therefore, it holds that:

kty = et 04<k<05 6.11)

Combining Eq. (6.10) and Eq. (6.11) we obtain:

62 +3v206 =In(k) =0 (6.12)

Thus, in the case of an isolated stroke of length /; and duration #,, the simplified approach
lets us work out the lognormal parameters D as equal to /; (see Eq. (6.9)), ¢ as the positive
solution of the simple second order Eq. (6.12), and u by substituting ¢ in Eq. (6.10). This
procedure is useful only for isolated strokes.

In the case of a sequence of overlapping strokes, the parameters of each individual stroke
are worked out separately by assuming that the overlapping doubles the length of each stroke.
Then, from Eq. (6.7), the spatial velocity v(e) of each stroke is obtained and the signature
velocity profile is calculated by summing the velocity of all the strokes, as in the case of the
sigma lognormal model (O’Reilly and Plamondon, 2009) but in the spatial domain instead of
the temporal.

The synthetic signature trajectory is then sampled fromv(e) as follows. Let be x, and y,
the coordinates of the 8-connected signature trajectory at a resolution of r dots per inch. The

distance between samples in centimeters is worked out as:

01 =254 (=20 =) I 6.13)
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Fig. 6.5 Synthetic dynamic version of the static signature of “Jane”.

Consequently, the time the pen is over each signature spatial pixel is obtained as 7(e) =
d(e)/v(e). If t(e) > 1/ fm then it is set to t(e) = 1/ f,. Finally, the accumulated time along
the signature trajectory is worked out and the trajectory is sampled by selecting the pixels for
which the time is closer to multiples of 1/ f,,, f,, being the sample frequency. The accuracy
of the signature trajectory sampling is estimated by comparing real and synthetic velocity
profiles reconstructed from the signature trajectory. The SNR between both synthetic and
real velocity profiles is 15.9 dB for the MCYT330 corpus (Ortega-Garcia et al., 2003).

Summing up, from the synthetic signature trajectory which includes the stroke limits,
we get each stroke length and temporal duration. Then, through Eq. (6.9), Eq. (6.10) and
Eq. (6.12) we obtain the D, u and o lognormal parameters of each stroke and their spatial
velocity profiles from Eq. (6.7) which are summed to build the whole signature spatial
velocity profile. Knowing the velocity at each pixel, the time is also known, and the signature
trajectory can be sampled. Figure 6.5 shows the realism of the synthetic dynamic information.
We should mention that the values obtained for D, 1 and ¢ lie within the parameters margins
given at (Djioua and Plamondon, 2009).
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Pen pressure modeling

The pressure has been modeled as inversely proportional to the velocity, even though this is
only partially true. Specifically, the pressure p(t), is obtained by inverting the normalized
A-law compressed velocity ve(e) and translating it into the range of a WACOM commercial
dynamic acquisition device which is [SO0+ % ,850+ % |, where % is a random variable with
uniform distribution between [0, 150] worked out for each user. This procedure is formulated
at Eq. (6.14).

0 if pen—ups
pen—Hup (6.14)

—Ce) +500+% otherwise

) =
where VC is the maximum of ve(e). Obviously, during the pen-ups, p(t) is set to zero.
Following the WACOM pressure signal, the transition between pen-up/pen-down is found to

be linear and 2 or 3 samples long. Figure 6.5 shows an example of a pressure profile.

6.3 Generation of duplicated signatures

The above procedures define the morphology, cognitive and motorial parameters for making
the master signature of a synthetically defined identity. As an example, Figure 6.6 shows
several fully synthetic signatures.

The next step is to generate the intra-personal variability, i.e. by getting different samples
each time the algorithm is executed. This section also addresses the generation of synthetic
forgeries by mimicking the human procedure used for copying a signature.

According to the generation methodology proposed in this chapter, a master signature is
defined by the set of ¢ morphological, static and dynamic parameters defined in Sections 6.2,
6.2.1 and 6.2.2. The intra-personal variability is performed with so called variability variables
vv that modify the signature parameters ¢ by changing randomly their value in the range
[@ — @ x v, @+ @ x v (Ferrer et al., 2015).

A random set is applied for each user to keep the handwriting style consistent. As an
example, Figure 6.7 shows several samples generated from master signatures.

6.4 Signature imitation

A forgery is the imitation of a person’s signature by a third party. A forgery generation
method was proposed in (Ferrer et al., 2015) on the basis of increasing the intra-writer

variability. This procedure usually works well in static signatures but the major drawback
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Fig. 6.6 Examples of dynamic signatures synthetically generated. Blue dots show pen-downs
samples whereas red dots refer to pen-ups samples.

(a) Genuine (b) Forgeries

Fig. 6.7 Examples of intra-personal variability: genuine samples (four columns on the left)
and forgeries (four columns on the right)




90 Unified framework for fully synthesis of on-line and off-line signatures

s o
Dynamic forgery \
_‘_-"'\ velocity of a Synthatic Forgery vs tme
“--—¢.._,|‘~_-.__.,_@§ “y L.
i . a
7/

== Qriginal trajectory
»-& Perceptual Points o
®- & Selected Perceptual Pgly
—— Forgery frajeclory b

2 *
| z J 5 A A Y
v 2 A AT
W éﬁ % én!/“.,—v/\.mr‘v'\f Y\,—\.’ﬂl\»\"\’
F \‘ e 0 1 2 3 4 B
AR S o time in seconds

Fig. 6.8 Left: Example of static signature trajectory (dotted black line) with the most relevant
perceptual points marked by black dots, the perceptual points selected by the forger marked
with green dots and the interpolated signature trajectory (blue continuous line). Middle:
dynamic forgery (blue line with crosses showing the temporal samples) with pen-ups (dotted
red line). Right: velocity profile of the forgery.

of this procedure is that the imitated velocity profile is too similar to the original. It thus
generates forgeries which are not credible.

The procedure proposed in this work tries to emulate the actions of a human forger.
Forgers start by examining the signature to be forged. It is supposed that the forger would
pay more attention to the most relevant perceptual points of the signature trajectory. Such an
idea is incorporated into the forgery generator which identifies the most relevant perceptual
points before it interpolates them. These points have been worked out by the procedure
proposed at (Brault and Plamondon, 1993) which is based on curvature. The result can be
seen at Figure 6.8 as black dots on the signature trajectory.

The longer the forger can spend deliberately examining the signature, the more perceptu-
ally relevant points he can identify to achieve a better imitation. This process is emulated by
detecting as many relevant points as possible and randomly selecting between 70% and 90%
of them. This allows us to obtain imitations of different qualities or accuracy. The selected
perceptual points set up the stroke limits, thus changing the velocity profile of the genuine
signer. The chosen perceptual points can be seen at Figure 6.8 marked with green dots.

Although the forger tries to imitate the handwritten style, his cognitive spatial map
is different from the genuine signer’s. This effect is duplicated by applying a sinusoidal
transformation to the relevant perceptual points chosen. A similar transformation has been
recently proposed in (Diaz et al., 2016; Diaz-Cabrera et al., 2014a) to duplicate signatures
and has also been applied to handwritten CAPTCHA generation (Thomas et al., 2009).

The sinusoidal transformation is applied as follows: Let x;, and y,, be the coordinates of the
perceptual points, L, the signature width and Ay and P, the amplitude and period of the x axis
sinusoidal transformation respectively. Let Ly, A, and P, be the corresponding variables for
the y axis sinusoidal transformation. This transformation is defined as x;, =A,sin(2mwAx,/Ly)
and x;, =A,sin(2mA,y,/Ly) where x; and y;, are the new coordinates of the perceptual points.
For each forged signature, new values of Ly, A,, P, Ly, Ay and P, are worked out within their
respective margins, which are different for text and flourish.
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The trajectory of the imitated signature is calculated by interpolating the perceptually
relevant points by a spline. The interpolation spline adjusts the chosen perceptual points plus
5 equidistant points between each pair. The pen-ups are added as mentioned in Section 6.2.1
but as the hesitation between strokes should be greater because of the uncertainty of the forger,
we add more grid points in the source, transition and sink areas of the pen-up trajectory. The
results can be seen at Figure 6.8.

To sample the trajectory, the velocity is randomly obtained from the distribution given
at Section 6.2.2 and the trajectory is lognormal sampled as described in Section 6.2.3. The
results are also shown at Figure 6.8. In this case, the signature duration is increased from
3.08s to 5.29 s and it can be seen that the velocity profile is more like that of an imitation.

More examples of forgeries are shown at Figure 6.7.

6.5 Model validation

These experiments are aimed at assessing the ability of the synthesizer to produce a wide
range of realistic signatures (see annex A for a detailed description). This is carried out
by scoring its ability to generate synthetic datasets that approximate different real corpuses
such as MCYT330 corpus (Ortega-Garcia et al., 2003), BiosecureID-Signature UAM subcor-
pus (Ortega-Garcia et al., 2010), NISDCC (Alewijnse et al., 2009; Blankers et al., 2009), SVC
2004 (Yeung et al., 2004), and the two SUSIG subcorpuses: Blind and Visual (Kholmatov
and Yanikoglu, 2009).

It is well known that these signature corpuses provide different performances since they
are acquired with different devices, different protocols and in different geographical regions.
Therefore, if for each of the real databases mentioned above, the synthesizer is able to
generate a database that is similar to the corresponding real one, it would be proof of its
capacity to produce a wide range of intra- and inter-personal variability.

The closeness of two databases with the same morphology can be graded from the
similarity between the DET curves obtained with synthetic and real databases. This we
obtain through different Automatic Signature Verifiers (ASV) for both random and forgery
scenarios with both static and dynamic versions.

Specifically, we selected four classifiers, previously described in chapter A: two off-line
(Geometric features + HMM. (Ferrer et al., 2005) and Texture-based + SVM. (Ferrer et al.,
2012a)) and two on-line (DTW-based verifier (Diaz et al., 2015b; Fischer et al., 2015) and
Manhattan distance based verifier (Sae-Bae and Memon, 2014)).
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We chose these four ASVs on the basis of conceptually different features because they
are expected to cover a wide range of signature properties and different variability of the
signatures.

Each classifier was tested against each dataset with the same configuration since our aim
is not to obtain the best result with each dataset but to measure how the synthesizer deals
with a wide range of human handwriting variability. Tuning up an ASV for optimum results
means to focus on the more stable properties by trying to minimize the influence of the more
variable ones. We have used a general configuration so as to consider the different variability
sources in a balanced way.

Additionally, all the verifiers are trained by following the same well-established experi-
mental protocol as in (Ferrer et al., 2012a) in which the training set consists of 5 randomly
selected genuine signatures. The remaining genuine signatures are used for testing the
false rejection rate. The false acceptance rate for the random forgeries experiment has
been obtained with the genuine test samples from all the remaining users whereas the false
acceptance rate for the skilled forgeries experiment has been worked out with the forgery
samples of each signer. All the experiments are repeated 10 times and the averaged results
with their standard deviation are provided in terms of the Equal Error Rates (EERs) and DET

Curves.

6.5.1 Unified synthesizer set up

Setting up the synthesizer for generating databases that are similar to the real ones is
conducted in the following steps. The parameters of the morphology of the real dataset
are introduced into the synthesizer. Then we form the variability parameters for generating
genuine static, forgery static, genuine dynamic and forgery dynamic signatures to reproduce
as closely as possible the performance of the off-line random forgery, off-line skilled forgeries,
on-line random forgeries and on-line skilled forgeries experiments consecutively. This
procedure is iteratively repeated looking for the minimum square error between the eight
EERs of the real and synthetic dataset.

This procedure is based on the hypothesis that 1) the parameters used for generating
the dynamics of the signature do not affect the performance of the static signature, but
the opposite does not apply and 2) the parameters to generate genuine samples modify the

performance of the skilled forgeries experiment, but not the opposite.
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Fig. 6.9 Visual Turing test Subset. For information, the synthetic signatures are marked with
a Cross.

6.5.2 Visual Turing test validation

A perceptual experiment were conducted to investigate the generator’s ability to produce
humanlike signatures. In a similar way to (Ferrer et al., 2015; Galbally et al., 2012a; Lake
et al., 2015), this is measured by showing non-forensic volunteers a set of real and synthetic
images.

The volunteers are not told whether the signature is real or synthetic. They are asked to
score between 0 (very sure synthetic) and 10 (very sure human) the realism of the presented
signature according to their impression, formed after a quick inspection of the signature.

For this experiment, forty synthetic signatures were generated with real texts. They were
combined with another 40 real signatures randomly selected from GPDS-881, MCYT-75.
Real and synthetic signatures were randomly mixed.

To avoid any background effects, the signatures were set against the same white back-
ground. In addition, the test was presented on printed sheets to avoid the use of computer
facilities, e.g. the zoom, to help make the decision. A subset of this experiment is shown in
Figure 6.9. The realism of the synthetic generator is measured by calculating two kinds of
errors. We work out the False Synthetic Rate (FSR): a real signature is assigned as synthetic
if the score is less than 5. We then work out the False Real Rate (FRR): a synthetic signature
is assigned as real if its score is greater than 5. The final Average Classification Error (ACE)
is calculated as ACE = (FSR+ FRR) /2. The results of the survey of 80 volunteers are shown
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Table 6.1 Visual Experiment Results

Error Rates (%) Average scores
FSR | FRR | ACE | Real | Synthetic
43.02 | 45.10 | 44.06 | 5.38 4.50

Table 6.2 Performance (EER (%) and STD*) for random and skilled forgeries

Random forgeries Skilled Forgeries
Static Dynamic Static Dynamic
Database experiments experiments experiments experiments
HMM SVM DTW MAN HMM SVM DTW MAN

Real MCYT330% 398017 | 055006 | 035008 | 2.22037 || 2143021 | 1772045 | 4-5%023 | 8.76064
Synthetic MCYT330 | 591042 | 1.500.16 | 0-41005 | 2450027 || 2712043 | 16.68064 | 465023 | 2.890.2a

Real BiosecureID 4.49()_34 1.21()_|3 0.230_()3 1.160_17 26. 16()_37 13‘240.69 3.08()_2| 1.980425
Synthetic BiosecureID 5.46( 38 1.350.19 0.299.04 1.49¢.13 26.960 44 16.400.94 3.480.15 1.899.21
Real NISDCC 231092 | 0.10020 | 036014 | 1.90023 || 1424055 | 13.03181 | 898033 | 4.10052
Synthetic NISDCC 3.850439 0.670,20 0.470,13 1.380.31 22.56058 19-940.58 5.00()_31 3.210'27
Real SVC2004** 1.86025 | 0.12008 | 1.070.11 | 2.94045 6.610.50 17.25056 | 28.19063 | 15.899.79
Synthetic SVC2004 2.43()‘55 0.020403 0.800.14 0.710'21 12.18()‘54 16.300.67 23.99()‘53 8.30062
Real SUSIG Blind** 1-720.36 0.550_()6 3. 190_35 2.220'37 14.030_45 17.720_45 23.650_56 8.760_54

Synthetic SUSIG Blind 2.400_35 0. 16()‘07 3.310‘22 0.850,15 24.54037 1 1.800_96 13.960,44 5.90()_55
Real SUSIG Visual** 2.42()31 0~590.06 2. 120‘11 3.44()‘34 14.66()_69 19.560_46 32.780‘44 8.480_50

Synthetic SUSIG Visual | 3.86949 | 0.67013 | 3.040.10 | 1.84¢5 25.66106 | 19.13p509 | 17.11p37 9.03¢31

*The main value corresponds to the averaged EER whereas the sub index appertains to the standard deviation

**Static signatures generated from the dynamic signatures through the ink deposition model (Ferrer et al., 2013a)

in the first three columns of Table 6.1. The average score of real and synthetic signatures is
also given at Table 6.1 along with the average time taken to complete the experiment.

6.5.3 Similarity between real and their synthetic databases

This section measures the similarity between the real datasets and their synthetic versions.
Table 6.2 provides the EERs obtained with real and their corresponding synthetic datasets. It
can be seen that the synthesizer is capable of generating a wide range of synthetic databases
with different performances.

Additionally, in the synthetic datasets, the fact that there are different relations between
the EERs of the random and skilled forgery experiments tells us that it is possible to generate
forgeries with different skill levels. The ability of changing the relation between the EERs of
static and dynamic experiments shows the possibility of modulating the dynamic variability
in different ways.

Obviously, given the wide and unpredictable nature of the human behavior found in the
five analyzed datasets, the match between real and synthetic datasets can be improved, e.g.
in the SUSIG Visual database. The model proposed in this work focuses on the neuromotor
characteristics of the signature while other factors related to operational conditions should be



6.6 Conclusion 95

included, e.g. acquisition sensor characteristics, different languages, mobile acquisition and
SO on.

Similarities and differences between real and synthetic datasets are analyzed in Fig-
ure 6.10. Such figure shows the Detection Error Trade-off (DET) curves of all the experi-
ments. It can be seen that there exist intersections between DET curves of real and synthetic
datasets, which means that there is room for emulating the complete variability of real
databases.

As can be seen for the random forgery experiment, MCYT330 corpus, BiosecureID and
NISDCC datasets are the best replicated, which correspond to Western datasets acquired with
WACOM tablets. However, SVC2004, performed by Chinese people, and SUSIG databases,
acquired with touch devices, are the worse matched. In the case of skilled forgeries, the
MCYT330 corpus, BiosecureID and SVC2004 forgers are the best imitated.

Concerning the classifiers, results suggest that the easiest datasets to emulate in the
random forgeries’ experiment are the SVM and the DTW for off-line and on-line cases
respectively. In the skilled forgery experiments we use the SVM and the Manhattan-based
for off-line and on-line cases respectively.

These results suggest, among others, the need for deeper studies in human handwriting
variability in: 1) non-Western writers and 2) touch devices. Although a full model of a human
variability is far away from the current technology, it is expected both such studies would

provide a step forward in its understanding.

6.6 Conclusion

In this chapter it is proposed a novel and unified method for synthetic signature generation
of both the static signature image and its dynamic sequences of synthetic identities using a
unique signature synthesizer framework. Additionally, the proposed framework is able to
synthesize realistic forgeries based on a human plan to imitate handwriting.

Several synthetic datasets with different lexical and morphological properties and per-
formances have been used to assess the ability of the synthesizer to handle a wide range of
varied sources. All of them are freely available at www.gpds.ulpgc.es.

The proposed algorithm has enormous potential since it provides a deeper analysis
of the method of producing handwriting which is demanded by many experts such as
neurologists, graphologists and forensic and computer scientists. For instance, in computer
science and biometrics it make it easier to address topics such as aging, interoperability,
multiscript, scalability and template protection, etc. at only minor computational cost, once

the synthesizer setup is established.
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Unified framework for fully synthesis of on-line and off-line signatures
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Fig. 6.10 DET Curves for all the experiments. The solid lines represent the real databases
whereas the dotted line refers to synthetic datasets. HMM classifier DET curves are depicted

in blue, SVM in green, DTW in red and Manhattan in cyan colour
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Finally, the lack of large real data sets is one of the key barriers for the use of deep
learning algorithms (LeCun et al., 2015) on signature applications so synthetic databases will
be useful resources for the research community. With this work, it is made publicly available
several datasets which comprise more than 10.000 signatures that can be used to train either
statistical learning approaches or new deep architectures.






Chapter 7
Conclusions and Future Works

Some contributions have been given in order to generate synthetic handwritten signatures.
To close this dissertation, this chapter is devoted to some conclusions and future lines of

research work, some of them are currently being worked on.

7.1 Conclusions

Synthetic handwritten signature generation is presented in the literature under two modalities:
i) generation of duplicated signatures (i.e. given a real specimen, algorithms generate an
artificial signature with realistic intra-personal variability); and ii) generation of new identities
(i.e. without any signatures but some rules, algorithms are supposed to generate signatures
with realistic both inter and intra-personal variability).

Recently, researchers have contributes to these two modalities with genuine proposals. As
an advance to the prior art, this dissertation proposed several methods to generate synthetic
signatures inspired in the motor equivalence theory. Briefly, this theory tries to explain at a
cognitive level, the human processes to designed a handwritten signature and, at motor level,
the execute of such a designed signature.

To demonstrate the proposed contributions, two validation protocols are followed in the
majority of cases. On the one hand a perceptual evaluation through designed visual Turing
test. This validation allows to determine the perceptual confusion between real and synthetic
signatures. This way, provided by the confusion was elevated, the generation process could
conclude as acceptable. On the other hand, a performance-based evaluation has been always
carried out. One of the motivation of this thesis is to improve the current technology, i.e. the
state-of-the-art automatic signature verifiers. For this purpose, it has proven that synthetic

signatures are able to improve the performance of the systems, in the case of duplicated
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signature contributions. In the case of fully synthetic signature generation, it has been proven
the closeness performances between real and synthetic signatures.

On the duplication signatures, contributions are given at Chapter 3, 4 and 5. This
thesis has proposed solutions to On-2-Off, Off-2-Off and On-2-On modalities. On the fully
synthetic signature generation, a unified framework to generate on-line and off-line signature
simultaneously is proposed in Chapter 6.

On the On-2-Off duplication modality, the seed of the algorithm consists in real on-line
signature. In the literature researchers apply several techniques to distort the signature and
eventually create an image-based signature. This duplication modality offer a number of
possibilities to create image-based signatures due to the dynamic and temporal information
is provided. The method showed in Chapter 3 is the first approximation of this thesis to
create off-line duplicated signatures by using the motor equivalence theory. This way, the
developed algorithm was designed under this perspectives. An additional novelty of this
method was the virtual ink deposition model to highlight the realism of the synthetic off-line
signatures from a perceptual point of view (Ferrer et al., 2013a,b). The method was validated
improving the performance of a state-of-the-art automatic signature verifier, which suggest an
approximation of the synthetic signatures to the real intra-personal variability. Eventually, the
acceptation in the research community was evidenced after its communication in a specialized
international conference (ICFHR-2014) where it was awarded with the Best Student paper
award.

On the Off-2-Off duplication modality, the seed of the algorithm consists in real off-line
signature. Because of the fact that estimating the dynamic and duration of the executed
signature is an open challenge in the research community nowadays, the possibilities to infer
intra-personal variability are by far more reduced compare to On-2-Off duplication modality.
However, beyond affine and geometrical image distortion as the literature suggested, in
chapter 4 it is proposed an algorithm based again on motor equivalence theory. Despite
the reduced distortion, the algorithm was tested from a performance-based validation with
several off-line signature databases and state-of-the-art static automatic signature verifiers.
Experimental results have proven the robustness of the cognitive duplication model. Once
again, the scientific community has accepted this methodology, which has been published in
the IEEE Transactions on Pattern Analysis Machine Intelligence journal (Diaz et al., 2016).

On the On-2-On duplication modality, the seed of the algorithm is one real on-line
signature. One of the motivation to duplicate signatures is to increase the training set
providing extra intra-personal variability so as to reduce the error rates in the performance.
However, without duplicates, the performance of on-line verifiers are generally the most

competitive in automatic signature verification. Therefore, the margin of improvement is
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reduced compared to off-line signature verification (Galbally et al., 2015). For this reason,

Chapter 5 proposes two duplication methods based on kinematic Theory of rapid movements.
The duplicates have been used to train systems under the limitation of only a single reference

signature - which it is supposed to be one of the toughest cases. In addition to a perceptual

validation, the error rates of three state-of-the-art systems were reduced by testing multiple
on-line signature databases. An initial method was presented in one of the most specialized
conference in document analysis (ICDAR-2015) and its acceptance was evidenced since it

was awarded with the Best Student paper award (Diaz et al., 2015b).

Note that all duplication method proposed in this dissertation need one real signature. It
is an additional contribution of the proposed methods in favour of this Thesis against other
proposals which require more than one specimen as seed.

On the fully synthetic signature generation, an initial work is attributed to Popel (Popel,
2007), being the first complete theoretical and experimental work presented in (Galbally
et al., 2012a,b). While their proposals were regarding to dynamic signature generation,
static signature generation was attributed to (Ferrer et al., 2013a, 2015). A followed up
advance in synthetic signature generation is due to Chapter 6. Once again, the algorithm
to generate new identities is inspired in the motor equivalence theory. Probably the major
novelty of this work is the unified framework to generate on-line and off-line signature
simultaneously. Additionally, the proposed method highlights the flexibility to be adapted to
signatures databases, which were compiled in different Western and non-Western countries.
In addition to generate realistic signatures perceptually acceptable, the goal of this chapter
was approach the performance of real signatures according to DET curves of real and
synthetic databases. The latter databases are publicly available at www.gpds.ulpgc.es. This
work was also accepted in the scientific literature according to the recent publication in the
IEEE Transactions on Pattern Analysis Machine Intelligence journal (Ferrer et al., 2016).

Finally, this thesis has evidenced the powerful of the algorithms to duplicates signa-
tures when they are designed under motor equivalence theory perspectives. The scientific
knowledge shared in the topic of this dissertation encourages to follow researching on novel
methods to synthesize signatures. Although the current results offered by this technology
are not still competitive in industrial applications, this Thesis suggests that the synthesis of
signatures is a reasonable way to model the unpredictable and unknown real intra-personal

variability.
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7.2 Future Works

A number of future research lines arise from the work carried out in this Thesis. We consider

of special interest the following ones:

* Automatic Signature Verification (ASV) systems are frequently focused on single-
script conditions, and as a result, using a wide variety of languages constitutes an
additional complication to current systems. Although globally many countries have
no such requirements in their daily technologies, in multilingual countries such as
India, where many popular scripts exist, ASV systems are supposed to work under
multi-script conditions. Specifically, in the case of India, Bengali and Devanagari are
the most spoken scripts. Therefore, transferring the contents of this Thesis to multi-
script conditions could demonstrate the robustness of our algorithms. Currently, this
research line is being explored both for duplication modality and for the fully synthesis
generation of signatures. The experienced gained in this dissertation encourage to

adapt the algorithms, if it was necessary, under motor equivalence perspectives.

* One modality of duplication has not been dealt in this dissertation (Off-2-On). This
duplication modality demands to generate an on-line version from the real off-line
signature. According to the state-of-the-art, there is limited information about processes
to obtain efficiently an on-line synthetic version from a real off-line specimen, to the
best of our knowledge. Initial actions are due to the segmentation of off-line signatures,
mainly from noisy backgrounds; the crosses of the signature due to the flourishes,
mainly in Western signatures; there is no reference to the dynamic of the signatures;
during the labeling, some parts of the image-based signatures were incorrectly cropped;
the writing order recovering (Cordella et al., 2010) and so on. Once these technological
challenge were overcome and a pseudo dynamic version of the signature was obtained,
it is expected a prominent improvement in the final performance compared with the
original off-line systems’ performances. Thus, it is planned to investigate this research
line in the following terms: 1) If off-line and on-line signatures’ features are different
among them, why do we combine them in order to improve the performances of the
ASVs systems? and; 2) Due to we do not register both signatures at the same time,
having a specimen (off-line or on-line), how could we generate its counterpart in a
synthetic way to combine them eventually? The principal idea of these questions relies
on the fact that it is expected that the performance after combination was improved

since the features and ASVs are completely different and decorrelated.
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* A strong future research plan in favour of motor equivalence theory relies on inverting
the model proposed to generate full synthetic signatures. As such, obtaining the
grid map that imitates the cognitive map and the smoothing filters that represent the
motor inertia, can help to evaluate some learning problems for children or cognitive
and motor degenerative problems such as Parkinson’s or Alzheimer’s diseases at
early stages (Eichhorn et al., 1996; Forbes et al., 2004; O’Reilly and Plamondon,
2012). These inverse parameters can also be combined with the usual forensic science
features (Bird et al., 2010) to evaluate the authenticity of handwritten signatures in

contracts, testaments, corporate tax returns, etc. A similar approach can be applied to

graphology.

* The algorithms designed in this Thesis tried to solve different typical challenges in
handwritten signatures. However, the motor equivalence theory, which has inspired
this dissertation, introduces concepts well-known in neuroscience. Such concepts
explain and applying theories based on human movements. Beyond signatures, human
being carry out diverse daily actions which could be interpreted under this theory. For
instance, beyond a behavioural trait like the handwritten, the voice is one human action
which can be explained under this theory as well. For this reason, one research line
can be orientated to model several human actions, such as the keystroking, the voice,
the gait, the saccade movements, among others under an unify framework inspired by

the motor equivalence theory.

* Finally, the mathematical and scientific basis of this thesis could be exploited for com-
mercial and businesses purposes. Similar to companies like Neuroscript!, MyScript® or
ABBYY?, among other, the contents of this Thesis could suppose a contribution to sev-
eral disciplines sensitive with handwritten signatures. For instances, beyond computer
science scientists, forensic document examiners could use the duplicate generation
as additional support to their making decisions; since algorithm are designed under
motor equivalence theory, some of the proposed techniques in synthesis can be also
used as tools in education, to learn to write stroke by stroke, or in the design of specific
test to rehabilitation or to exercise people who suffers any visuo-musculo-skeletal
disorders. Most of these disciplines are subjected to the decision of a professional who
can not be accessible in all cases and countries. So, one rewarding research line could
be orientated to obtain objectives measurements useful to evaluate the quality of the

handwritten.

l'www.neuroscript.net
Zwww.myscript.com
Swww.abbyy.com
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Appendix A

Performance metrics, Databases and
Systems

Performance metrics

In this thesis, it is used the typical performance metrics to evaluate the signature-based
biometric systems (Blumenstein et al., 2010). Performance metrics take into account two
classical types of error rates: Type I error or FRR to measure the rejection of authentic
signatures and type II or FAR, which evaluates the acceptance of a forgery. To assess the
systems with a common metric, the results are given in terms of Equal Error Rate (EER) as
well as Area Under Curve (AUC) since these represent the operative point when the error
type I and II are coincident.

Databases

In this thesis several publicly signature databases have been used to validate the hypothesis
in different chapters. They are described in the following sections.

Off-line signature databases

* GPDS-881 Off-line Signature DB (Blumenstein et al., 2010; Ferrer et al., 2012a).
This database consists of 881 users with 24 genuine signatures acquired in a single
session and 30 forged signatures. In total, the database provides 881 x 24 = 21144 and
881 x 30 = 26430 genuine and forgeries signatures respectively, all scanned at 600 dpi.
This Spanish dataset is one of the largest off-line signature databases presented in the
literature.
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GPDS-300 Off-line Signature DB (Blumenstein et al., 2010; Ferrer et al., 2012a).
This dataset is identically organized as GPDS-881 Off-line Signature DB, but with the
first 300 users.

MCYT-75 Off-line Signature DB (Fierrez-Aguilar et al., 2004; Ortega-Garcia
et al., 2003). This dataset includes 75 signers collected at four different Spanish
universities. The corpus includes 15 genuine and 15 deliberately forged signatures
acquired in two sessions. All the signatures were acquired with the same inking pen
and the same paper templates. The paper templates were scanned at 600 dpi with 256
grey levels.

On-line signature databases

SUSIG-Visual sub-corpus (Kholmatov and Yanikoglu, 2009) is considered for its
wide acceptance in many research papers. This database contains 94 users with 20
genuine signatures, acquired in two sessions, and 10 skilled forgery signatures. This

sub-corpus was collected with an LCD touch device.

SUSIG-Blind sub-corpus (Kholmatov and Yanikoglu, 2009) consists of 88 users
with 8 or 10 genuine repetitions and 10 forged signatures per user. The volunteers
could not see the signature trajectory as visual feedback during the acquisition process

was denied.

SVC-Task1 sub-corpus (Yeung et al., 2004) includes both Chinese and English
signatures, each captured by a WACOM tablet. This sub-corpus is composed of 40
users with 20 genuine and 20 forged signatures per user. Because only the dynamic

trajectory is provided, this sub-corpus is not so popular among the scientific community.

SVC-Task2 sub-corpus (Yeung et al., 2004) is one of the most widely used corpuses
because, apart from the sampled trajectory, this sub-corpus also provides the pressure
and pen-orientation signals. It is also composed of 40 users with 20 genuine and 20
forged signatures.

MCYT-330 corpus (Ortega-Garcia et al., 2003) is the full MCYT database and
was captured by a WACOM tablet. It contains 330 users with 25 genuine signatures

acquired in two sessions and 25 skilled forgeries.

MCYT-100 sub-corpus (Ortega-Garcia et al., 2003) is a part of the MCYT-330

corpus and contains 100 users following the same organization.
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* SG-NOTE database (Martinez-Diaz et al., 2014) is at present one of the few pub-
licly available mobile signature databases. This corpus, captured with a Samsung
Galaxy Note mobile phone, is composed of 25 users with 20 genuine signatures

collected in two sessions.

Off and On-line signature databases simultaneously

* BiosecureID-Signature UAM subcorpus (Ortega-Garcia et al., 2010). It comprises
132 users, with 16 genuine signatures (four per session) and 12 skilled forgeries (three
per session) for every subject. Hence, the database contains the on-line and off-line
data of 16 x 132 = 2112 genuine signatures and of 12 x 132 = 1584 skilled forgeries.
Handwritten signatures were acquired with the Intuos3 A4/Inking pen tablet at 100 Hz
placing a predefined paper template over the digitizing device. This way, both versions,
dynamic and static, of the same samples were captured simultaneously. The static
version was scanned at 600 dpi.

* NISDCC database (Alewijnse et al., 2009; Blankers et al., 2009). Different signa-
ture databases have emerged during past ICDAR and ICFHR conferences. One part of
this dataset was used for the Signature Competition during the ICDAR 2009. It was
collected and processed by the Netherlands Forensic Institute. This corpus contains
the off-line and on-line versions of the same signatures. In this work we have used
the evaluation corpus which comprises 100 users, with 12 signatures per writer and 6
forgeries per signature. In total, such a corpus has 1953 signatures for both off-line

and on-line datasets.

Automatic Signature Verifiers

In this thesis several automatic signature verifiers have been used to validate the hypothesis

in different chapters. They are described in the following sections:

Off-line automatic signature verifiers

* Geometric features + HMM. (Ferrer et al., 2005). The signature is parameterized
in Cartesian and polar coordinates. Both features are combined at score level. The
Cartesian parameters consist of equidistant samples of the height and length of the
signature envelope plus the number of times the vertical and horizontal lines cut the

signature stroke. In polar coordinates the parameters are equidistant samples of the
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envelope radius plus the stroke area in each sector. A multi observation discrete left to
right HMM is chosen to model each signer’s features. The classification (evaluation),
decoding, and training problems are solved with the Forward-Backward algorithm, the
Viterbi algorithm, and the Baum-Welch algorithm. The initialization method is the

equal-occupancy method.

Grid-based + BFS (Eskander et al., 2013). This system employs the Boosting
Feature Selection (BFS) approach (Tieu and Viola, 2004) for building a strong classifier
from a few weak classifiers such that the SV system is simple yet performs well. Each
weak classifier consists of a simple decision stump that relies on a single grid-based
feature. To alleviate the inter-personal similarities, a huge number of grid-based
features, e.g. thousands of them, are extracted from the signature templates of all
users. This initial high-dimensional representation is then transferred to a dissimilarity
space, where distances between samples are considered as grid-based features, and
they are used to train a Writer-Independent (WI) model that discriminates between
inter-personal and intra-personal samples of the population. Finally, the target writer-
dependent (WD) classifier is designed for every specific user using his enrolling
samples. This WD design step is executed in the reduced WI grid-based feature space,

where it is possible to learn from a few enrolling samples in a lower dimensional space.

Texture-based + SVM. (Ferrer et al., 2012a). This system is based on texture
features such as the local binary pattern (LBP) and local derivative pattern (LDP).
The signature is transformed into the LBP and LDP images which are divided into 12
sectors. The histogram of each sector is worked out, concatenated and its dimension
reduced with a Discrete Cosine Transform (DCT) thus obtaining two separated feature
vectors according to LBP and LDP operators. The combination at score level is
evaluated through a weighted sum. The classifier is based on a least squares support
vector machine (LS-SVM).

Pose-orientated grid features + SVM (Zois et al., 2016). This is a recent published
system which works with a grid-based template matching scheme for static signature
verification. Briefly, the signatures are encoded according to their fine geometric
structure by grid templates, appropriately partioned in subsets. Features represent
the detection of ordered transitions using lattice shaped probing structures shaped on
5 x 5 pixel window binary masks. Finally, a support vector machine is used for the

classification stage.
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On-line automatic signature verifiers

* DTW-based verifier (Diaz et al., 2015b; Fischer et al., 2015): Only the trajectory
signals and their first and second derivatives were used to build the feature vector per
component. The final feature matrix for a signature was obtained by concatenating
all feature vectors and computing the z-score. A standard version of the DTW was
configured to optimize the Euclidean distance with three local transitions. The search
space was reduced by a Sakoe-Chiba band (Sakoe and Chiba, 1978) with a width
of 10 %. The relationship of a questioned signature g to the signer model was then
quantified in s5(g) as the minimum distance between this signature and the model:
sa(q) = argr;in [DTW (g, r)], where Z includes all signatures in the training set. Then,

reg

a two-stage score normalization was carried out to compute the final score. While
the warping path length |p| of the minimum DTW distance was used to detect weak
forgeries in a first stage, a weighted factor g calculated by the average DTW distance

among the signatures used to train, copes with more skilled forgeries in a second stage.

* Manhattan distance based verifier (Sae-Bae and Memon, 2014):  Since this
histogram-based verifier is particularly convenient for handheld devices, at least ac-
cording to the reported promising results with a proprietary mobile signature database,
we have implemented a version following the configuration described in (Sae-Bae and
Memon, 2014). We took into account the dynamic signatures under three consider-
ations: i) resampling, ii) concatenation of the components and iii) addition of extra
histogram features. To use a unique configuration of this verifier, all of its parameters
were optimized for the SUSIG-Visual sub-corpus. The same verifier was used for the
other databases without any modification. The thresholds in the algorithm were set to
the following values: B =0.1;€,,; = 0.5; €., = 0.5 and the weights of the histograms R
and ® — ®?(12) were increased 3 times with respect to the other histograms, following

the same nomenclature as in (Sae-Bae and Memon, 2014).

» HMM-based verifier (Fierrez et al., 2007): Using the same features as for the
DTW-based verifier, we have implemented a Hidden Markov Model (HMM) verifier
as proposed in (Fierrez et al., 2007). System parameters include the number of HMM
states and the number of Gaussian mixtures per state. We considered o - L, HMM
states in a linear topology where 0 < o < 1 and Ly was the average number of
sampling points of the enrolled reference signatures. Again, the system parameters
were optimized on the SUSIG-Visual sub-corpus and were used for the rest of the
databases without any modification. In particular, we set ¢ = 0.04 and used 11

Gaussian mixtures for training with duplicated signatures. In order to validate the
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correctness of our HMM implementation, we also tested the system on MCYT-100
using the first 10 genuine signatures of each user for training and achieved an equal
error rate of 0.80 % for random forgeries and 3.76 % for skilled forgeries. These
results were indeed very similar to the results reported in (Fierrez et al., 2007) for
MCYT, namely 1.04 % for random forgeries and 3.36 % for skilled forgeries, which

demonstrates the validity of our implementation.
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Summary in Spanish / Resumen en
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GENERACION DE FIRMAS SINTETICAS
PARA LA VERIFICACION AUTOMATICA

DE FIRMAS!

Introduccion

Antecedentes: La firma como un trazo biométrico conductual

Aprender a escribir es complejo y por lo general se comienza con lineas y garabatos. Después
de alcanzar unos tres afios de edad, los nifios empiezan a darse cuenta de que la escritura se
compone de lineas, curvas y patrones repetidos. Un afo mads tarde, los nifios empiezan a usar
las letras, pero con su propio estilo. Por lo general, comienzan experimentando con las letras
de sus propios nombres, ya que son las mds familiares para ellos. De esta manera, los nifios
comienzan a conocer las formas y la secuencia de las letras, a pesar de no poseer un control
motor exacto.

Los nifios suelen comenzar a practicar la escritura a mano usando hojas impresas. Estas
ayudan a los niflos a trazar las letras del alfabeto y a escribir los nimeros. Estas hojas
contienen lineas de escritura que les sirven de guias en cuanto a la altura, anchura y la
longitud de cada letra en mayusculas o minudsculas y de los nimeros. Las lineas de guia

ayudan a controlar las relaciones espaciales entre objetos, creando asi la memoria espacial

'In order to meet the requirements established by the University of Las Palmas de Gran Canaria to obtain
the doctoral degree, this annex comprises a summary in Spanish of the above contents.
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o mapa cognitivo. Una vez que se adquiere este conocimiento, es posible seleccionar una
secuencia ordenada de puntos de destino para realizar la escritura de un modo maés fluido.

En esta etapa, la persona estd lista para definir y practicar su firma. Vinculado al
aprendizaje de escritura a mano, la firma manuscrita dependerd de las circunstancias del
medio, la personalidad del firmante, la educacion, el medio ambiente cultural, etc., mds las
habilidades cognitivas y motoras del firmante.

Durante siglos, la firma manuscrita ha sido aceptada en todo el mundo con el propdsito
de autenticacion de la identidad. Algunas aplicaciones clésicas incluyen la validacién legal
de los documentos como contratos, testamentos, declaraciones de impuestos corporativos,
las transferencias financieras y asi sucesivamente. Esto ha hecho que la firma se utilice como
un rasgo biométrico en el contexto de sistemas y aplicaciones.

El reconocimiento biométrico (Jain et al., 2016) esta todavia en continuo crecimiento.
En nuestra vida diaria, esta tecnologia estd tomando popularidad en el control de acceso,
en la identificacion de personas, las transacciones financieras, la salud, etc. A pesar de
que el nimero de rasgos biométricos es limitado, esta tecnologia es capaz de ofrecer una
mayor seguridad y comodidad que los métodos tradicionales como aquellos basados en
soportes fisicos (por ejemplo, pasaportes o tarjetas de identificacién) y aquellos basados en
el conocimiento (por ejemplo, nimeros PIN o contrasefias) para asegurar que la persona
correcta esté en el lugar correcto en este momento. Algunos ejemplos de rasgos biométricos
son las huellas dactilares, la cara, el iris o la voz, siendo la firma una de las menos explotada
debido al poco éxito en aplicaciones practicas hasta ahora.

Un sistema biométrico tipico, basado en firmas se ilustra en la figura B.1. Una vez que
el usuario (Y) deposita su firma, un sensor digitaliza la muestra. Mas tarde, una matriz
de caracteristicas (X) se construye con la informacién extraida de la muestra adquirida.
A continuacion, los sistemas normalmente tienen dos etapas: la inscripcion (Xg) y el
reconocimiento (Xg). El primero construye una base de datos del sistema (D), donde los
usuarios almacenan sus firmas de referencia, mientras que el segundo se utiliza para reconocer,
identificar o verificar la identidad de un usuario, que suele presumir de ser uno de los usuarios
previamente inscritos. A continuacidn, se obtiene una puntuacién (S) de acuerdo con la
pertenencia de su muestra con respecto a las firmas de referencia que reivindica. Por tltimo,
el sistema se supone que debe aceptar o rechazar la muestra cuestionada.

Uno de los retos cruciales de un sistema biométrico basado en firmas es la variabilidad
intra-personal, la cual es impredecible. Esto significa la similitud entre las firmas ejecutadas
por el mismo firmante. A menudo, esta variabilidad se atribuye a las diversas fuentes de
ruido (1) que distorsionan la medida, y por tanto la matriz de caracteristicas. De acuerdo

con la figura 1.1, la variabilidad intra-personal, que afecta a la muestra medida (M) se podria
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Fig. B.1 Visién general de un sistema biométrico tipico basada en firmas. Figura parcialmente
extraida de (Jain et al., 2016)

caracterizar por: limitaciones del sensor como la resolucion o la frecuencia de muestreo;
efectos bioldgicos del envejecimiento o deterioro cognitivo-motor; interaccion del usuario con
el sensor; cambios en el entorno, como el ruido de fondo y; otros factores como consecuencia
del estado de d4nimo de los individuos, la prisa o la disposicién a cooperar.

Otro reto importante que enfrentan los sistemas biométricos basados en firmas es la
variabilidad inter-personal, la cual es también impredecible. Esto significa la similitud
entre las firmas ejecutadas por diferentes autores. En un sistema basado en la firma, la
variabilidad inter-personal se atribuye principalmente a las formas de falsificar la identidad
de los firmantes a través de dos tipos de falsificaciones®
* Falsificadores aleatorios: A ellos se les atribuye la situacion en la que un impostor,

sin conocimiento previo de una firma especifica, trata de verificar la identidad de un
firmante mediante el uso de su propia firma. La prueba de falsificaciones aleatorias es

una prueba tipica en el control de acceso y las transacciones comerciales.

* Falsificadores cualificados: A ellos se les atribuye la situacion en la que un impostor
conoce la firma de un firmante y trata de reproducirla con una variabilidad intra-clase
similar. Esta prueba es la mas relevante en la verificacién de firmas por su impacto en
las aplicaciones forenses de deteccion de falsificadores.

%En la literatura existen diferentes maneras para mencionar a las falsificaciones (por ejemplo impostores de
azar, falsificaciones deliberadas, impostores deliberados, falsificadores altamente cualificados, etc.). En aras de
la simplicidad, en esta Tesis se han utilizado los términos falsificadores aleatorios y falsificadores cualificados.
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Por tltimo, como ejemplo, la figura B.23 ilustra la complicacién de distinguir visualmente

firmas genuinas de firmas falsificadas.

3Solucién: De izquierda a derecha y de arriba a abajo. Fila 1: falsa, genuina. Fila 2: falsa, genuina. Fila 3:
genuina, falsa. Fila 4: genuina, falsa. Fila 5: falsa, falsa. Fila 6: genuina, genuina.
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Aspectos emergentes en la verificacion automatica de firmas

La verificacién automética de firmas (ASV) tiende a centrarse en la mejora de la precision
del reconocimiento, aunque temas como la interoperabilidad, las normas, la escalabilidad
y la proteccion estan también ganando atencidn en la comunidad cientifica. Protocolos y
pardmetros experimentales bien establecidos conducen a esta tecnologia a una evaluacion
de estadisticamente mas fiable. De hecho, varios estandares (ISO/IEC, 95 X), procedimien-
tos (Mansfield and Wayman, 2002), bases de datos (p.e. (Ferrer et al., 2012a; Frias-Martinez
et al., 2006; Kholmatov and Yanikoglu, 2009; Martinez-Diaz et al., 2014; Ortega-Garcia
et al., 2003; Yeung et al., 2004)) y competiciones (p.e. (Blankers et al., 2009; Blumenstein
et al., 2010; Liwicki et al., 2012, 2011, 2010; Malik et al., 2015; Yeung et al., 2004)) estdn
continuamente desarrollandose.

Ademads, en este contexto, dos tipos de firmas se utilizan en estos sistemas, ilustrados en
la figura B.3:

» Firmas off-line: Conocidas también como firmas estéticas, son los mas frecuentes y
tradicionales en todo el mundo. Este tipo de firmas se refiere a aquella que queda
depositada en un papel tras haber firmado el individuo con un qtil de escritura, tipica-

mente, un boligrafo. La informacién suele encontrarse en una imagen escaneada.

* Firmas on-line: También conocidas como firmas dindmicas. Su principal caracteristica
es que contienen el orden temporal y dindmico en el que el firmante ejecuto la firma.
Permiten procesar una representacion efectiva del orden de ejecucion de las muestras.
Para registrar este tipo de firmas, se requiere un dispositivo parecido a una tableta
WACOM. Probablemente, tener este dispositivo disponible en cualquier lugar es la

principal limitacién de este tipo de firmas.

Esfuerzos de investigacion en la verificacién de firmas han generado una compilacién de
publicaciones y estudios amplios (Diaz-Cabrera et al., 2014c; Fairhurst, 1997; Fierrez and
Ortega-Garcia, 2008; Hafemann et al., 2015; Impedovo et al., 2012; Leclerc and Plamondon,
1994; Plamondon and Lorette, 1989; Plamondon and Srihari, 2000) publicados en la literatura
durante las décadas anteriores.

Algunas de las nuevas tendencias que los investigadores estdn desarrollando pueden ser

clasificadas en los siguientes cinco puntos.

* Deriva temporal en el reconocimiento automatico de la firma:

La firma, como rasgo biométrico conductual, es sensible a las variaciones a largo

plazo que pueden estar relacionados con adquisiciones en varias sesiones (Galbally
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(a) Firma real on-line (b) Firma real off-line

Fig. B.3 Diferencias visuales de la misma firma real en on-line y en off-line. Figura extraida
de (Galbally et al., 2015)

et al., 2013), el envejecimiento (Erbilek and Fairhurst, 2012) o las degeneraciones
neuromotoras (O’Reilly and Plamondon, 2012), entre otros. El principal efecto del
envejecimiento en las aplicaciones de procesamiento de la firma es la degradacion de

la variabilidad intra-clase.

* Identificacion del falsificador:

La mayoria de los sistemas automaticos de reconocimiento de firma tratan de responder
a esta pregunta: ;Esta esta firma hecha por un escritor genuino? En el caso de una
firma falsificada, surge una segunda pregunta relevante para Expertos forenses de
escritura a mano: ;Quién ha falsificado la firma? La identificacion de los falsificadores
es una tarea diaria para el andlisis forense cualificado. Sin embargo, en la comunidad
cientifica pocos trabajos se han generado en esta direccion (Ferrer et al., 2012b).

¢ Reconocimiento de firma encubierta:

Una firma encubierta se refiere a la firma genuina realizada por el firmante bajo una
cierta amenaza (p.e. cuando tiene una pistola en la cabeza) (Bird et al., 2010; Liwicki
et al., 2012; Malik et al., 2013b). Cuando esta firma es analizada por un experto
forense, el andlisis se realiza bajo el supuesto de la hipétesis fiscal (una determinada
firma fue hecha por uno de los presuntos firmantes) y el de la defensa (una cierta firma
fue realizada por otro firmante diferente). Por lo general, los resultados son dados
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en términos de razén de verosimilitud (LR). Esto conlleva a que en las hipétesis de
defensa hay dos escenarios posibles: i) la firma fue hecha por un escritor diferente; ii)

la firma fue hecha por su propietario original, pero de manera encubierta.

Verificacién de firmas en entornos Multi-script*

Las firmas suelen estar compuestas por letras mayusculas y/o rubricas o florituras. A
pesar de la gran cantidad de trabajos que tratan el reconocimiento de texto basado
en la escritura y el reconocimiento de firma estdtica, la mayoria de ellos estudian
el problema aislado (Pal et al., 2011). Algunas preguntas abiertas relacionadas con
escenarios de escrituras multiples son: ;Cual es la influencia de unir varios scripts en
la tasa de reconocimiento (Das et al., 2016)? (El rendimiento de un sistema propuesto
para la escritura de A serd el mismo para el de la escritura B? Por ejemplo, en (Pal
et al., 2012) las escrituras Bengali, Devanagari y Western se evaluaron mediante el
uso de sistemas de reconocimiento de firma, concluyendo con que los errores mas

frecuentes se producen en la clasificacion errénea de firmas Bengali y Devanagari.

Generacion sintética de firmas: Debido a que este tema ha motivado esta Tesis, este

punto se explicard en detalle en el siguiente apartado.

“4El conjunto de caracteres (p.e. letras o simbolos) utilizados para la escritura de una lengua particular es
conocido como script
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Revision de trabajos sobre generacion sintética de firmas

Sintetizar un rasgo biométrico es una oportunidad para profundizar y aprender los procesos
bioldgicos que caracterizan las muestras. Esto es un paso crucial para proponer sistemas
automdticos con la capacidad de modelar las sefiales o imdgenes medidas. De hecho, modelos
y métodos para generar muestras biométricas han sido recientemente propuestos, tales como
la huella dactilar (Maltoni et al., 2009), cara (Thian et al., 2003), iris (Zuo et al., 2007),
voz (Dutoit, 2001) o escritura (Lin and Wan, 2007).

En el contexto de firmas manuscritas, de entre todas las posibles ventajas de sintetizarlas,
algunas de las mas relevantes podrian resumirse como: i) La produccién de firmas no requiere
de ningun esfuerzo una vez los algoritmos hayan sido desarrollados, ii) no existe limitacién
de tamafo en términos de firmas por individuos ya que las muestras son generadas por un
ordenador, iii) no intervienen los aspectos legales con lo cual no se compromete compartir los
datos a terceros (Rejman-Greene, 2005), iv) se eliminan los errores humanos de etiquetado
y organizacion de las bases de datos, v) permiten llevar a cabo evaluaciones estadisticas
relevantes del rendimiento de los sistemas, vi) se puede simular el envejecimiento en la firma
o los diferentes niveles de madurez, vii) se pueden simular firmas afectadas por enfermedades
neurodegenerativas u otra enfermedad cognitiva y, por lo tanto, viii) surge una tremenda
oportunidad de analizar el deterioro y la pérdida de funcién de los érganos responsables en la
produccion de la escritura.

En linea con la sintesis de firmas, la tendencia parece estar focalizada o en la generacion

de duplicados de firmas o en la generacién completa de individuos sintéticos.

Generacion de duplicados de firmas

La generacion de duplicados de firmas se refiere al modelado de la variabilidad intra-personal.
Es decir, a las diferencias entre diferentes repeticiones de firmas realizadas por el mismo
firmante. Su modelado permite aumentar la distincion entre la estrecha frontera de una
firma genuina y una falsificada. La generacién de duplicados de firmas con apariencia
realista ayuda a un mejor entendimiento de la ejecucién de firmas desde el punto de vista
neurocientifico.

En la literatura, muchas propuestas estdn orientadas a modelar la variabilidad intra-
personal para duplicar firmas estéticas o dindmicas, (p.e. (de Oliveira et al., 1997; Fang et al.,
2002; Ferrer et al., 2013b; Frias-Martinez et al., 2006; Galbally et al., 2009; Guest et al.,
2014; Huang and Yan, 1997; Munich and Perona, 2003; Rabasse et al., 2007, 2008)). En
este contexto, duplicar una firma significa generar artificialmente nuevas firmas a partir de

una (o varias) firmas reales genuinas. Entre todas sus ventajas, el duplicado de firmas puede
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mejorar el entrenamiento de los sistemas de verificacion automadtica, aumentar el nimero de
firmas en una base de datos, ajustar el rendimiento de los verificadores con un menor nlimero
de firmas reales de referencia, mejorar los rendimientos iniciales de un verificador, entender
como el escritor ejecutd su firma y por lo tanto, explorar algiin desorden neuromuscular visto
durante la escritura.

De acuerdo a la literatura, los métodos de duplicacion de firmas podrian clasificarse en
cuatro partes.

1. Generacion de firmas dinamicas (on-line) a partir de firmas dinamicas reales
(On-2-On)

La mayoria de los avances recientes en el modelado de la variabilidad intra-personal se
centran en las firmas dinamicas. Por ejemplo, en (Rabasse et al., 2007) se estudia que
la eficiencia de los sistemas con firmas duplicadas se puede comparar con la eficiencia
de dichos sistemas usando sélo firmas reales. También podemos encontrar que para
generar firmas duplicadas se puede aplicar deformaciones aleatorias y geométricas. En
concreto, en (Galbally et al., 2009) se estudia como estas deformaciones mejoran la
eficiencia de un clasificador HMM. En (Song and Sun, 2014) se propone un método
alternativo donde los autores aumentan el conjunto de entrenamiento a través de firmas
duplicadas. El método se basa en una seleccion clonal de las firmas de referencia
sin modificar ni la diversidad del conjunto global ni la distribucién de caracteristicas.
Por otra parte, el conjunto de duplicados puede ser usado para testear los sistemas de

reconocimiento biométrico de firmas, como se estudia en (Munich and Perona, 2003).

2. Generacion de firmas estaticas (off-line) a partir de firmas dinamicas reales (On-
2-0ff)

Hay otras propuestas en la literatura centrada en la generacion de imagenes de firmas
a partir de las firmas dindmicas (Ferrer et al., 2013b; Guest et al., 2014; Rabasse
et al., 2008). La tendencia comun es aplicar diferentes métodos de distorsion a la
firma on-line ya que estas contienen la cinematica y el orden temporal en el que
fueron registradas. Una vez que se obtiene una nueva trayectoria, las muestras de las
nuevas firmas duplicadas se interpolan con el fin de crear nuevas imdgenes. Luego, un
clasificador automaético de firmas on-line es tipicamente utilizado para evaluar la mejora
del rendimiento. Paralelamente a este enfoque, otro método de generacion de iméagenes
mejoradas de firmas sintéticas se ha formulado con el fin de utilizar una arquitectura
novedosa que mejora el rendimiento de los verificadores dindmicos (Galbally et al.,
2015).
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3. Generacion de firmas estaticas (off-line) a partir de firmas estaticas reales (Off-
2-0Off)

En la revisién de trabajos anteriores, hemos encontrado propuestas para duplicar
firmas off-line a partir de firmas off-line reales. Un ejemplo se estudia en (Frias-
Martinez et al., 2006), donde una base de datos de firmas off-line compuesta de 6
muestras genuinas por usuario y 38 firmantes se amplia mediante la aplicacion de
transformaciones afines a las firmas originales. Ya que la bases de datos contenia
sOlo firmas genuinas, este estudio se centrd solo en el reconocimiento de firmas, no
en la verificacién. Aunque los autores ampliaron el conjunto de entrenamiento, las
mejoras en el proceso de duplicados no fueron estudiadas. Tampoco se hizo referencia
al procedimiento cognitivo de generacion de firmas. Un objetivo similar se estudi6
en (de Oliveira et al., 1997), donde el procedimiento de duplicacion se llevo a cabo a
través de procedimientos afines y técnicas de convolucion de pardmetros obtenidos a
través de polinomios y representacion de sefiales. En (Fang et al., 2002), dos firmas
estaticas fueron comparadas con el fin de estimar el drea en comtin y generar duplicados
dentro de dicha drea espacial. Los resultados sugieren la ventaja de usar muestras
duplicadas para reducir las tasas de error. Siguiendo un procedimiento de distorsion
afin para aumentar el conjunto de referencia, en (Huang and Yan, 1997) la verificacion

de firmas off-line es de nuevo mejorada.

4. Generacion de firmas dinamicas (on-line) a partir de firmas estaticas reales (Off-
2-On)

La literatura cientifica todavia no ha examinado en profundidad el reto de recuperar la
informacion dindmica de una firma estética. Dicho procedimiento puede ser explicado
en tres etapas: i) recuperacion del orden de escritura a partir de una representacion
del esqueleto de la firma, ii) segmentacién de la firma en strokes® y iii) informacién
dindmica a partir de la sinergia entre los diferentes strokes producidos durante la

escritura a mano.

Sin embargo, algunos esfuerzos en la literatura han tratado de abordar la conversion
Off-2-On. Sin embargo, en la literatura hay algunos enfoques para reconstruir las
firmas, como el uso real de informacién en dindmica (por ejemplo (Nel et al., 2005)),
el estudio de algunas reglas heuristicas (por ejemplo (Lee and Pan, 1992)), el uso

de modelos universales de escritura para modelar el orden en el que la escritura

SEn aras de clarificar conceptos, stroke se utiliza en esta tesis para describir un comando neuromuscular
que ejecuta un movimiento elemental, el cual puede ser observado en el perfil de velocidad como entre dos
minimos. Del mismo modo, el término componente es utilizado para describir un trazo realizado sin levantar el
boligrafo. Por tanto, dicha componente estara compuesta de varios strokes (Plamondon and Maarse, 1989)
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fue realizada (Lau, 2005),la estimacion de los strokes que componen una firma (por
ejemplo (Lau et al., 2002)), etc. A pesar de la novedad de estos enfoques, de un modo
similar a On-2-On, Off-2-Off y On-2-Off, en la verificacion de firmas dindmicas en la
modalidad Off-2-On, el objetivo sigue siendo lograr un rendimiento comparable al de

una firma real on-line.

Contrario a la escritura a mano, las firmas a menudo estdn compuestas por un nimero de
trazos que se solapan a trazos escritos anteriormente. Este efecto crea zonas ambiguas
de deteccion obteniendo ni el orden de escritura real ni la verdadera segmentacion de
strokes en la mayoria de los casos. Sin embargo, algunas de las técnicas y enfoques
estudiados en (Nguyen and Blumenstein, 2010) merecerian ser tenidos en cuenta para
un proceso Off-2-On.

Con el fin de organizar la literatura sobre generacion de duplicados de firma, la Tabla B.1
resumen esquemdticamente el estado del arte actual. Un ejemplo visual sobre generacion

artificial de variabilidad intra-personal es ilustrado en la figura B.4.

Generacion completa de firmas sintéticas

En la generacion de la firma totalmente sintética, los algoritmos empiezan sin ninguna
firma real como referencia. En esta modalidad, a menudo los algoritmos definen una nueva
identidad en primer lugar. A continuacién, los algoritmos deben ser capaces de generar
posibles firmas ejecutadas por una identidad virtual. Con este propdsito, los algoritmos
necesitan ser adaptados para poder simular condiciones reales de disimilitud entre dos
ejemplares ejecutados por el mismo firmante.

Por otro lado, un uso de estas bases de datos sintéticas es probar los sistemas con el fin de
crear puntos de referencia comunes con resultados estadisticamente significativos. A estos
efectos, la generacion de falsificacion sintética de firmas también ha de tenerse en cuenta en
los generadores de firma sintéticos.

Ademds, la generacion de la firma también depende de la escritura que estamos tratando
de reproducir. De esta manera, es probable que algunas reglas y légicas deban de ser
modificadas con el fin de simular efectos realistas tipicos de cada escritura, con especial
atencion a las peculiaridades de cada lengua. Por ejemplo, las firmas occidentales estian
compuestas tipicamente por texto y rubricas; las firmas chinas o japonesas estin disefiadas
con simbolos y asi sucesivamente.

Uno de los primeros trabajos sobre la generacion de firmas sintética es atribuido a la
escritura occidental. Especificamente, en (Popel, 2007) se describe un modelo para generar

firmas dindmicas basadas en caracteristicas visuales extraidas del dominio temporal. En este
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Fig. B.4 Generacion artificial de variabilidad intra-personal. La primera subfigura muestra
dos firmas reales (en rojo y en azul), las cuales fueron usadas para generar artificialmente el
resto de firmas (en gris). Algunas fuentes de variabilidad intra-personal artificial podrian ser
atribuidas a: 1) letras conectadas o no conectadas; 2) lazos abiertos o cerrados; 3) variabilidad
en las formas de los lazos (mds ovalados o mas redondeados); 4) variabilidad en el largo de
los strokes. La figura es parcialmente extraida de (Rabasse et al., 2008)
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Table B.1 Trabajos relacionados con la generacién de duplicados de firmas

] Conversi(’)n\ Autores \ Métodos \ Semilla’ \ Objetivo

On-2-On Munich et al., | Transformaciones >1 Evaluacién estadistica
2003  (Munich | afines o geométricas firma significativa
and Perona,
2003)

On-2-On Rabasse et al., | Transformaciones 2 firmas | Obtener rendimientos
2007 (Rabasse | afines o geométricas reales
et al., 2007)

On-2-On Galbally et al., | Transformaciones 1 firma | Mejora la eficiencia del
2009 (Galbally | afines o geométricas sistema
et al., 2009)

On-2-On Song et al, | Algoritmo de seleccion | >1 Mejora la eficiencia del
2014 (Song and | de clones firma sistema
Sun, 2014)

On-2-Off Rabasse et al., | Transformaciones 2 firmas | Obtener rendimientos
2008 (Rabasse | afines o geométricas reales
et al., 2008)

On-2-Off Guest et al.,| Métodos de interpo-| 1firma | Obtener rendimientos
2014 (Guest et al., | lacion reales
2014)

On-2-Off Galbally et al., | Modelo de deposicién | 1 firma | Obtener rendimientos
2015 (Galbally | de tinta reales
et al., 2015)

Off-2-Off Oliveira et al., | Procedimientos de | 1Sign. | Aumentar la base de
1997 (de Oliveira | convolucién de sefiales datos
etal., 1997) polinomiales

Off-2-Off Huang et al., | Transformaciones 1 firma | Mejora la eficiencia del
1997 (Huang and | afines o geométricas sistema
Yan, 1997)

Off-2-Off Fang et al., | Métodos elésticos de | 2 firmas | Mejora la eficiencia del
2002 (Fang et al., | comparacién sistema
2002)

Off-2-Off Frias et al., | Transformaciones 1 firma Aumentar la base de
2006 (Frias- | afines o geométricas datos
Martinez et al.,
2006)

Off-2-On No resuelto - - -

Semilla se refiere al nimero de firmas necesarias para llevar a cabo la conversion
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Table B.2 Trabajos relacionados con la generacion completa de firmas sintéticas

] Modalidad \ Autores \ Métodos \ Lengua \ Tipo de firmas
On-line Popel, Caracteristicas vi- | Rdbricas Genuinas
2007  (Popel, | suales extraidas del
2007) dominio del tiempo
On-line Galbally et al., | Andlisis espectral y | Rubricas Genuinas

2012 (Galbally | teoria cinematica de
etal., 2012a,b) | los movimientos rapi-
dos

RIalE
|
iy 9 ) 83

N
~X
Ch
&

Fig. B.5 Representacion visual de firmas sintéticas, siendo las firmas reales resaltadas en gris.
Subconjunto extraido de (Galbally et al., 2012a,b)

caso, se generaron rubricas, cuyo estilo es cercano a la de la escritura occidental. Tras una
validacion visual, no se clarifican resultados cuantitativos. En Galbally et al. (Galbally et al.,
2012a,b) se propone la generacion total de firmas basadas en rubricas. El trabajo se llevo a
cabo a través de dos algoritmos basados en el andlisis espectral y en la teoria cinemética de los
movimientos humanos rdpidos. Aparte de la validacién visual, las evaluaciones cuantitativas
se llevaron a cabo principalmente en términos de rendimiento comparativo con bases de
datos reales.

Una vision general de firmas sintéticas se ilustra en la figura B.5. También algunas
caracteristicas cuantitativas se dan en la Tabla B.2.
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Objetivos

Esta disertacion defiende la hipétesis siguiente:

La generacion de firmas sintéticas para fines biométricos pueden ser modelada a través
de algoritmos inspirados en la teoria motor equivalente. Esto es desarrollado a través de
dos tipos de generacion: 1) Generacion de nuevas identidades que modelan la variabilidad
intra-personal y 2) Generacion de duplicados de firmas a partir de una muestra para modelar

la variabilidad intra-personal.

El objetivo de esta tesis es el diseiio de algoritmos para generar tanto firmas sintéti-
cas (modelado inter-personal) como firmas duplicadas (modelado intra-personal) bajo la
inspiracion de la teoria motora equivalente.

A diferencia de los modelos propuestos en la literatura, los modelos defendidos en esta
tesis permiten dividir el complejo proceso de escritura en las diferentes etapas basadas en as-
pectos cognitivos y neuromotores. Ademds de permitir comprender mejor el funcionamiento
humano de generacién de escritura debido a que los modelos propuestos buscan imitar
los procesos biolégicos en un modo cercano a la realidad, éstos modelos permiten mayor
flexibilidad para adaptarse a las diferentes morfologias, 1éxico y demds peculiaridades de la
escritura real.

Para evaluar la cercania de las firmas sintéticas con respecto a las firmas reales, se han
realizado dos validaciones: una orientada a la percepcion de la médquina y otra a la percepcién

humana:

* Percepcion de la maquina: Las firmas sintéticas son usadas en los sistemas de verifi-
cacion de firmas del estado del arte para analizar si estos sistemas “ven” de manera

igual las firmas sintéticas y las firmas reales.

* Percepcion humana: Diferentes pruebas a través de test de Turing visuales son re-
alizados para analizar la confusion, si hubiese, entre las firmas reales y las firmas

sintéticas.

Obviamente, el hecho de que esta Tesis se ha desarrollado utilizando conceptos de
neurociencia, no significa que se reclama ninguna fidelidad a los procesos cognitivos y
neuromotores que subyacen en la produccion real de la firma.

Especificamente, los objetivos de esta tesis pueden enumerarse en los siguientes subobje-

tivos:
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1. Identificar el Iéxico y morfologia de las firmas manuscritas occidentales.

Este objetivo consiste en estudiar diferentes caracteristicas de las firmas manuscritas

que permitan su modelado posterior. Es decir, se pretende estudiar diferentes paramet-
ros como son: letras conectadas o no, inclinacién de la firma, nimero de palabras y/o
letras en una firma, complejidad de las ribricas segtin el nimero de esquinas, etc. Este
objetivo es crucial para una buena sintesis de firmas que pretende lograr firmas con

apariencia real.

2. Estudiar métodos de generacion de firmas estaticas a partir de las firmas dinami-
cas reales (On-2-Off)

Este objetivo consiste en disefiar un algoritmo inspirado en la teoria motor equivalente
que reciba como input una firma dindmica. Tras una serie de distorsiones a las
coordenadas verticales y horizontales de cada componente se propone disefiar una
version estdtica de la firma a partir de un modelo de deposicion de tinta. Ademdas
de la percepcion realista de las imagenes de las firmas, este objetivo serd evaluado
mejorando los rendimientos los sistemas de verificacion de firma real al aumentar el

conjunto de referencia con firmas duplicadas.

3. Estudiar métodos de generacion de firmas estaticas a partir de las firmas estati-
cas reales (Off-2-Off)

Este objetivo consiste en aumentar un conjunto de firmas de referencia a través del
disefio de un algoritmo que duplique la imagen de una firma. Con lo cual, el algoritmo
inicialmente tomard una imagen de una firma y comenzara un proceso de distorsion
bajo las perspectivas del modelo motor equivalente que permitan generar otra posible
firma realizada por el mismo escritor. Diferentes bases de datos y diferentes sistemas
probaran la eficiencia de este generador.

4. Estudiar métodos de generacion de firmas dinamicas a partir de las firmas dinami-
cas reales (On-2-Off)

Este objetivo consiste en generar firmas dindmicas a partir de firmas dindmicas reales.
El disefio del algoritmo que satisface este objetivo se llevard a cabo a través de la teoria
cinematica de los movimientos rdpidos de la mano fundamentalmente. Debido a que
las firmas dindmicas alcanzan errores mucho més competitivos que las firmas estaticas,
este objetivo serd estudiado analizando la capacidad de la eficiencia de varias bases de

datos y sistemas de verificaciéon de firmas usando una sola firma de entrenamiento.
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5. Estudiar métodos de sintesis completa de firmas manuscritas dinamicas y estati-
cas simultaneamente.

Este objetivo consiste en disefiar un algoritmo que permita la generacion de firmas
estaticas y dindmicas al mismo tiempo. Ademads, el algoritmo tendrd en cuenta las
distribuciones estadisticas de los aspectos morfoldgicos y del 1éxico de las firmas como
conocimiento inicial. Posteriormente, el algoritmo generard una version estitica en
primer lugar y luego una version pseudodindmica bajo las propiedades lognormales de
los movimientos rapidos de la mano. Las validaciones de este objetivo serdn llevadas a
cabo a través de test de Turing visuales y de la verificacion de firmas usando multiples
bases de datos.
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Planteamiento y Metodologia

Observaciones en la teoria motor equivalente

La mayoria de los métodos comentados en la seccion anterior para sintetizar y duplicar
firmas usan deformaciones geométricas y afines en su mayoria. La capacidad de estas
deformaciones han sido exitosamente probadas. Sin embargo, en esta tesis se hace la
siguiente pregunta: Debido a que la ejecucion de una firma implica activar un sistema
humano complejo, ;Seremos capaces de proponer sistemas suficientemente robustos para
sintetizar y duplicar firmas disefiando algoritmos bajo las observaciones en la teoria motor
equivalente?

Es bien conocido que el procedimiento de realizar una firma implica a un sistema motor
complejo de alta complejidad para generar la trayectoria de la firma a través de movimientos
aprendidos y bien entrenados. Este procedimiento podria ser descrito por la teoria motor
equivalente la cual define la habilidad personal de realizar el mismo movimiento a través de
diferentes efectores o extremidades.

La teoria motor equivalente fue formulada alrededor del pasado siglo por Lashley (Lash-
ley, 1930), luego por Hebb (Hebb, 1949) y mds tarde por Bernstein (Bernstein, 1967).
Brevemente, esta teoria estudia la actividad del sistema nervioso central (CNS), la cual
controla la postura, el movimiento y estd enfocada en las propiedades cinemadticas desde un
punto de vista esquelético muscular.

La teoria motor equivalente (Marcelli et al., 2013; Wing, 2000) sugiere que el cerebro

almacena movimientos, dirigidos a realizar una tarea individual en dos modos:

* Modo 1: independiente del efector usado:

De un modo abstracto, esta modalidad se refiere a la posicion espacial de los puntos
que definen los strokes que componen una trayectoria determinada. Estos puntos se
conocen como el plan de trayectoria y representan la posicion espacial relativa de todos
los strokes. La corteza parietal en general es sugerida en (Marcelli et al., 2013) como
la region del cerebro mds importante para la representacion de la accion del plan de
trayectoria. Siendo el ganglio basal implicado en el aprendizaje de los puntos objetivos

de la trayectoria.

* Modo 2: Dependiente del efector usado:

Este modo surge como consecuencia de una sucesién de comandos motores dirigidos
a obtener una contraccion muscular particular asi como de una articulacién de los

movimientos. Es supuesto que la corteza motora interactda con el cerebelo con el
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Fig. B.6 Descripcion del sistema motor equivalente. Figura obtenida de Marcelli et al.,
2013 (Marcelli et al., 2013)

fin de seleccionar los puntos objetivos de la trayectoria y el conjunto de comandos

motores para ejecutar un movimiento.

Un esquema de este procedimiento es ilustrado en la figura B.6.

Aunque tanto el efector independiente como el efector dependiente suelen ser bastante
estables, hay un cierto grado de variabilidad entre ellos. A menudo son sensibles a entradas
externas y estados psicoldgicos disonantes. De hecho, bajo presion, por ejemplo, un individuo
necesita recordar su firma antes de firmar, produciendo un resultado con una alta variabilidad
(variabilidad intra-personal) y, a veces, con apariencia poco natural. Distorsiones similares en
la variabilidad intra-personal pueden suceder debido a enfermedades psiquidtricas y al efecto
del envejecimiento. Esto produce que los musculos que intervienen en la produccion de la
trayectoria cambien, ademds de otros efectos como son la posicién del sujeto que escribe, el
estado animico o de salud, etc, afectando, por tanto, a la variabilidad de la firma.

Por otro lado, existe una correlacion entre ambos efectores. Por ejemplo, algunas partes
de la firma que necesitan mayor detalle suelen estar atribuidas a una rejilla densa, la cual
conlleva a una velocidad del aparato motor més reducida para poder completar la trayectoria
deseada. Por esta razon, la informacion dindmica podria ser usada también para ajustar la
inercia del aparato motor y deberia estar disponible para validar el uso de los modelos que se
proponen.

En (Kawato, 1999) se sugiere que los movimientos rdpidos y coordinados no pueden ser

ejecutados de manera individual bajo un control de retorno (feedback) solamente, debido
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a que ese feedback bioldgico es lento y no llega a tiempo de controlar el movimiento. Por
ello, en (Kawato, 1999) se propone que el cerebro necesita adquirir un modelo inverso que
controle el aprendizaje motor. Focalizdndose en el modelo inverso interno de la cdpsula
interna (limbo post.) creado por el cerebelo, en (Kawato, 1999) se calculan los comandos
motores los cuales compensan la dindmica del brazo. Por lo tanto, en las etapas iniciales del
desarrollo humano, la accion de escribir demanda una alta atencidn, se ejecuta lentamente
y no es particularmente definida correctamente. Sin embargo, después de practicar mucho
tiempo, los movimientos comienzan a ser rapidos, suaves, automaticos y se realizan sin
esfuerzo, usando minimos requerimientos cognitivos. Esto sugiere que el modelo interno
podria ser replicado a través de filtros cinemaéticos.

Aplicando el modelo motor equivalente a la escritura, el plan de accién podria ser
representado en términos de strokes, los cuales son codificados en términos de su posicién
relativa y direccion espacial. Una vez el movimiento ha sido planeado, el control motor da
salida a los comandos especificos de los musculos que intervienen en la produccién de la
escritura.

Una de las grandes utilidades de esta teoria es que provee un esquema que permite disefiar
algoritmos para sintetizar y duplicar firmas inspiradas en la teoria motor equivalente. En
resumen, diferentes modelos son propuestos en esta tesis con el fin de tender un puente
entre los métodos heuristicos usados en la literatura y los métodos centrados en la apariencia

realista para generar y modelar tanto la variabilidad inter- como intra-personal.

Métricas utilizadas

En esta tesis se utilizan las tipicas métricas usadas para evaluar el rendimiento de los sistemas
biométricos basados en firmas (Blumenstein et al., 2010). Estas mediciones de rendimiento
tienen en cuenta dos tipos clésicos de tasas de error: error de tipo I o FRR para medir el falso
rechazo de las firmas auténticas y el error de tipo II o FAR, que evalda la falsa aceptacion de
una firma. Como métrica comun, los resultados se dan en términos de Tasa de Igual Error
(EER) y en drea bajo la curva (AUC), ya que éstas representan el punto operativo cuando el

tipo de error I y II son coincidentes.

Bases de datos

En esta tesis se han usado las siguientes bases de datos para validar los modelos presentados.

Estas se describen a continuacion:



132 Summary in Spanish / Resumen en Espafiol

Bases de datos de firma Off-line

* GPDS-881 Off-line Signature DB (Blumenstein et al., 2010; Ferrer et al., 2012a).

Esta base de datos consiste en 881 usuarios con 24 firmas genuinas y 30 firmas falsas
por usuario. En total la base de datos contiene 881 x 24 =21144 y 881 x 30 = 26430

firmas genuinas y falsificaciones respectivamente, escaneadas a 600 dpi.

* GPDS-300 Off-line Signature DB (Blumenstein et al., 2010; Ferrer et al., 2012a).
Esta base de datos es idéntica a la GPDS-881 Off-line Signature DB, pero con sélo los
300 primeros usuarios.

» MCYT-75 Off-line Signature DB (Fierrez-Aguilar et al., 2004; Ortega-Garcia
et al., 2003).

Esta base de datos incluye 75 firmantes con 15 firmas genuinas y 15 falsas adquiridas
en dos sesiones. Todas las firmas fueron depositadas usando el mismo boligrafo. Luego
las hojas fueron escaneadas a 600 dpi con 256 niveles de gris.

Bases de datos de firma On-line

» SUSIG-Visual sub-corpus (Kholmatov and Yanikoglu, 2009)

Esta base de datos es considerada en muchos articulos cientificos. Esta base de datos
contiene 94 usuarios con 20 firmas genuinas y 10 firmas falsas por usuario. Esta base

de datos fue adquirida usando un dispositivo LCD.

* SUSIG-Blind sub-corpus (Kholmatov and Yanikoglu, 2009)

Esta base de datos consiste en 88 usuarios con 8 6 10 firmas genuinas y 10 falsifica-
ciones. Los voluntarios no podian ver la trayectoria de la firma que realizaban durante

el proceso de adquisicién de la firma.

* SVC-Task1 sub-corpus (Yeung et al., 2004)

Esta base de datos incluye tanto firmas en escritura china como inglesas, capturadas
con una WACOM tablet. Este subcorpus esta compuesto de 40 usuarios con 20 firmas
genuinas y 20 falsificaciones. Este sub-corpus no es tan popular como el préximo
debido a que s6lo la dindmica de la firma es incluida.

* SVC-Task?2 sub-corpus (Yeung et al., 2004)
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Esta base de datos es una de los més usados debido a que se registro la presion y la
orientacion del boligrafo. Estd compuesto por 40 usuarios con 20 firmas genuinas y 20
falsificaciones.
* MCYT-330 corpus (Ortega-Garcia et al., 2003)
Esta base de datos es la base de datos completa MCYT, la cual fue capturada usando
una WACOM tablet. Contiene 330 usuarios con 20 firmas genuinas y 25 falsificaciones.
* MCYT-100 sub-corpus (Ortega-Garcia et al., 2003)
Esta base de datos es una parte de la base de datos MCYT330 and contiene 100
usuarios y se organiza igual que la anterior.
* SG-NOTE database (Martinez-Diaz et al., 2014)

Esta es una de las pocas bases de datos publicas de firmas capturadas con un dispositivo
movil. Esta base de datos fue capturada usando un Samsung Galaxy Note, estd

compuesta de 25 usuarios con 20 firmas genuinas.

Off and On-line signature databases simultaneously

* BiosecurelD-Signature UAM subcorpus (Ortega-Garcia et al., 2010).

Se compone de 132 usuarios, con 16 firmas genuinas y 12 falsificaciones. La base
de datos contiene la misma firma en version on-line y off-line. Se usé una Intuos3

A4/Inking pen tablet a 100 Hz y un papel sobre el dispositivo, que luego se escaned a
600 dpi.

* NISDCC database (Alewijnse et al., 2009; Blankers et al., 2009).

Una parte de esta base de datos, procesada por el Netherlands Forensic Institute, fue
usada durante la competicion de firmas de ICDAR 2009. La base de datos contiene la
version on-line y off-line de 100 usuarios con 12 firmas genuinas y 6 falsificaciones
por firma. En total, el corpus contiene 1953 firmas.

Sistemas de verificacion de firmas automaticos

Los sistemas de verificacion de firmas automaticos usados en esta tesis se describen a
continuacion:
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Sistemas Off-line

» Caracteristicas geométricas + HMM. (Ferrer et al., 2005).

La firma primero se parametriza en coordenadas polares y cartesianas. Luego ambas
caracteristicas se combinan a nivel de scores. Como clasificador, un Hidden Markov
Model (HMM) es usado.

* Caracteristicas Grid + BFS (Eskander et al., 2013).

Este sistema usa la técnica de Boosting Feature Selection (BFS) (Tieu and Viola, 2004)
para crear un clasificador robusto a partir de clasificadores débiles pero utiles. El
sistema extrae de la firma un gran nimero de caracteristicas grid que luego son usadas

en el entrenamiento.

* Caracteristicas de Textura + SVM. (Ferrer et al., 2012a).

El sistema usa caracteristicas tales como el local binary pattern (LBP) y el local deriva-
tive pattern (LDP). Luego ambas caracteristicas son usadas en la fase de clasificacion,
la cual se realiza a través de una SVM. El resultado final es una combinacion a nivel

de score.

» Caracteristicas grid + SVM (Zois et al., 2016).

Este sistema usa el esqueleto de la firma para calcular la matriz de caracteristicas. La

fase de clasificacion se lleva a cabo usando una SVM.

Sistemas On-line

e Basado en DTW (Diaz et al., 2015b; Fischer et al., 2015).

El vector de caracteristicas se componen de las sefiales de trayectoria primera y
segunda derivada. La relacion de pertenencia de una firma con respecto a las firmas de
referencias se calcula usando la minima distancia. Ademads, se realiza una doble etapa

normalizando los scores para dar mas robustez al sistema.

* Basado en la distancia Manhattan (Sae-Bae and Memon, 2014).

Este verificador tiene en cuenta la distribucion de la primera y segunda derivada de
la trayectoria asi como la presiéon. Una vez construido el vector de caracteristicas, el

clasificador usa la distancia de Manhattan para su decision final.

* Basado en HMM (Fierrez et al., 2007).
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Usando las mismas caracteristicas que en el verificador basado en DTW, se ha imple-
mentado un clasificador similar al propuesto en (Fierrez et al., 2007). Se consider6
a - Lgy HMM estados en una topologia linear donde 0 < o < 1 and Ly fue el promedio

de los nimeros de muestras de conjunto de firmas de referencia.
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Table B.3 Aportaciones Originales de la tesis

| Aportaciones Originales | Tipo de articulo | Cita

Estudio de la morfologia y | 1 Revista JCR (Diaz-Cabrera et al.,

1éxico de las firmas 2015)

Duplicados off-line a partir | 4 Congresos internacionales’ | (Diaz-Cabrera et al.,

de firmas reales on-line 2014a,b; Ferrer et al.,
2013b; Galbally et al.,
2015)

Duplicados off-line a partir | 1 Revista JCR (Diaz et al., 2016)

de firmas reales off-line
Duplicados on-line a partir | 1 Congresos internacional’ (Diaz et al., 2015b)
de firmas reales on-line
Generador de firmas sintéti- | 2 Revistas JCR + 1 Congreso | (Ferrer et al., 2016,
cas on-line y off-line si-| internacional 2013a, 2015)

multidneamente

1 Premio al mejor articulo presentado por un estudiante en conferencia
internacional.

Aportaciones Originales

Las Aportaciones Originales de esta tesis se engloban en 5 apartados: 1. Aportaciones
Originales en cuanto al estudio de la morfologia y 1éxico de las firmas; 2. Aportaciones
Originales en cuanto a métodos de duplicados de firmas para crear firmas sintéticas off-line a
partir de firma on-line real; 3. Aportaciones Originales en cuanto a métodos de duplicacién
de imédgenes de firmas a partir de imagenes de firmas reales; 4. Aportaciones Originales en
cuanto a métodos de duplicacion de firmas dindmicas a partir de firmas dindmicas reales y;
5. Aportaciones Originales en cuanto a un método que genera firmas on-line y off-line al
mismo tiempo. Las aportaciones en la literatura cientifica de estos apartados se resumen en
la tabla B.3.

Estudio de la morfologia y léxico de la firma

El 1éxico y la morfologia de las firmas depende estrechamente del firmante, de su compor-
tamiento y de como aprendi6 a firmar. En las firmas occidentales algunas caracteristicas
particulares pueden ser usadas para definir la morfologia y el 1éxico, por ejemplo, las firmas
con una o dos rubricas; los diferentes nimeros de palabras distribuidas en una, dos o incluso
tres lineas; caracteristicas internas como la inclinacidn; letras de distintos tamafios con un

tamafio constante con respecto al resto de letras, una firma compuesta sélo por letras mayus-
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1 Two non-connected

Hourish signature

3 Ascendant skew and
initial letter with dot

D Flourish merged
with the letter

T Corners to characte-
rize the flourish

2 Complex two line signa-

ture: text plus flourish

4 TIsolated capital letter
at the end of the signature

6 Simple signature with

three legible letters

8 Slant

Fig. B.7 Ejemplo de caracteristicas morfoldgicas y 1éxicas de un conjunto de firmas.
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culas, etc. La figura B.7 muestra algunas de estas caracteristicas particulares observadas en
las firmas.

Este apartado es fundamental en esta tesis ya que el resto de los capitulos utilizardn
parte de las distribuciones morfoldgicas y 1éxicas obtenidas aqui. Tales distribuciones
ayudardn a sintetizar la firma. De hecho, cuantos mds pardmetros tengamos en cuenta, mayor
conocimiento podemos tener de las firmas y, por tanto, mejor podremos avanzar hacia una
comprension mds profunda de las caracteristicas comunes y divergentes de las firmas.

Las caracteristicas identificadas fueron modeladas de acuerdo a bases de datos de varios
paises europeos para tener en cuenta los diferentes estilos de firma occidentales. En concreto
se utilizé la GPDS-881 (Blumenstein et al., 2010; Ferrer et al., 2012a), MCYT-75 (Fierrez-
Aguilar et al., 2004; Ortega-Garcia et al., 2003), NISDCC database (Alewijnse et al., 2009;
Blankers et al., 2009), SUSIG-Visual y SUSIG-Blind sub-corpus (Kholmatov and Yanikoglu,
2009), SVC-Taskl y SVC-Task2 (Yeung et al., 2004).

Para modelar la morfologia y el 1éxico se us6 la funcion Generalized Extreme Value
(GEV), cuya funci6n de densidad de probabilidad f(x; 1,0, &) se define como:

flxp,0,8) = ét(x)”‘“e“’“) (B.1)

donde

(1+(58) 75 irg#0

t(x) =
(x) e—(x—n)/o ifE=0

(B.2)
con x limitada por u+ 0o /& si & >0y si & < 0. Los simbolos u, 6 y & representan la
localizacidn, escala y forma de la distribucion respectivamente.

En esta aportacion original de la tesis se obtuvo de modo analitico los pardmetros de cada
funcién independiente que modelaba una caracteristica propia del 1éxico y la morfologia de
las firmas. La tabla B.4 muestra la media y la varianza de cada funcién, el valor mdximo
probable de las funciones, la asimetria y kurtorsis, que informan principalmente la forma de
la funcidn, los valores minimos y méximos de la GEV vy, por ultimo, la estimacion del error
cuadratico medio que mide la media de los errores entre los valores reales que se presentan
en un histograma y la funcién que aproxima dicho histograma.

Los pardmetros obtenidos pueden ser presumiblemente utiles para hacer frente a la
normalidad de las firmas en general. Ciertamente, el comportamiento humano es bastante
dificil de medir en este campo, como en otros. Sin embargo, este andlisis estadistico intenta
acercar el conocimiento del comportamiento de la morfologia y 1éxico de las firmas de una

poblacion.
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Por tltimo, algunas de estas distribuciones se utilizardn en las siguientes aportaciones
originales de esta tesis con el fin de modelar la normalidad de las firmas. Esta aportacion es
aportacion importante debido a que las distribuciones se usardn para generar firmas sintéticas

con apariencia realista.

Duplicados off-line a partir de firmas reales on-line

En esta aportacion original se presenta un método para duplicar firmas off-line mediante
el uso de firmas reales on-line. En la literatura, hay varios trabajos que utilizan firmas
dindmicas como semilla ®. Con lo cual, después de ciertas distorsiones aplicadas a estas
firmas dinamicas, se termina creando una version de firma off-line.

Debido a la firma on-line contiene la informacion temporal de la trayectoria, las tran-
siciones entre pen-down’ y pen-ups® y otras propiedades dinamicas asociadas, el método
propuesto considera toda esta informacion para generar esqueleto de duplicados a través
de firmas 8 conectadas. Una novedad adicional de esta aportacién original es la conversién
realista de las firmas 8 conectados a firmas estéticas.

Noétese que el modelo propuesto ha sido disefiado bajo inspiracion del modelo de equiv-
alencia motora de la firma. Por ello, teniendo en cuenta estos puntos de vista, el método
intenta replicar una variabilidad intra-personal realista.

Como tal, para evaluar si el modelo es capaz de generar variabilidad intra-personal, al
igual que en (Galbally et al., 2009; Rabasse et al., 2008), las firmas duplicadas se utilizaran
para aumentar la secuencia de entrenamiento de un ASV. Los rangos de las mejoras en el
rendimiento final se analizan para estudiar los efectos beneficiosos de esta contribucion sobre
un ASV.

En la figura B.8 podemos apreciar un esquema sobre el funcionamiento del algoritmo

disefiado. Este consiste en los siguientes pasos:

Segmentacion de las componentes

Debido a que la firma estatica no contiene la informacidn de los pen-ups, cada pen-down o

componente es separada en una primera etapa del algoritmo.

®El término semilla es usado en el contexto de duplicados de firmas para saber el niimero de firmas necesarias
para duplicar, es decir, para obtener otra con una variabilidad intra-personal lo m4s realista posible.

"Trayectoria del elemento de escritura sobre el papel que se realiza sin levantar el elemento de escritura del
papel. En esta tesis se denomina también con el término componente

8Trayectoria aérea pero cercana al papel del elemento de escritura.
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Fig. B.8 Esquema del método propuesto basado en aspectos cognitivos para duplicar firmas.

Seleccion de puntos perceptuales

El modelo motor equivalente que describe en modo tedrico cédmo se ejecuta la escritura,
divide una parte cognitiva y otra motora. En la parte cognitiva reside el plan de trayectoria
donde se almacenan los puntos por los cuales un individuo desea trazar la trayectoria de la
firma. Se estudia que esos puntos planeados no son parte de la trayectoria final. En esta
aportacion estos puntos no son tenidos en cuenta. Por el contrario, los puntos que son tenidos
en cuenta son aquellos puntos perceptualmente relevantes de la trayectoria de la firma semilla.
Para ello se han tenido en cuenta los puntos de las curvas osculantes (Trott, 2004) de la
trayectoria.
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Fig. B.9 Componente reconstruida usando el filtro Savitsky-Golay con la interpolacién de
los puntos perceptualmente relevantes.

Variabilidad intra-componente

Esta etapa tiene en cuenta la variabilidad de las componentes individuales (intra-componente).
La variabilidad cognitiva se ha tenido en cuenta modificando los puntos perceptualmente
relevantes usando una transformacién sinusoidal de dichos puntos en las repeticiones de las

diferentes firmas duplicadas.

Variabilidad inter-componente

Esta etapa tiene en cuenta la variabilidad entre las componentes (inter-componente). En este
caso cada componente duplicada es desplazada vertical y horizontalmente. El efecto es que
dos componentes que en la firma original se tocaban pueden no tocarse en la duplicada, y
viceversa.

Reconstruccion de la trayectoria balistica

La reconstruccion balistica se realiza a través del filtro Savitsky-Golay (Schafer, 2011). Este
filtro es elegido por su capacidad de producir trayectorias humanas realistas (Ferrer et al.,
2013a) interpolando los puntos perceptualmente relevantes. La figura B.9 muestra un efecto
de este filtro.

Modelo de deposicion de la tinta

El modelo de deposicion de tinta se centra en cada pixel de la trayectoria 8-conectada

o esqueleto donde deposita una elipse. Esta elipse consiste en la base de una funcién
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(a) Trazo real

\
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(b) Trazo sintético

Fig. B.10 Modelo de deposicién de la tinta
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Fig. B.11 Esquema general del duplicador de firmas off-line.

Gaussiana 2D. El resultado final de este modelo simula un trazo realista de escrita off-line.
La figura B.10 muestra el resultado visual final de este modelo.

Finalmente los duplicados son afiadidos al entrenamiento en una prueba de verificacion
automadtica de firmas usando un verificador del estado del arte. Los resultados han corrobo-
rado que el entrenamiento con pocas firmas puede verse muy beneficiado si usa duplicados

de firmas aumentando artificialmente el ndmero de muestras.

Duplicados off-line a partir de firmas reales off-line

Otra aportacion original es realizada con el fin de modelar la variabilidad intra-personal
de firmas off-line. De hecho, el modelar esta variabilidad intra-personal, es un desafio
abierto que ha captado la atencién de los investigadores en el reconocimiento de patrones
y la inteligencia artificial. Este modelado se realiza a través de la generacion de muestras
duplicadas con aspecto realista a partir de una firma off-line real. El disefio del algoritmo
de generacion de firmas (duplicador) se ha realizado inspirado en la teoria de equivalencia
motora.

En esta aportacion original, el duplicador de firmas off-line para el modelado de la
variabilidad intra-personal es evaluado por incrementando una secuencia de entrenamiento
de firmas reales usando firmas duplicadas. Con el fin de obtener una evaluacién més robusta,
el duplicador se ha probado con cuatro verificadores distintos y dos bases de datos de firmas
publicas.

En la figura B.11 se ilustra un esquema de los diferentes pasos del duplicador, los cuales

se comentan resumidamente a continuacion:



145

Segmentacion de firmas

Una vez la firma escrita en papel es digitalizada, el proceso de segmentacién elimina el fondo
de la imagen escaneada, eliminando cuidadosamente el ruido de los bordes de los trazos y

recortando el marco de la imagen.

Variabilidad intra-componente

Esta etapa del duplicador modifica la imagen de la firma globalmente y se basa en una
distorsion sincrona que alarga o encoge de manera variable cada trazo de forma similar a la
humana. Esta deformacion sincrona puede conseguirse aplicando diferentes deformaciones
en la imagen, por ejemplo trasformaciones cuadréticas, difeomorfismo, etc. En este caso se

han usado las transformaciones sinusoidales, aplicando la siguiente ecuacion:

X =x+A,sin(@x + @)

s _ (B.3)
Y =y+Aysin(wy+ @y)

Siendo x e y las coordenadas de la imagen original, x* e y* las coordenadas de la im-
agen resultante, Ay, Ay, @y, @y, @y, @y los parametros de la transformacion sinusoidal que
controlan la variabilidad intra-componente. Los rangos de dichas componentes se modelan

heuristicamente aproximando resultados realistas.

Etiquetado de las componentes

En este caso se buscan aquellos trazos que no estdn conectados y se separan. L.a imagen se
preprocesa con al menos alguna operacion morfoldgica que facilite separarla en trazos. La

busqueda de posibles conexiones se hace en las 8 direcciones de cada pixel de la imagen.

Variabilidad entre-componentes

Esta variabilidad se consigue perturbando la posicién de las componentes detectadas. Simula
la variabilidad que aparece en la posicion inicial de un trazo. Debido a ello, al menos
una funcién de probabilidad usada en el modelado de fenémenos fisicos, como la distribu-
cién de Valores Extremos Generalizados (GEV), entre otras, seria requerida para aplicar

desplazamientos aleatorios en la direccion vertical y horizontal.
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Inclinacion de la firma

Esta caracteristica es comun en las diferentes repeticiones de la firma. Se imita principalmente
la pose del firmante respecto al papel. El grado de inclinacion es modelado también por otra
funcion de probabilidad.

A modo de ejemplo, en la figura B.13 se ilustra una firma real y sus duplicados. Por otro
lado, en la figura B.12 se ilustra multiples firmas reales y sus duplicados. Nétese que cada
duplicado necesita de una sola firma como semilla.

Los experimentos realizados han validado la solidez del duplicador con respecto a cada
base de datos usada donde, a coste cero el duplicador supera en todos los casos los resultados
de verificacion sin firmas duplicadas. En las figuras B.14 y B.15 podemos apreciar las curvas
ROC para las dos bases de datos usadas: GPDS-300 y MCYT-75. Estas figuras representan
la eficiencia de cuatro sistemas entrenados con cinco firmas reales y 0, 1, 5, 10, 20 firmas
duplicadas por cada firma real. Estos resultados sugieren que a mayor nimero de duplicados,
mayor eficiencia de los sistemas.

Por otro lado, como tendencia general, los resultados experimentales conducen a la
conclusion de que 20 muestras duplicadas tienen un efecto similar, en términos de rendimiento
promedio, a tres firmas reales. Como caso particular, en la prueba de falsificacion con firmas
genuinas de otros firmantes, el uso de duplicados report6 resultados equivalentes al usar

cinco firmas reales adicionales en el entrenamiento de los sistemas.

Duplicados on-line a partir de firmas reales on-line

Similar a la aportacidn anterior, en este caso se propone modelar la variabilidad intra-personal
de firmas on-line (dindmicas). Para ello, el duplicador es totalmente redisefiado con el fin
de atender a la tipologia de este tipo de firmas, la cual es totalmente diferente de las firmas
off-line. Por ejemplo, mientras en las firmas off-line se trabaja tipicamente con algoritmos
basados en la visioén por computador, en firmas on-line los algoritmos procesan sefiales con
secuencias temporales. Eventualmente, estas sefiales pueden se convertidas a imdgenes y

trabajar con ambas tipologias al mismo tiempo (Galbally et al., 2015).

Modelo sigma-lognormal

Una de las principales ventajas del modelo sigma-lognormal normal es su capacidad para
la descomposicion del movimiento neuromuscular en trazos elementales y la recuperacién
del plan de accion inicial. Esto nos permite generar nuevas trayectorias manteniendo la

variabilidad intra-personales a nivel de stroke, en lugar de alterar la trayectoria observada.
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Fig. B.12 Ejemplo de mdltiples firmas a partir de una firma real. La primera columna muestra
la firma original y el resto de columnas los duplicados. Algunos detalles de la variabilidad
conseguida se muestran a través de circulos grises.
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Fig. B.13 Firma real y duplicados sintéticos
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Fig. B.16 Modificacion del plan de accidn a través de una translacion del punto (1) al punto

(2).

Brevemente, la trayectoria de la firma es descompuesta por stroke. Luego, cada stroke es

representado por seis pardmetros, tal como se muestra en la siguiente ecuacion:

Pi:(DiatOinuinivesmeei) B4

Una explicacién de este modelo se detalla aqui (O’Reilly and Plamondon, 2009)°.

A partir de este modelo, en esta tesis como aportacion original se proponen dos métodos
para la duplicacion de la firma de referencia: un método de distorsion de los pardmetros
Sigma-Lognormal (stroke-wise) y un método de distorsion del plan de accidn (target-wise).

En cada método, se modifican los pardmetros analiticos de la firma.

Método stroke-wise Este método consiste en duplicar las firmas a través de la modificacién
aleatoria de los pardmetros analiticos de cada stroke. Es decir, la modificacién individual de

cada stroke permite generar una nueva muestra que es usada en el entrenamiento.

Método target-wise Este método consiste en mover los puntos del plan de accién a través
de desplazamientos sinusoidales. La figura B.16 ilustra el movimiento de uno de los puntos

del plan de accion.

Nétese que el uso de este modelo no es una aportacién original de esta tesis.
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Evaluacion

La evaluacion de estos duplicados se realiza por dos vias. La primera via es un test visual de
Turing y la segunda es similar a la aportacion original anterior, es decir, se evalua la capacidad
de modelar efectivamente la variabilidad intra-personal afadiendo firmas duplicadas al
entrenamiento de los sistemas.

En el test visual de Turing se ha medido la confusién al mostrarle a los voluntarios 100
pares de firmas. Una firma era hecha por un humano y la otra la debian de adivinar ellos. La
confusion fue medida a partir de los siguientes errores.

e False Stroke-Wise Rate (FSWR): Se denomina al error de clasificar como real una
firma duplicada disefiada por el método stroke-wise.

 False Target-Wise Rate (FTWR): Se denomina al error de clasificar como real una
firma duplicada disefiada por el método target-wise.

* False Real Rate (FRR): El error medio entre FSWR y FTWR.
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Fig. B.17 Subconjunto de firmas usadas en el test visual de Turing. Cuando no hay asterisco
se muestran las firmas realizas por humanos, * significa firmas duplicadas con el método
stroke-wise y ** significa duplicadas con el método target-wise.



152 Summary in Spanish / Resumen en Espafiol

Table B.5 Resultados del experimento de Turing visual

FSWR | FTWR FRR FDR ACE
50.78 % | 52.33% | 51.56 % | 51.59% | 51.57 %

* False Duplicated Rate (FDR): El error cometido cuando una firma duplicada es juzgada
como real.

» Average Classification Error (ACE): Una medida global la cual contempla la media
entre FRR y FDR.

Estos errores se recogen en la tabla B.5. Se concluye con que las firmas duplicadas son
capaces de generar confusion desde un punto de vista perceptual ya que los resultados rondan
en torno al 50 %, que es el valor de mdxima confusion.

Por otro lado, se evalua introducir duplicados realizados con ambos métodos en tres
verificadores diferentes y usando seis bases de datos distintas. En este caso se evalda la
capacidad de un sistema de verificacién basado en una sola firma de referencia.

En términos generales, los resultados experimentales realzan la robustez del sistema de
verificacion de firmas usando una firma sola de referencia con ambos métodos de duplicacidn.
La tendencia comtn que se observa en todos los casos es que usando firmas duplicadas se
puede mejorar los resultados de base (baseline). Ademas, se puede decir que con ambos
métodos (SW y TW) se logran unos resultados similares. Por ello, es complejo decidir cual
de los dos métodos es mas conveniente.

Adicionalmente, la figura B.18 ilustra las curvas ROC para las pruebas de falsificadores
aleatorios y de falsificadores cualificados. Estos resultados concluyen con que ambos
métodos de duplicacién imitan en un modo razonable la variabilidad intra-personal de las
firmas dindmicas de diferentes bases de datos. Se destaca finalmente, que la mayor mejora se
logra con el sistema basado en DTW.

Generador de firmas sintéticas on-line y off-line simultaneamente

A diferencia de las aportaciones originales anteriores, esta aportacién consiste en un motor
Unico que genera firmas sintéticas on-line y off-line sin ninguna semilla. El modelo de
generacion de firmas tiene en cuenta el modelo motor equivalente en las distintas partes
del proceso. Ademads, una aportacion original adicional es la generacion de falsificaciones
de firmas. En esta aportacion se discute la viabilidad de introducir tanto variabilidad intra-

personal como variabilidad inter-personal a diferentes sistemas biométricos.
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Fig. B.18 Curvas ROC para las pruebas de falsificadores aleatorios y cualificados, respectiva-
mente, usando tres verificadores y seis bases de datos. Los sistemas A, B y C corresponden
con los clasificadores basados en DTW, Manhattan y HMM, respectivamente.
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Synthetic velosity profile of the synthetis signature
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Fig. B.19 Diagrama de bloques del generador de firmas on-line y off-line simultdneamente.
Las lineas azules muestran los pen-downs y las rojas los pen-ups. Los puntos sobre las lineas
azules simulan a los puntos registrados por una tableta durante la escritura.

El procedimiento propuesto se ilustra en la figura B.19, se puede resumir de la siguiente

manera:

1. Definicion de la morfologia y el 1éxico de la firma sintética. Para ello se usa muchas

de las distribuciones comentadas en la primera aportacion original de esta tesis.
2. Definicién de una rejilla por usuario, basado en un mapa cognitivo artificial.

3. Representacion del engrama!® del nombre y la ribrica como una secuencia de nodos
de la red y sefalando sus limites de inicio y fin, incluyendo el engrama relativo a los
pen-ups. La figura B.20 ilustra una secuencia de engrama para un mejor entendimiento

del uso de este concepto en esta tesis.

4. Disefio de la trayectoria de la firma aplicando un filtrado a los puntos del engrama del

firmante.

19Un engrama puede definirse como una estructura de interconexién neuronal estable.
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Fig. B.20 Engrama de la letra “a” en una rejilla hexagonal (izquierda). Engrama de la palabra
“hello” (derecha). Los limites de los strokes son marcados con bordes mas gruesos.
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Synthetic Signature sampled with the synthetic velocity

Signature length: 18.47cm. -> Signature duration: 3.08 s.
Stroke averaged duration: 0.118 s,

Synthetic velocity profile of the synthetic signature
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Fig. B.21 Versioén sintética dindmica de una firma 8 conectada.

5. Generacién de la firma dindmica por muestreo lognormal de la trayectoria. La
figura B.21 ilustra el resultado dindmico final de una firma sintética que inicialmente
era estdtica 8 conectada.

6. Generacion de miultiples muestras y falsificaciones que imitan el funcionamiento de
las bases de datos reales.

Finalmente, la figura B.22 y la figura B.23 muestran respectivamente diversas firmas
sintéticas y firmas sintéticas que podria haber realizado un usuario genuino asi como falsifi-
caciones sintéticas.
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Fig. B.22 Ejemplos visuales de firmas dindmicas sintéticas. Los puntos azules representan
los pen-downs (o componentes) y los rojos los pen-ups (o trayectorias aéreas).

(a) Genuinas (b) Falsificaciones

Fig. B.23 Ejemplo de firmas genuinas y falsificaciones sintéticas
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Finalmente, se realizaron dos test para evaluar la capacidad de sintetizar las firmas. Por un
lado se realiz6 un test de Turing visual donde los voluntarios tuvieron que decir si una firma
la realiz6 la mdquina o una persona. La confusion fue cercana al 50 % con lo cual se validé
la capacidad de generar firmas con apariencia humana. Por otro lado se evalud la capacidad
de que las firmas pudieran generar resultados similares a las firmas reales desde el punto de
vista de dos sistemas de verificacion estéticos y dos sistemas de verificacion dindmicos. La
figura B.24 muestra las curvas DET usando multiples bases de datos y multiples sistemas
(ASVs). Una vez maés, se concluy6 con que el motor de generacién de firmas on-line y

off-line es capaz de hacer ver a la maquina que las firmas son reales.
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Fig. B.24 Curvas DET de todos los experimentos. Las lineas continuas representan las bases
de datos reales mientras que las discontinuas las sintéticas. El sistema basado en HMM Ferrer
et al. (2005) se muestra en azul, en SVM Ferrer et al. (2012a) en verde, en DTW (Diaz et al.,
2015b; Fischer et al., 2015) en rojo y en Manhattan (Sae-Bae and Memon, 2014) en celeste.
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Conclusiones Obtenidas

Algunas contribuciones de esta tesis han pretendido completar la generacion sintética de
firmas. Para cerrar esta disertacion, a continuacion se exponen algunas conclusiones y lineas
futuras de investigacion, algunas de ellas estdn siendo trabajadas actualmente.

La generacion sintética de la firma manuscrita se presenta en la literatura bajo dos
modalidades: i) Generacién de firmas duplicadas (es decir, a partir de una firma real,
los algoritmos generan una firma realista artificial con variabilidad intra-personal); y if)
generacion de nuevas identidades (es decir, sin conocimiento previo de una firma en concreto,
pero usando algunas reglas y distribuciones estadisticas, se espera que los algoritmos generen
firmas realistas con variabilidad tanto intra- como inter-personal).

Recientemente, los investigadores han contribuido a estas dos modalidades con propuestas
genuinas. Como un avance a las técnicas anteriores, esta tesis doctoral ha propuesto varios
métodos para generar firmas sintéticas inspirados en la teoria de equivalencia motora. En
pocas palabras, esta teoria trata de explicar a nivel cognitivo los procesos humanos para
disefiar una firma manuscrita y, a nivel de motor, los procesos de ejecucién de dicha firma
disenada.

Para demostrar las contribuciones propuestas, dos protocolos de validacion se han seguido
en la mayoria de los casos. Por un lado a través de una evaluacion perceptual con de Turing
visual. Esta validaciéon permite determinar la confusion perceptual entre firmas reales y
sintéticas. De esta manera, si el grado de confusion fuese elevado, podria decirse que el
proceso de generacion es aceptable. Por otra parte, una evaluacion basada en el rendimiento
de los sistemas también ha sido tenida en cuenta. Uno de los motivos de esta tesis es mejorar
la tecnologia actual, es decir, los sistemas de verificacion automatica de firmas del estado
del arte. Por lo tanto, en esta tesis se ha demostrado que las firmas sintéticas son capaces
de mejorar el rendimiento de los sistemas actuales, en el caso de las contribuciones sobre
duplicados de firma. En el caso de generacion de firmas completamente sintéticas, se ha
demostrado que los verificadores son capaces de ver de modo similar las firmas reales y las
sintéticas.

En esta tesis se ha propuesto soluciones a las modalidades de duplicados On-2-Off,
Off-2-Off y On-2-On. En la generacion de la firma totalmente sintético, se ha propuesto un
marco unificado para generar firmas dindmicas y estdticas simultdneamente.

En la modalidad de duplicacién On-2-Off, la entrada del algoritmo consiste una firma
on-line. Esta modalidad ha sido previamente estudiada en la literatura aplicando varias
técnicas para distorsionar la firma y, finalmente, crear una imagen de firma. Esta modalidad
de duplicacién ofrece muchas mds posibilidades de generar variabilidad intra-personal debido

a que se parte de una firma on-line, la cual posee informacién dindmica y temporal. En esta
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tesis se crean duplicados de firmas off-line a partir de firmas reales usando ideas inspiradas en
la teorfa de la equivalencia motora. Otra novedad de este método fue el modelo de deposicion
de tinta virtual para resaltar el realismo de las firmas sintéticas desde un punto de vista
perceptual (Ferrer et al., 2013a,b). El método fue validado mejorando el rendimiento de un
verificador automdtico de firma estatica del estado del arte, sugiriendo una aproximacion
vélida a la variabilidad intra-personal real. Este trabajo es respaldado con su aceptacion en la
comunidad cientifica tras su comunicacién en una conferencia internacional especializada
(ICFHR-2014). El trabajo fue galardonado con el premio al mejor articulo presentado por un
estudiante (Diaz-Cabrera et al., 2014a).

En la modalidad de duplicacion Off-2-Off, la entrada al algoritmo consiste en la imagen
de una firma. Debido al hecho de que estimar la dindmica y la duracion de la firma ejecutada
es un desaffo abierto en la comunidad cientifica hoy en dia, las posibilidades para inferir la
variabilidad intra-personales son mucho mds ventajosos en la modalidad On-2-Off frente a
la Off-2-Off. Sin embargo, mas alla de la distorsiones afines y geométricas de la imagen
sugeridas en la literatura, en esta tesis se propone un algoritmo basado en la teoria de la
equivalencia motora. El algoritmo fue probado con dos bases de datos de firmas estaticas
publicas y multiples verificadores del estado del arte. Los resultados experimentales han
demostrado la solidez del modelo duplicacién cognitiva. Una vez mds, la comunidad
cientifica ha aceptado esta metodologia, la cual ha sido publicada recientemente en la IEEE
Transactions on Pattern Analysis Machine Intelligence journal (Diaz et al., 2016).

En la modalidad de duplicacién On-2-On, la entrada al algoritmo es una firma real
dindmica. Uno de los motivos para duplicar las firmas es aumentar el conjunto de entre-
namiento y, por lo tanto, proporcionar variabilidad intra-personal adicional con el fin de
reducir las tasas de error de los sistemas. Sin embargo, sin duplicados, el rendimiento de los
verificadores dindmicos son generalmente los mds competitivos en la verificacion automadtica
de firma. Por lo tanto, el margen de mejora es reducido en comparacién con los verificadores
estaticos (Galbally et al., 2015). Por esta razon, en esta tesis se proponen dos métodos de
duplicacién basados en la teorfa cinemadtica de los movimientos rdpidos. Los duplicados se
han utilizado para formar sistemas de verificacion de firmas usando sé6lo una firma real de
referencia - que se supone que es uno de los casos mas dificiles. Ademds de una validacién
perceptual favorable, las tasas de error de tres sistemas del estado del arte se redujeron
cuando multiples bases de datos publicas de firma on-line fueron usadas. Un método inicial
fue presentado en una de las conferencias mas especializado en el andlisis de documentos
(ICDAR-2015) y su aceptacion se evidencioé con el premio al mejor articulo presentado por
un estudiante (Diaz et al., 2015b).
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Se ha de tener en cuenta que todos los método de duplicacién propuestos en esta tesis
doctoral necesita una sola firma. Una contribucion adicional a favor de esta tesis es que todos
los métodos propuestos necesitan solo una firma para generar otras, a diferencia de muchas
de las propuestas vistas en la literatura, las cuales requieren mas de una muestra.

En cuanto a la generacion de firmas totalmente sintéticas, un trabajo inicial se le atribuye
a (Popel, 2007), siendo el primer trabajo tedrico y experimental completo presentado en (Gal-
bally et al., 2012a,b). Mientras que sus propuestas abordaban la generacién de firma dindmica,
un primer trabajo sobre generacion de firmas estaticas se evidenci6 en (Ferrer et al., 2013a,
2015). Un avance cientifico en la generacion de firmas sintéticas es abordado en esta tesis.
Una vez mas, el algoritmo para generar nuevas identidades se inspira en la teoria de equiva-
lencia motora. Probablemente la principal novedad de este trabajo es la creacién de un motor
unificado que genera firmas dindmicas y estdticas al mismo tiempo. Ademads, el método
propuesto pone de manifiesto la flexibilidad de adaptarse a multiples bases de datos de firmas,
las cuales fueron compiladas en diferentes paises occidentales y no occidentales. Ademds de
generar firmas realistas perceptualmente aceptable, el objetivo de este trabajo es también que
los sistemas de verificacién vean de igual modo la firma sintética como la firma real a través
de la comparacion de las curvas DET. Estas bases de datos sintéticas estdn disposicion del
publico en www.gpds.ulpgc.es. Este trabajo también fue aceptado en la literatura cientifica
de acuerdo con la reciente publicacién en la IEEE Transactions on Pattern Analysis Machine
Intelligence journal (Ferrer et al., 2016).

Por dltimo, esta tesis ha evidenciado la potencia de los algoritmos de duplicacién de firmas
cuando se disefian bajo el punto de vista de la teoria de equivalencia motora. El conocimiento
cientifico compartido en el tema de la tesis doctoral, anima a seguir investigando en nuevos
métodos para sintetizar firmas. Aunque los resultados actuales que ofrece esta tecnologia no
siguen siendo competitivos en aplicaciones industriales, esta tesis sugiere que la sintesis de
firmas es una forma razonable para modelar la variabilidad intra-personal real, la cual sigue

siendo impredecible y desconocida.


www.gpds.ulpgc.es
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