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Abstract
In this paper we will study the importance of establishing a legal regulation that protectsand guarantees the reception, transmission, study and custody of data as essential actionsto implement new technologies in the automotive industry. To do this, a study of theEuropean regulations and policies that facilitate the performance of these actions with all theguarantees and acting in turn as facilitators and supervisors will be carried out. The differentdifficulties that exist today in terms of data will be considered and how the appropriateregulation and proposals will help to solve these difficulties.
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I. Introduction
The technological revolution that the transport sector is undergoing requires thenecessary adaptation of the legal regulation to the novelties introduced in the sec-tor, since only with the appropriate legal regulations can the advances achieved beimplemented in practice. The essentiality of this prior procedure of legal adaptationto the real application of these novelties will allow an efficient planning of material,human and economic resources. To achieve this challenge, it is necessary that allthe actors involved in the different areas of knowledge act in a coordinated mannertowards the same objective.In this work, the problems involved in the collection, transmission and conservationof data from both private citizens and the Internet of Things (IoT) will be consideredas essential actions, so that technology and innovation in the automotive sectorcan become a reality. Certainly, these actions are essential not only to be ableto bring about automotive progress, but also to detect failures, gaps and makecomparisons that will allow us to improve and raise the standards of perfectionto achieve the objectives pursued. Actions related to data must be framed asactions that are imposed to meet specific objectives in the automotive sector suchas digitization, innovation and sustainability planned from European policies. Dataare essential tools for the research and development process, because only fromqualitative data studies meaningful conclusions can be extracted. It is not just aboutcollecting data and interpret them statistically, but also to look for patterns, cues,
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or even gaps within the data itself that make it possible to detect and follow pathsof improvement in terms of safety, efficiency or even sustainability. Therefore, it isimportant to have a quantitative and qualitative approach to the data collection,also making it compatible with the rights of the users over them.The European Union intends to create a “Single Data Market” promoting competi-tiveness and preserving data property, as was done back with the Single EuropeanEconomic Market. To this end, a European Data Strategy has been drawn upwhich, among other applications to different sectors, specifically contemplates thetransport sector and, in particular, the automotive sector. The multiple exposedbenefits derived from the reception, study, transmission and conservation of dataare reflected in such essential aspects as safety, energy efficiency, and technologicalinnovation, therefore, these actions in the field of data become essential if youwant to implement in reality safe, efficient and sustainable mobility. However, thesensitivity of these data must be taken into account, which will be the object ofreception, study, transmission and storage, for which an ad hoc regulation mustbe created and constantly updated that effectively protects and guarantees theuse and final destination of the data used, as well as establishing mechanisms forsupervision and monitoring of compliance with the corresponding regulations.
II. Data interoperability and data protection
Once the essentiality and sensitivity of the data have been clarified, it is necessaryto have a look into one of the main problems that arise in the processing of data byautomotive technology. In order for autonomous and energy-efficient driving to bepossible, it is necessary to collect data from the actual driving that consumers andusers carry out on a daily basis, current traffic data, weather data, topographicaldata and speed limits will be used in addition to the route data [1]. This datacollection is considered essential to be able to make the application of thesenew technologies in transport and mobility a reality, and this is where we findone of the main problems between the reception of private data from individualsand its transmission between software operators or other providers and the strictprotection that these data must have.At this point, it is appropriate to refer to the protection of personal data containedin article 8 of the Fundamental Rights Charter of the European Union 2000/C364/1 of December 18, which highlights the duty to deal with loyalty of thementioned data, for specific purposes and the consent of the affected personbeing the legitimizing way of data processing. Besides, it must be entrusted to anindependent authority the control of the actions carried out on the informationcollecting process. The content of this article sets out the principles that must beconsidered when carrying out any action on personal data within the automotivefield. Taking as a reference the aforementioned Fundamental Rights Chart, thisdata protection right is subsequently developed in Regulation (EU) 2016/679 ofthe European Parliament and of the Council of 27 April 2016 on the protectionof natural persons with regard to the processing of personal data and on thefree movement of such data, and repealing Directive 95/46/EC (General Data
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Protection Regulation) [2], including the requirements of limitation of the purpose,minimization of data and limitation of the retention period, and the protection ofdata by the institutions in Regulation (EU) 2018/1725 of the European Parliamentand of the Council of 23 October 2018 on the protection of natural personswith regard to the processing of personal data by the Union institutions, bodies,offices and agencies and on the free movement of such data, and repealingRegulation (EC) No 45/2001 and Decision No 1247/2002/EC [3]. They reflect thelimitations in terms of data collection, transmission and custody, providing userswith access, rectification, deletion or cancellation, limitation and portability of theirdata, requiring the identification of the person or entity in charge of managingthose data, as well as the strict purpose for which they will be used. Failure tocomply with this applicable and binding European regulation is expressly sanctionedwith fines of up to 20 million Euros. The seriousness of these sanctions is relatedto the sensitivity of these data since, through them, the trajectory, route, uses andcustoms of the user and consumer can be known, with the consequent vulnerabilityof their privacy. They are data that suppose to reveal the most intimate life of theindividual, as well as their professional or personal customs. This sensitivity isdue not only to the threat of possible manipulations by third parties that mayendanger the physical safety of users [4], an issue that would involve an isolatedand independent debate from the one that is currently the subject of this work,but it can also suppose a direct violation of the private sphere of the consumeror user with the corresponding sanction.One of the solutions to this problem will be the explicit consent of the consumer oruser to the transmission, reception, disclosure and temporary custody of these datastrictly linked to the proper functioning of the software, which is essential for theuse of autonomous and energy-efficient vehicles. If this procedure is introduced,the consent issued must be carried out with specific requirements, as set out inarticle 4, point 11 of the aforementioned Regulation (EU) 2016/679, which definesconsent as “any expression of free will, specific, informed and unequivocal by whichthe interested party accepts, either by means of a declaration or a clear affirmativeaction, the processing of personal data that concerns him”. In addition to thisparticular consent, the information on which consent is given must be truthful,complete and previously provided to the consent so that it can be studied forit to be voluntarily issued; but, there is the assumption in which the consumeror user does not agree to the aforementioned transmission and use of data, oran inappropriate use of the same for purposes other than those that have beenconsented to take place. These two assumptions require the adoption of legalmeasures that make it possible to combine the essential reception and transmissionof these data so the introduction and implementation of new technologies in theautomotive industry is possible, together with the protection and supervision ofthe correct use of such data given the sensitivity of its content. The solution tothis problem must lie in the establishment of an adequate balance between theimplementation of new, usable and marketable technologies and the adequateprotection and use of the particular data obtained.
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Another concern that may arise within the scope of the study is the period oftime in which these legally and legitimately obtained data are going to be kept andwhich operator will be in charge of guarding them, with the legal responsibility thatthis entails. In this sense, the Public Administrations must adopt the subsequentintervening and supervisory responsibility that guarantees the adequate use ofthese data and their custody, and the determination of what will be the purposeof their storage, since if these sensitive data are not found sufficiently protected,the consequences of their misuse can be fatal. For this reason, the creators ofsoftware applicable to autonomous cars, connected cars and in new transportmodels must worry not only about correctly carrying out the essential technicalpart for its operation, but must also ensure the correct protection of the data thatit collects, transmits or guards.Likewise, there is also another issue in terms of data collection and maintenance:the amount of data1. In a digital era of full advancement and progress, the pro-duction of data is enormous, which makes it difficult to study and use the datathat is truly essential for the proper functioning of the device; this collection beinginefficient would imply a waste of resources in time and space. In parallel, we cancompare it with internet search cookies, differentiating the essential ones fromothers with different purposes. In this sense, and given the existing progress in thevolume of data, it is advisable to limit the collection to those that can truly provideessential or useful information for the operation and development of vehicles, andwhere the engineers are the ones to be entrusted for the determination of theessential parameters for the achievement of the proposed objectives.
III. Regulation of the European Data Strategy
Once the problems that can arise in practice have been analyzed, it is appropriateto refer to the inspiring principles of the European Data Strategy promoted by theEuropean Union for the purpose of making the Union a leader in data governanceand management. This Strategy is inspired by the principle of horizontal governanceand the European Data Law. The Strategy is included in the Communication from

1According to the Communication from the Commission to the European Parliament, theCouncil, the European Economic and Social Committee and the Committee of the Regions, aEuropean strategy for data COM/2020/66 final, of February 19, 2020, the volume of globaldata produced has increased from 33 zettabytes in 2018 to an expected 175 zettabytes in 2025.Each new wave of data represents great opportunities for the EU to become a world leaderin this field. Currently, “80% of data processing and analysis takes place in data centers andcentralized computing facilities, and 20% in smart connected objects, such as cars, appliancesor manufacturing robots, and in computing facilities close to the user (‘edge computing’).By 2025 these proportions are likely to be reversed. Another of the proposals of the DataStrategy is the need to “review the current EU type-approval legislation for motor vehicles(currently focused on wireless data exchange for repair and maintenance), to open it upto more services based on in auto data (Q1 2021). The review will look at, among otherthings, how the car manufacturer makes the data accessible, what procedures are necessaryto obtain it in full compliance with data protection rules, and the role and rights of the carowner”.”.
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the Commission to the European Parliament, the Council, the European Economicand Social Committee and the Committee of the Regions, a European strategyfor data COM/2020/66 final, of February 19, 2020 [5] showing a will to createa Common European Space of interoperable data, promoting the developmentof Artificial Intelligence. In this Common European Space, the need to create aproper environment for the transport sector is precisely described. In addition,the Commission called for “the free and secure flow of data with third countries,subject to exceptions and restrictions in matters of public security, public order andother legitimate public policy objective of the Union, in line with its internationalobligations, also in terms of fundamental rights”2 .In this European Data Strategy, consumers and users constitute an asset to betaken into account, since only through confidence in the protection of their datawill new digital and technological products be able to have a place in the Europeansocial reality.Another of the purposes sought in this Strategy is to promote freedom of com-petition and balance between providers, regulating through this normative thatdata interoperability does not favor large companies or market-leading providers,balancing the position of small and middle enterprises (SMEs) [6], in this waythe benefits will be distributed among all the economic assets that make up theSingle European Market. Likewise, in the after-sales and maintenance phase of thevehicles, other providers than the initial ones may participate, promoting businesscompetitiveness with the consequent benefit for consumers and users and forcompanies in the sector.Another of the initiatives proposed in this work is the supervision in the mandatoryperiodical technical inspections of vehicles [7], of the mechanisms that are re-sponsible for collecting, transmitting and storing these sensitive data of consumersand users, in order to safeguard the correct application of these data, as well aschecking that the data actually collected are the consented or essential for theproper functioning.
IV. Mobility Data Space
In order to solve these challenges that arise in the real society of progress andinnovation, the regulations must be adapted to these needs, for this, referencemust be made to the Mobility Date Space created and supported by the GermanGovernment and which consists of an environment insurance where providersshare their mobility data, maintaining their control and making them availableto transport platforms. Likewise, as well as other examples of mobility data in-teroperability promoted in Germany by the International Data Spaces Association[8]. This German initiative must be extended to the territory of the EuropeanUnion, favoring regulatory coordination and cohesion between member states of

2Point 2, second paragraph of the Communication from the Commission to the EuropeanParliament, the Council, the European Economic and Social Committee and the Committeeof the Regions, a European strategy for data COM/2020/66 final, of February 19, 2020
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the European Union, since ultimately, the transport system envisaged by Euro-pean policies provides for the elimination of distinctions and management barriersbetween states, promoting a single European transport system.
V. Conclusion
After the presentation made, conclusions can be reached that will favor the bestapplicability of new technologies in the sector, using European legal and politicalregulations as tools to achieve this objective.On one hand, it must be concluded that the work of the legal regulations is not onlyto penalize or sanction by setting limits that should not be crossed, but at the pointwhere digital and technological evolution meet each other, legal regulation must beerected as a facilitating tool so that the requirements demanded by the applicationof new technologies can be carried out in an agile way and with all the guarantees.From this it can also be concluded that technical and legal operators must bein a position of balance and collaboration focused on achieving the objectivesof innovation, digitalization and sustainability of automobile transport, framed inEuropean and international policies.On the other hand, it is an essential requirement to implement new technolo-gies and innovation in the sector under study (enabling) the possible collection,transmission and custody of data. For this reason, the European Union proposedthe creation of the ”Mobility Data Space” with the objective exposed to promotecompetitiveness and ensure European ownership of the data used. The regulationsissued at this point must favor the performance of these actions, but at the sametime, must provide the necessary guarantees so that these regulations are boundedto. One of the initiatives proposed in this work is that in the corresponding vehicleinspections that must be adapted to the new tools, parts and vehicle models, theverification of the corresponding software that manages this data is introduced inthe mandatory vehicle inspections, both due to the necessary protection of theprocessing of these data as stated in this work, and due to the verification thatthey are adequately received to be applied in the operating processes of newtechnologies, such as autonomous vehicles, and the new transport models thatarise in the future.In addition, it is capital to stress the importance of the need for coordination andcohesion between member states of the European Union to facilitate the imple-mentation of a Single European Transport, as a priority objective from Europeanpolicies, favoring digitization and sustainability in the sector.
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