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Abstract. Applications with mobile devices are growing exponentially, as their
communication capabilities improve. Therefore, it is necessary to guarantee their
reliability and security. This contribution presents an aerial tracking application
for these devices, with the aim of providing a tool for tracking and tracing in
certain situations. To ensure the reliability of the application, information pro-
tection mechanisms to guarantee confidentiality and integrity are included. Three
main parts have been considered for the application design: a Web application, an
Android application and the backend. The system follows a microservice struc-
ture over containers, allowing simple management and distribution. Two modes of
operation are supported on the Android application, a Tracker Mode, which will
be executed on a smartphone on board a drone (RPA), and a Client Mode executed
by mobile devices on the ground. Users in Client Mode employ the Bluetooth Low
Energy (BLE) beacon mode to transmit information related to their positioning
and trajectory. The user obtains this data via BLE and relays it using the 4G/5G
network to a web server. The server allows the graphical representation of the data
and its exploitation. Deployment is proposed in different scenarios, such as the
supervision and control of public areas with capacity control or the tracking and
localization of people in isolated environments.

Keywords: BLE beacon - Secure tracking - RPA - Lightweight cryptography

1 Introduction

One of the most remarkable features of Bluetooth Low Energy (BLE) technology is its
low power consumption with data transmission rates of up to 2 Mbits/s. This, together
with its better range characteristics (up to 100 mt) and Omni-directionality of the signal,
make it especially interesting for [oT applications. Among the most common applications
are those dedicated to tracking objects in processes, tracking people and equipment,
orientation in closed environments, marketing messaging, and where a high rate of data
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transfer and accuracy is required. The aim is to carry out these functions securely, as they
involve the transmission of sensitive information (positioning of people) in real time.

Currently, there are several applications that allow tracking users using BLE tech-
nology on mobile phones. An interesting reference is the Wikiloc application [1], which
is capable of tracking outdoor routes. This application allows subsequent consultation of
the activities carried out along with some statistics (speed, time, route followed, number
of stops, etc.). All this information can be shared in the community so that the application
recommends routes close to an area where the user is.

Also known from the recent situation is the COVID Radar app. The app generates
random codes every 10 to 20 min and transmits them via Bluetooth to nearby mobile
phones that have the app installed. These devices will pick up the codes so that they both
record the code from the other device. Each mobile phone stores the codes for a period
of 14 days. When someone receives a positive diagnosis and reports it in the app, the
codes recorded in the last 14 days are requested. These codes are downloaded daily and
allow the app to generate an alert as to whether or not there has been a risk of infection
[2].

This paper mainly provides the following contributions:

Designing an RPA-based system capable of performing surveillance missions using
BLE-based technology.

An infrastructure capable of transmitting GPS information using BLE technology.
Encrypt and authenticate the transmission of the information collected in real time
using lightweight cryptography.

e Store the information into a database for further processing with Al

This paper is then organized with a summary of published work in this field in Sect. 2,
a description of the proposed system in Sect. 3, then a description of the architecture
defined is included in Sect. 4, followed by conclusions and future work in Sect. 5.

2 Related Work

There are many publications on RPA applications in surveillance and tracking, but most
of them use optical sensors and cameras. As indicated below, the main issue with this
technology is the correct Al identification and/or classification of real-time video images
of potentially dangerous situations. In [3] the drone is used to train a CNN with real-time
images to detect road traffic accidents. In [4] a surveillance system using RPAs based
on the images acquired by the camera is presented. With these images, a FasterRCNN is
trained to identify possible threats such as people carrying weapons. Following the same
theme, in [5] the problem of classifying aerial images comprising large areas in order to
identify potentially dangerous situations is analyzed in depth. Again, a CNN is trained
with a collection of images of offensive situations previously taken from different heights.
Regarding the security of communications between ground control and RPA, reference
[6] provides an interesting analysis of the security of communications between the two,
both in terms of control orders and images received for subsequent processing using deep
learning techniques. In this paper, the minimum hardware necessary to transmit images



with a given speed (in fps) using NTRU encryption is tested. Another typical surveillance
application supported by RPAs can be found in [7]. In this paper, methodologies for real-
time analysis of multispectral images applied to agricultural crops are developed. The
aim of this paper is to test different image processing algorithms in conjunction with
GPS data. Finally, [8] shows a curious application of a fully autonomous RPA. The
system is used to spray disinfectant in public areas, it analyses the images in real, and if
necessary, by means of a built-in loudspeaker, it can be warned by emitting an audible
message from a voice processing module. The equipment incorporates a BLE module
to activate or deactivate the RPA from a mobile phone.

Papers defining security services in the BLE Beacon environment are not very numer-
ous. Given that the main field of applications developed with this technology is limited to
marketing and advertising, these papers have generally focused on protecting anonymity,
but not on protecting the information transmitted. The proposal included in the Eddy-
stone specification is to use Advanced Encryption Standard (AES) as the encryption
scheme, but this alternative is not suitable for devices with as many restrictions as bea-
cons. In [9] a block cipher is proposed together with the use of the MDS5 hash function.
The cipher implemented in our system is a stream cipher, as it is better adapted to the
constraints present and the hash function used for information authentication is robust,
MDS5 is considered obsolete and is not suitable for devices with as many constraints as
beacons.

3 System Overview

This paper proposes a tracking system based on Bluetooth Low Energy (BLE) beacons
for the transmission of data related to the positioning of devices. This data is collected
through a mobile phone embedded in an RPA, and security services for the protection
of the transmitted information are developed.

Fig. 1. System global view.

The system consists of the following main components (Fig. 1):
e Android mobile application.

— Tracker mode: executed by a smartphone on board an RPA.



— Client mode: broadcasting location and trajectory information.

e The backend hosted in the cloud running a web server.
e The web application.
e Security services for communications: integrity and confidentiality.

In our system, the Android application implements two modes of operation: tracker
and client. The application running on the clients uses the Bluetooth Low Energy (BLE)
beacon mode to transmit information related to its positioning and trajectory (latitude,
longitude, height, heading and speed) along with a randomly generated unique identifier
for each client device. The smartphone onboard the RPA will run the application in
tracker mode, transmitting the collected data, via 4G/5G, to a web server to be rendered
and exploited.

The advantages of using BLE beacon protocol include no need for pairing between
devices and low power consumption. However, the use of the beacon protocol poses
serious restrictions on the size and structure of the information frames to be transferred,
as well as on the information protection tools supported. For this reason, all the elements
necessary for the encryption, encoding and authentication of the information sent by the
clients have been developed ad-hoc.

To ensure electromagnetic compatibility between the different integrated devices,
open RPA control systems such as Mission Planner are used to programme flight paths,
and radio frequency control equipment in the 868 MHz ISM band is also used. This
ensures compatibility between the frequencies used by the BLE device, the 4G/5G
communication frequencies and the drone’s flight tracking control, as well as the images
transmitted in real time.

This allows the Al processing of the GPS data received from the different beacons
to be backed up by the images received in the control center, as they are synchronized.

3.1 BLE Beacon Technology

A BLE beacon is a small device that transmits a Bluetooth signal at regular intervals using
broadcasting with a small data payload (advertising protocol data unit, PDU) in a way
that allows extremely scalable systems to be defined with limited power consumption.
This signal is broadcast according to a certain protocol, without the need for the devices
to be paired.

Generally, the information transmitted by these devices contains a device ID, status
information (battery level, temperature, spatial information, etc.) and in some cases a
URL. Because of this, beacons have traditionally been used in static environments for
location applications, proximity detection and activity detection [10]. However, consid-
ering that they consume less energy compared to conventional Bluetooth devices and that
they use the 2.4 GHz frequency, this paradigm is changing, enabling the development
and deployment of applications in multiple scenarios. In this work, a new alternative to
the use of beacons is provided, as they are integrated in a tracking system on mobile
objects (people in this case).

The most widespread BLE beacon specifications are: iBeacon (proposed by Apple
Inc.), Eddystone (defined by Google) and AltBeacon (proposed by Radius Networks).



In this development, the latter has been chosen because it is open source and the amount
of data available for transfer in a frame packet is higher than the other specifications.
In fact, up to 26 bytes can be counted for the encoding of information transmitted as
payload. Another advantage is the possibility of specifying an identifier associated with
the application for which they are intended, a property that simplifies some issues related
to the management of the devices in the designed tracking application.

The frame defined by AltBeacon for a packet is shown in Fig. 2. The first two bytes
(0-1) are used to inform the manufacturer of the beacon, in our case we use AltBeacon’s
own “0x0118”. The next two bytes (2-3) specify the structure that the manufacturer
specifies for the rest of the frame. With these first 4 bytes, any device receiving the
packet is able to identify the fields and their length.

The rest of the packet is composed of three fields called identifiers, a 1-byte value
representing the average received signal strength at Im. From the transmitter (RSSI)
and another 1-byte value reserved to be used by the manufacturer to implement special
features.

The structure of the identifiers in our application has been defined and codified on
an ad hoc basis as follows:

e Identifier 1 (Bytes 4 to 16): contains the device tracking information encrypted.

e Identifier 2 (Bytes 20-21): is a membership code used to indicate that a given beacon
belongs to our system, with value “Oxffff”.

e Identifier 3 (Bytes 22-23): identifies the device that sends the message. In this way, a
total of 65546 different devices may be considered.

The last Msg ID field is used to transmit a packet identifier, which is necessary to
synchronize the decryption.

Field according layout Frame identifier Identifier 1 Identifier 2 Identifier 3 | RSSI | Data
Bytes 0 1 2 3 4 19 20 21 22 23 24 25
Hex value 0x0118 Oxbeac Message Oxffff Device ID_| RSSI |Msg ID|

Effective Value || I Frame identifier Tracking device ir i Device ID_| RSSI

Application identifier
Message identifier

Fig. 2. AltBeacon adaptation.

4 System Architecture

4.1 Android Application

The application has been developed entirely with Android Studio and is compatible with
Android versions higher than 8.0 in order to use BLE. This ensures compatibility with
82% of the devices currently in use.



Three background services, linked to an information notification, are used for the
correct functioning of the application. Each of the services is responsible for a single task,
allowing for simple and efficient maintenance and testing of the code. These services
are responsible for collecting the GPS location of the system (Fig. 3: A), managing
Bluetooth communications (Fig. 3: B) and communicating with the backend (Fig. 3: C).
It also contains an information notification system (Fig. 3: D), alibrary for encryption and
message authentication codes (Fig. 3: E), the user interface (Fig. 3: F) and communication
with the backend (Fig. 3: G).

User management is supported by the resources provided in the backend by the Parse
platform and the SDK provided for communications. The application collects the device
data and communicates with the platform to verify that they are correct, allowing or not
to enter the system. At this point, the application detects whether it corresponds to the
client or tracker role. If the client mode corresponds, it downloads from the backend
the keys that will be used to encrypt and authenticate the information to be transferred.
These keys will be saved in the preferences of the device itself, allowing the application
to be used without the need for an Internet connection.

A

Fig. 3. Android application architecture.

The device running the application in this mode communicates with the C library
to encode, encrypt and calculate the MAC of the message when it receives a location
update. Once the generated information has been packaged, it starts transmitting this
message in Bluetooth beacon mode.

In tracker mode, the application listens for Bluetooth beacons by filtering those
containing the identifier defined ad hoc for the application. When it detects beacons
belonging to the system, it collects all the beacons found and stores them, together with
the location of the tracker itself.

4.2 Web Application

The objective of the Web Application is to provide visualisation of the data collected by
the application. It is designed as a micro-service for simple deployment on Docker.



4.3 Backend

The application backend is in charge of storing the application data, verifying that it is
secure and giving access to it to the legitimate users of the application. Parse platform
is used to manage the application backend [11]. The Parse server container is used to
manage the project, design the data structure of the system, the functions required to
solve specific problems and also allows the use of a webhook to provide it with more
features [12].

The backend consists of the following containers (Fig. 4):

Proxy NGiNX (Fig. 4.A)

Let’s Encrypt NGiNX Proxy Companion (Fig. 4.B)
Parse Server (Fig. 4.C)

Mongo DB (Fig. 4.D)

Webhook (Fig. 4.E)

Parse provides user management tools, creation of customised structures and SDKs
to be able to work with these features from any platform on which we want to develop the
application. It also makes it possible to add functionalities with internal code developed in
Javascript (Cloud Code) and the possibility of connecting to external logic via webhook.
In this development, the server uses both Cloud Code and a custom webhook, developed
in Python.

The Parse platform can use either Postgres or MongoDB. In this case, version 4.4.6
deployed as a Docker container was used. The webhook was created under the microser-
vice architecture with the Python 3.6 language using the uWSGI NGiNX and Flask
tools on an Alpine Linux distribution. Flask is a minimalistic framework that allows us
to create web applications quickly with a minimum number of lines of Python code.
uWSGI allows us to parallelise and scale the application to be able to respond to mul-
tiple requests simultaneously. NGiNX is our web/proxy server, allowing us to publish
the web.

In order to protect communications, the Transport Layer Secure Transfer (TLS) pro-
tocol is used. Two containers have been defined for the deployment, the first one is
an NGiNX Proxy that will be in charge of giving access from outside the network to

Fig. 4. Backend structure.



our Parse server. And secondly, the container “letsencrypt-nginx-proxy-companion”, in
charge of communicating with the free certification authority Let’s Encrypt, generat-
ing the corresponding certificate for our system and installing it in the NGiNX Proxy,
improves the access to the application.

4.4 Security

To preserve security, confidentiality and integrity of the information generated and trans-
ferred must be guaranteed. Different solutions to these issues have been integrated,
depending on the communication channel used and the characteristics of the devices.

As shown in the diagram in Fig. 1, the communication channel used between the
clients and the tracker is BLE, using beacon mode, in order to avoid the need to pair the
devices to be connected.

For this communication channel, confidentiality and integrity services have finally
been implemented using cryptographic primitives belonging to Lightweight Cryptogra-
phy. This part of cryptography is especially recommended for devices with low compu-
tational and communication capabilities, such as sensor networks and elements of the
Internet of Things. The decision to use primitives from this subset is mainly motivated
by the restrictions defined in the communication frames when using Bluetooth beacon
mode.

Also taking into account the restrictions associated with the described scenario, it
has been chosen to use Authenticated Encryption (AE) using the “Encrypt-then-MAC”
approach since it is one of the most suitable methodologies to simultaneously provide
confidentiality and integrity through symmetric cryptography [13].

The cipher implemented in the mobile application is the Chacha20 stream cipher [14]
developed in 2008 from the Salsa20 cipher. It is based on a pseudo-random generator
defined on 32-bit ARX operations. The key is 256 bits and a counter is included in order
to synchronise the streams between client device and tracker. It is usually combined with
the MAC Poly1305, but in this implementation, due to the restrictions defined on the
Bluetooth beacon frame length, it has been replaced by Chaskey [15]. This algorithm is
part of the ISO/IEC 29192-6:2019 standard and is also based on an ARX construct with
a key length of 128 bits. Using these constructure for both security services improve
efficiency.

For the other communications (mobile application - backend and backend - web
application) TLS is used as described in the previous section.

5 Conclusions and Future Work

The main contribution of this work is the proposal to use beacons and RPAs for tracking
and tracing devices. For this purpose, the payload of the information packets has been
completely redefined. Furthermore, the security requirements of the information and
the capabilities of the devices have been analyzed in order to select the most suitable
light-weight cryptographic primitives.

The implementation of the system has been carried out paying special attention to
its modularity and possible reusability.



An issue that requires improvements and is being studied is the definition of a robust
architecture for key management.

The exploitation of the data obtained with Al is being developed. This will provide a
powerful tool for decision-making in situations where response time is a critical variable.
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