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1 Introduction

In this work, a service to track mobile devices is presented. The service integrates in-
formation protection mechanisms to guarantee confidentiality and integrity.

2 Description

The service consists of an Android application and a backend, hosted in the cloud,
which deploys a web server. It follows a microservice structure over containers allow-
ing a simple management and distribution. The Android application implements two
modes of operation: the client mode, intended for the devices that are tracked and, the
tracker mode executed by a smartphone on board a Remotely Piloted Aircraft (RPA)
(see figure 1). The application running on the clients uses the Bluetooth Low Energy
(BLE) beacon mode to transmit information related to their positioning and traject-
ory (latitude, longitude, height, bearing and speed) along with a randomly generated
Unique IDentifier for each client device. The on-board smartphone will allow to trans-
mit the collected data, using 4G/5G communications, to a web server to be represented
and exploited. This system can be deployed in different scenarios to respond to multiple
situations such as supervision and control of risk situations in crowded areas, tracking
and tracing people in isolated environments.

The beacon communication mode does not require prior pairing between parties.
However, given the restrictions defined in the communication frames, an adhoc encod-
ing scheme was defined. The specific protocol used by client devices is Eddystone,
defined by Google as a standard for Bluetooth beacons.

The data mining module in the backend will allow us to represent the current pos-
ition of each client, as well as their track record over time. Adding bearing and speed
information would facilitate new module development using AI for event monitoring to
detect possible dangerous or risky situations.
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Figure 1. Esquema global del sistema.

3 Security: Integrity and confidentiality

The confidentiality and integrity services have been implemented using cryptographic
primitives belonging to Lightweight Cryptography. In the implementation we have
chosen to use Chaskey [4] as the Message Authentication Code (MAC) generator and
ChaCha20 as the encryption scheme. In this way an authenticated encryption [3] scheme
has been generated using the Encrypt-then-MAC approach.

Chaskey is included as part of the ISO/IEC 29192-6:2019 [1] standard and is defined
as a permutation-based MAC algorithm using the Addition-Rotation-XOR (ARX) design
methodology. The use of the ARX approach together with the reduced length of the gen-
erated codes (they can have a minimum length of 64 bits) make it suitable for the system
designed in this work.

Chacha20 [2] is a stream cipher, present in TLS, composed of 20 iterations that
process the initial state through the quarter-round function using a key of length 256
bits. Given the constraints of the scenario deployed, an adhoc implementation of both
procedures has been performed
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